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To Readers Of The Report
Enterprises and the public sector have a great impact on people, society, the environment, climate, and animals
and can both contribute positively to development, or negatively by causing harm. Enterprises therefore hold a
central role in achieving UN’s Sustainable Development Goals (SDGs) and the Paris Agreement’s 1,5-degree
target.

This report can be used as an account for the Transparency Act, but it has a broader scope with climate and the
environment, circular economy, and anti-corruption indicators also being included. Our members are obligated
to carry out due diligence and report annually on their work. Base level1 members also meet the Transparency
Act’s due diligence duty, and partially the Act’s information duty.

Ethical Trade Norway’s concept of responsible business conduct equals OECD’s terminology and due diligence
methodology. This is the systematic effort that enterprises do to identify, prevent, or mitigate adverse impacts
and explain how they manage their risks of negative impact, as well as provide remediation to people, animals,
society, and the environment where this is required – is called due diligence. Norwegian authorities expect all
enterprises, regardless of their size, to carry out due diligence on society, the environment, and animals in
accordance with the UN’s Guiding Principles for Business and Human Rights (UNGP) and OECD’s Guidelines for
Multinational Enterprises. This applies to enterprises, the public sector, and organisations.

Ethical Trade Norway’s Declaration of Principles (our Code of Conduct) for Responsible Business Conduct covers
the areas of decent work, human rights, environment/climate, anti-corruption, and animal welfare. This report is
done in full transparency and in line with UNGP and OECD’s guidelines. The reports of all members are publicly
accessible on Ethical Trade Norway’s website.

Heidi Furustøl 
Executive Director 
Ethical Trade Norway
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Due diligence
This report is based on the UN Guiding Principles on Business and Human Rights and the OECD model for Due
Diligence for Responsible Business Conduct.

The model has six steps that describe how companies can work for more responsible and sustainable business
practice. However, being good at due diligence does not mean no negative impact on people, planet and the
society. It means that the company is open and honest about challenges faced and shows how this is managed in
the best possible way in collaboration with its stakeholders. This report is divided in chapters following the
OECD model.
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Preface From CEO
Committed to a Sustainable Future

As an outdoor brand, nature is our playground—and our responsibility. We are committed to ensuring that the
outdoors we cherish today remains for future generations. Companies like ours play a pivotal role in driving
sustainability, both by influencing our own value chains and enabling consumers to make responsible choices in
their daily lives.

As part of the global textile and outdoor industry, we acknowledge our impact on nature, climate, people, and
consumption. We recognize that we are part of the problem, and therefore, we must be part of the solution. We
firmly believe that sustainable business practices are not just necessary for ethical reasons—they are
fundamental to long-term success and a key driver of sustainable development.

Responsible Supply Chains and Ethical Trade
Conducting due diligence in textile supply chains is complex, involving numerous people across multiple
countries, including conflict areas. As a member of Ethical Trade Norway (ETN), Bergans is committed to
responsible business practices that safeguard people, animals, society, and the environment. Our ETN
membership provides invaluable support through tools, expert guidance, and collaborative initiatives.

We strongly support the Norwegian Transparency Act, advocating for greater openness and collaboration in
global value chains. Transparency is essential in pushing businesses towards ethical trade and sustainability. We
also welcome upcoming EU regulations on sustainability reporting and communication. To prepare for the
Corporate Sustainability Reporting Directive (CSRD), we have conducted a double materiality analysis and are
enhancing our digital systems for risk mapping and sustainability data management. These advancements will
feed into our Digital Product Passports, with most of our products featuring unique QR codes by 2025.

Addressing Challenges in Myanmar
Guidance from ETN has been crucial in navigating the critical situation in Myanmar, one of our sourcing
countries. Our top priority is the safety and well-being of workers and their families. We are actively engaged in
EuroCham Myanmar, connecting with European companies to stay informed and aligned on best practices.
Additionally, we participate in the EU-funded MADE Myanmar program, which includes factory audits and
training initiatives. The decision to stay or exit is not taken lightly, and we continue to monitor the situation
closely, conducting heightened due diligence in collaboration with our suppliers and stakeholders.

Climate Action and Sustainable Materials
Climate change is the greatest challenge of our time. As part of the Scandinavian climate network STICA, we map
and report our emissions across all three scopes and collaborate on joint climate initiatives within our supply
chain. We are increasing our use of recycled fabrics and trims while sourcing renewable energy for our
operations. From 2025, we will cease developing or producing products containing PFAS, reaching a goal we set
years ago. We remain dedicated to ensuring the safety of chemicals in our products, with strong support from our
partners at Bluesign®.

Advancing the Circular Economy
Bergans is committed to shifting towards a circular economy, offering services such as repair, rental, product
returns, second-hand sales, and redesign. In 2024, we continued to promote our Service Deal for Rabot products
in partnership with retailers, aiming to shift consumer mindsets by introducing repair services at the point of
sale.

A major milestone in 2024 was the Norwegian government's revision of the Law on Second-Hand Sales, making it
easier to resell used products. We were honored that the Minister of Commerce chose to announce these changes
at our Bergans Flagship Store, recognizing our longstanding advocacy for improved circular service frameworks.

Our Commitment for 2025 and Beyond
Our products are the core of our mission – enabling people to enjoy nature while supporting thousands of jobs.
Combining high-quality products with strict environmental and ethical standards and circular services is key to
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long-term sustainability. In 2025, we will continue our efforts in strong collaboration with our suppliers and
stakeholders to push for a more responsible and sustainable future.

" Combining high-quality products with strict environmental and ethical
standards and circular services is key to long-term sustainability. "

Silje Garberg Ree
Chief Executive Officer
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This report is electronically signed. See last page for verification.
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Enterprise information and enterprise context

Key enterprise information

Enterprise name

Bergans Fritid AS

Head office address

Hagaløkkveien 13, 1383 Asker, Norway

Main brands, products and services offered by the enterprise

Bergans of Norway: outdoor, hiking, ski, and lifestyle apparel and equipment (backpacks, sleeping bags, tents,
Ally canoes). We also offer product services such as repair, rental, reuse and redesign. Our tour operator Bergans
Adventures offers hiking trips in Norway and Greenland.

Description of enterprise structure

Our main office is situated in Asker, Norway and here all Bergans departments work together: Product
development & design, Purchase, Brand, Sustainability, Sales, Retail, E-commerce, Customer service,
Administration, Accounting, IT, Bergans Adventures and our in-house Repair service. In our home market
Norway we sell through retailers, but also operate 8 stores as well as our own e-commerce (B2C), which we also
launched in Sweden in 2020, in Germany in 2021, and in rest of the EU market in 2024.. We also run three outlet
stores in Sweden and Germany. 

In our main markets we operate with our own sales representatives, while we only sell through agents/importers
and retailers in all other markets. The central warehouse is located in Norderstedt in Germany, where also the
Sales department for the European market is located. We also have a sales office in Sweden. Two Bergans co-
workers work from our office in Hong Kong to maintain direct contact with all our suppliers. Most of our tier 1
and tier 2 suppliers are located in Asia, a few also in Europe. All product design, development and purchasing is
done from Norway.

Revenue in reporting year (NOK)

532 000 000

Number of employees

158

Is the enterprise covered by the Transparency Act?

Yes
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Major changes to the enterprise since last and current reporting period

Our new CEO. Silje Garberg Ree, started working in Bergans in spring 2024. During the year, we have gone
through a reorganization and right-sizing. 

Contact person for the report (name and title)

Yngvill Ofstad, Sustainability Manager

Email for contact person for the report

yngvill.ofstad@bergans.no
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Supply chain information

General description of the enterprise's sourcing model and supply chain

Bergans does not own any production facilities but purchase directly from 20 different product manufacturing
companies (suppliers in tier 1). Normally, we do not use agents for tier 1. We design and develop all our products,
thus we do not order ready-made products. More or less all materials used in our products are nominated from
our side and we do maintain direct relationships to around 95 fabric and trim suppliers (tier 2), even though our
product manufacturers buy these materials from them. 

The textile supply chain is complex, and many parties are involved. To have direct contact with both tier 1 and
tier 2 is a strength in our supply chain set-up, when it comes to both quality and sustainability. The same goes for
our use of certified animal fibers and bluesign materials, witch helps us gaining traceability of our materials. 

Number of suppliers with which the enterprise has had commercial relations in the reporting year

115

Comments

The number above includes both tier 1 (20 product manufacturers) and tier 2 (about 95 fabric and trim suppliers).
Indirect spend is not included.

Type of purchasing/ suppliers relationships

These numbers represent both T1 and T2. Almost all our pucrases from T1 is done direct from our vendors, and
not through agents. But when it comes to our T2 suppliers, it is often the case in the textile industry that T2 fabric
suppliers does not own their own production facilities, but work with different fabric mills. This is the case for
e.g. PrimaLoft, Clo, Pertex and Toray. We have direct contact with these converters, who in turn place their
orders at production facilities owned by other companies. 

Own or joint venture
production

0%

Direct
contracting/purchas

es

70%

Purchases through
agents/intermediary/

importers/brands

30%

Other

0%
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List of first tier suppliers (producers) by country

China : 10

Vietnam : 6

Myanmar/Burma : 2

Norway : 1

Cambodia : 1

Bangladesh : 2

Turkey : 1

Czech Republic : 1

Poland : 1

Indonesia : 1

Sweden : 3

Some of our suppliers use factories in different countries, therefore the total number of suppliers from this list
(30) is higher than the number of manufacturers stated above.

The biggest share of our purchase volume (about 90 %) is produced at our main partners facilities in Vietnam
(textile and hardware), China (textile products), and Myanmar (textile products).

State the number of workers at first tier producers

Number of workers

45 170

Comments to number of workers

The number above is the total number of workers employed at our manufacturers factories. Not all of them are
involved in the production of Bergans products. The total number is a result of our mapping in 2024, and
includes all workers in our tier one suppliers, including main offices and Development & Innovation centers (in
total 38 locations)

Key inputs/raw materials for products or services and associated geographies

Polyester

China 
Hong Kong 
Italy 
Japan 
South Korea 
Thailand 
Taiwan 
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Polyester (Recycled)

China 
South Korea 
Turkey 
Taiwan 
Vietnam 

Polyamide

China 
Czech Republic 
Italy 
Japan 
South Korea 
Thailand 
Taiwan 
Vietnam 

Polyamide (Recycled)

China 
Japan 
South Korea 
Thailand 
Taiwan 

Wool (RWS certified)

Argentina 
Australia 
New Zealand 
Uruguay 
South Africa 

Recycled Wool Italy

Cotton (organic) India 
Turkey 

Down (RDS certified) China

Down (Recycled) China

Elasthane

China 
Italy 
Japan 
South Korea 
Thailand 
Taiwan 

Lyocell (Tencel) China

The list above describes the production facilities of out fabric suppliers, where the fabric is produced (tier 2),
except of natural materials like wool (RWS) and down (RDS) and cotton, where the country of origin of the raw
material is stated.
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Most of the trims we use (buttons, zippers, threads, buckles, tapes, labels, etc.) consist of different materials (like
polyester, cardboard, or metal) and most of them are produced in China, some in Vietnam and Taiwan.

Is the enterprise a supplier to the public sector?

Yes
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Goals and progress

Process goals and progress for the reporting year

1

Goal :

More sustainable products
We will source and develop more sustainable materials, secure responsible handling of natural
resources, animal welfare and innovation in our design processes. 

This we will do by, among other things: 

- Design high quality products made to last. 
- Design for repair: Secure repairability in our high-quality products and improve communication
on existing features 
- Carry out resource efficient design & development processes.
- Sourcing certified materials (recycled, organic) and increase share of more sustainable fabrics
and trimmings. 
- Safe chemical management – secure Bluesign®, be in front of regulations, finalize phase out
flour carbons (PFAS)
- Secure internal routines and implementing new digital tools regarding certifications, preparing
for Digital Product Passport (DPP) and the Green Claims Directive. 
- Continue to participate in research on microfibers with TMC, testing selected fabrics for
shedding. 
- Animal Welfare: implement new policy and strengthen internal routines and tools on
certification.
- Packaging: participate in relevant projects, communicate Handelens Miljøfond and reduce the
use of plastic bags in the stores. 
- Continue the implementation of QR-codes in our care labels in preparation for Digital Product
Passport 
- Follow all upcoming regulations from the EU and Norway 

More sustainable products:

High quality is always a top priority for Bergans. We test all materials in our in-house test lab for
all new developments and materials, we also carry out field testing on products before we produce
them. Our designers continuously work to implement design to repair features. For example, a
most of our skiing pants have been updated with an extra hem that is easy to replace after wear
and tear. This year we have collaborated even more close with our suppliers on site, securing high
quality and less samples. 

In 2024 we have continued with our new development strategy for our products, in order to use
our resources more efficiently. We focus more on refining and fine-tuning existing styles, based
on input from our suppliers, our repair room, our staff in store and our customers. In this way we
improve our product quality and can reduce the need for new developments and new styles. We
have implemented a new color strategy, where we reduce the number of seasonal colors. In this
way the styles can last for many years, regardless of short-term trends, which also tend to fill up
our stock in the warehouses. We work with a 12 months color card instead of 6, in order to have
more consistency and longlivety of the products, and we are increasing the number of basic colors
that can live for several seasons. We have continued our use of 3D-design, reducing the need for
samples. We sew up test-products ourselves, reducing the risk of working further with products
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Status :

that does not work out. Our forecasting and development process has become very streamlined,
involving many departments on an early stage, greatly reducing risks of building unnecessary
stock.

Securing more certified materials and fabrics is an ongoing process. We have increased our
number of RWS-certified wool styles the last years and secured the chain of custody certification.
We are continuously working to integrate processes internally. We are audited by IDFL for our
RWS and RDS certification on a yearly basis. The separate animal welfare policy is on the way to
be implemented, although we already have the standards in our Code of Conduct for suppliers.
We are using more recycled materials in our trimmings and care labels. We have also changed
from colored zipper pullers to only three different metals, to reduce the use of color / dying in the
production process, including in our repair service.

We have reached our goal for the phasing out of PFAS. No more development or production now
includes the use of PFAS. Y Mountain Line was the last collection containing PFAS. The products
are still in stock and in stores. As a Bluesign® System Partner, we continue the work on safe
chemical handling and usage. We have through several meetings with Bluesign® during the year
looked into what more we can gain from our partnership regarding the monitoring and data from
our tier 2 suppliers (water and energy usage). We receive a yearly report on chemical handling,
energy and water usage from our Bluesign® certified T2 suppliers. This is on a total level, we see
that we need reports from each and every supplier, also connected to our purchase level at the
facilities. Together with other Norwegian Outdoor brands we will explore how to better collect
this valuable date in the year to come. We have also participated in the TMC research on
microfibers, e.i. sending our fabrics to testing, five fabrics yearly. We will sadly pause our
contributions in this research for now due to budget cuts. 

We have continued our digitization project together with our existing partners in Centric (PLM)
and Trimco (care labels and Certificate Manager), in order to establish a well-functioning platform
for sustainability data, connected to product & material data and purchase orders. Our goal is to
have a tool that can strengthen both our due diligence work, climate mapping and
documentation practices regarding animal welfare and other certifications - and that can serve
our DPP obligations going forward. We experience that we do have large amounts of data, it just
needs to be organized in a better way.

Our first product with a unique QR-code was launched early 2024 (TIND Insulated W Jacket). In
2025 most of our products will have an unique QR-code. This is the start of our implementation of
DPP. We have been participating in a working group in NF&TA, working on an industry guideline
on DPP, sharing our experience. We are otherwise following the development of new laws and
regulations from the EU closely, i.e. through webinars from The Scandinavian Outdoor Group
(SOG), The European Outdoor Group (EOG), The Scandinavian Textile Initiative on Climate
Action (STICA), Virke and Ethical Trade Norway.

We have continued communicating the membership in  Handelens Miljøfond (HMF) in our
stores, and we have (as have all of Norway) seed a dramatic reduction in the use of plastic bags as a
result of the increased fee to HMF. We have reduced the amount of plastic bags sold by 52 % from
2023 to 2024. For packaging we are using FSC certified cardboard and recycled content in our
polybags.

We are well on track regarding the understanding of the implications of the different EU
regulations through our partners Trimco, EOG, SOG, Virke, Celsia, etc.

2
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Goal :

More sustainable value chain
We will protect the environment, reduce our climate emissions and secure human and labour
rights throughout our supply chain. We will contribute to positive development for communities
where we operate.

This we will do by, among other things:

- Continue to report climate emissions from scope 1, 2 & 3. Improve data collection for tier 2
suppliers.
- Continue the cooperation within STICA to jointly address suppliers for energy efficiency and
renewable energy projects
- Create a Climate Transition Roadmap with clear actions in every step of our value chain
- Reduce returns in all countries
- Implement better digital system for supplier mapping - both climate and social aspects, prepare
for Digital Product Passport
- Improve external auditing practices - to combine with Bergans factory visits. Continue to look
into colab with Sport Holding brands.
- Start social dialogue project with Quizrr in new countries, start with Vietnam.
- Implement written policy on remediation and communication
- Look into better digital grievance systems for suppliers
- Participate in living wage working group, or other relevant collaborations. 
- Continue the close follow-up, including stakeholder dialogues, in Myanmar. 
- Continue to take part in Eurocham events and secure factory participation in the MADE
Myanmar program. 
- Better communication on Miljløfyrtårn and Bicycle friendly working place 

More sustainable and fair value chain:

We have continued to report our climate emissions from scope 1, 2 & 3 through our membership
in our climate network STICA, continuously improving our competence and data. This year we
have started working in a new platform for reporting, "Emission Twin". This is more efficient and
allows more co-workers in the organisation to contribute with different numbers. We have
reduced our emissions in 2023 compared to 2022, but this is mostly related to sales number. The
emission results for 2024 are not ready yet. 

We have continued the great work in our STICA working groups for Vietnam / Korea and Circular
Business Models. The brands in the working groups have opened our supplier lists to find shared
suppliers, or suppliers in the same area, and carry out common initiatives, such as energy & water
assessment audits offered by local energy consultants. We have already completed actions at our
Vietnam suppliers and are now researching similar solutions for our Korea suppliers. STICA has
also organized webinars for our suppliers, for example one by WWF about setting energy targets,
where several of our suppliers participated. In the Circular Business Model group, we have been
looking into methodologies for measuring / calculating avoided emissions from second-hand and
repair business models, mainly to be able to work more strategically with such business models in
our climate roadmaps.  

Our suppliers also initiate their own measures to reduce water and energy consumption and to
invest in renewable energy. One of our backpack suppliers in Vietnam has now invested in solar
panels, planned to reduce CO2 emissions with 515 tonnes per year. They are also buying
renewable energy (IRECs) and have invested in LED lighting. Our supplier in Myanmar has also
participated in GHG trainings, among other trainings. From our outdoor networks EOG (Europe)
and OIA (US) we have been presented with a tool that enables calculations on potential costs &
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Status :

climate savings when changing to electric heating technologies. We have shared this with our T2
suppliers.

We are reducing the risk of having to use air fright by having a good and constant dialogue with
our suppliers and planning well ahead. Covid forced us to place our orders even earlier than
before, and we have continued with these extended lead times. We have always had good lead
times, but we have increased this focus even more, to secure good capacity at our suppliers and
planning for unforeseen events (such as the need for shipping to sail around Africa).

In 2024 we decided to start pricing customer returns. We have like other companies been
struggling with high return rates and needed to take action to reduce returns both as a cost and
climate tactic. We are continuously improving our web page and have also implemented "product
notes", meaning comments and reviews from customers, which is also improving the buying
process. and hopefully reducing purchase errors. We have started to see a reduction in our returns
in all markets as a result of these actions. All returns are put back in stock for sale again. 

We have been working to establish a Climate transition plan, and we will complete this plan
during 2025. We needed to take a step back and work on the DMA process first, and we will
collaborate with our owners in Sport Holding both on the DMA, the CSRD and the transition plan. 

We have started a process for implementing a system in order to have a simpler and better
overview of our supplier data, including social audits and certificates. We have started the process
of on-boarding four pilot suppliers, two from T1 and two from T2. We have also continued
researching for common grounds for supplier follow-up with Sport Holding, A written policy on
remediation is awaiting board approval. Although we had good results with the Quizrr social
dialogue program, we had to pause the implementation to our Vietnam suppliers, because of the
energy & water assessment at the same facilities, and due to budget costs. The Living wage
working group in ETN has not been active this year, but we will participate again if it starts up
again. The digital grievance mechanisms at our Myanmar suppliers are functioning quite good,
but we need to look into these mechanisms at other suppliers as well. We will cooperate with
Sport Holding to establish a solution.  

In 2024 a lot of time and resources had to be allocated to our heightened due diligence work in
Myanmar. We are part of EuroCham and are following the updates from the country on a daily
basis. Our suppliers are part of MADE Myanmar (facility monitory and training program), we have
had a close dialogue with our suppliers and have continued to speak to stakeholders both in
Norway, Myanmar and Internationally, including a online stakeholder meeting at EHN with trade
union leader and activist Khaing Zar Aung and The Myanmar Centre for Responsible Business. It
is still a challenging situation, and we had to end our relationship with one of our suppliers. We
have decided to stay in the country for now with one supplier. More on this later in the report.

The Ministry of Children and Families and the Ministry of Trade, Industry and Fisheries have
started an evaluation of the The Norwegian Transparency Act in 2024, and invited businesses and
organisations to take part in a full day work shop for feedbacks and comments. Bergans
participated here, and have also given written feedback to Ethical Trade Norway, who is
collecting input from its members to take forward to the Ministry. 

We have continued our reporting to Miljøfyrtårn, and we are up for re-certification in 2025. We
will look into how we can collaborate on this subject with Sport Holding, as they have already
certified many of their stores as Miljøfyrtårn. 

3
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Goal :

More sustainable consumption
Long live the product!  We will take the lead on circular economy by collaborating with our
customers through services such as repair, rental, reuse and redesign.

This we will do by, among other things: 

- Continue to share our experience on circular services to create engagement
- Continue participation in networks and public debates to promote better frameworks for
circular economy
- Promote repair through activities such as Tour de Sy and other campaigns. Continue and
develop the service deal on our products.
- Improve the customer journey on repair in Bergans. 
- Follow the development in the NF&TA Sportsnettverket on collaboration on repair, look into
solutions connecting brands, retailers and repair stores.
- Develop our second-hand sales and rental solutions, investigate online pilots
- Carry out second-hand events in Bergans stores.
- Follow up the law development in the law on second-hand sales "Brukthandelsloven"
- Promote redesign as a good entrance to repair in the educational system
- Continue to participate in research projects regarding circular economy

More sustainable consumption:

We continuously share our experiences with our circular services. In 2024 we have participated in
numerous webinars, seminars, panels, lectures - sharing our knowledge with businesses,
organisations, students, pupils, teachers, politicians, decision makers and the public. In total we
have presented our sustainability work on almost 20 different webinars and physical events, such
as Arendalsuka, Oslo Innovation week and Delefestivalen. We have welcomed 6 organized visits
to our office, among them a visit from businesses attending the Circular Economy Conference, a
local rotary group, and visits from our partners in DNT, Virke (crating social media content about
our work), NF&TA and Norsk Tekstilgjenvinning. We have also shared our knowledge in the
Nordic Circular Design Podcast Series.

The Ministry of Climate and Environment (KLD) is considering establishing a national Mission
(Samfunnsoppdrag) for Circular Economy. Bergans has been invited bye KLD to participate in
two full day work shops together with other businesses and organisations to give our input, one in
June and one in October.   

We are participating in several networks focusing on different aspects of sustainability, including
circular economy. In 2023 we participated in a insight group at Virke giving input to the working
group on Extended Producer Responsibility on Textiles (EPR) in 2023 , resulting in a report to the
Norwegian government. In 2024 this work has continued with outer businesses in the Norwegian
Textile industry, aiming for establishing an interim Producer organisation (PRO). We
are also using our networks in SOG and EOG to discuss and share knowledge en experience with
circular business models. In STICA, we are participating in a Circular Economy Working group -
looking into best practices and ways to measure climate reductions from circular business models
in the future. In the Norwegian textile network NF&TA, we participate in several working groups;
one group working on Digital Product Passport, one group working on textile information &
communication ("Opplysningskontoret for tekstiler" and "Vev"), and one Outdoor network
looking into common solutions on repair, connection retail, brands and repair providers with new
technology. We believe that collaboration is needed when it comes to circular services.

We have, as usual, promoted our repair service and created engagement for more sustainable
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Status :

consumption through communication and repair events with our repair car. This year we had to
cut costs, but we still managed to visit our Trondheim store, and participate in events in Asker
(Ombruksfestivalen), at Breivoll gård (DNT Vår Dag), at Ringkollen (Villmarksfestivalen), Nydalen
Fabrikker (Ombruksuka) and Hamar (Fæbrikstad). We also carried out a repair / redesign
workshop for students at Norges Idrettshøyskole (NIH). We have continued our promotion of our
"Service deal" on Rabot products together with Sport 1, and also included Intersport and Anton
Sport. The repair customer journey still need improvements, we plan to work with this together
with Sport Holding the coming year. 

In 2024 we investigated new solutions for our claims in Sweden. We have teamed up with The Red
Cross in Åre, receiving our returned claims, fixing them and selling them second-hand. This
resulted in 11.000 SEK to the important work of the Red Cross, and our claimed products did not
go to waste. We have also contributed to several more repair backpacks for the DNT cabins in
Norway. 

Our biggest win in 2024 was that the Norwegian authorities changed the Law on Second-hand
sales ("Brukthandelsloven"), making it easier to sell second-hand. The Minister of Commerce
decided to launch these changes in our Bergans Flagship store, recognizes our long-standing
efforts to advocate for a change n this law and for better frameworks for circular services in
general.

We have continued our endeavors selling second-hand products in our Flagship store. On Black
Friday we continued our tradition arranging a second-hand event in the store, combined with a
30 % discount on repairs. This event is very well received by our customers. We also sold second-
hand products at the Fæbrikstad event in Hamar, and also left-over materials witch was
extremely popular. An online solution for second-hand sales has not been prioritized, although
we have had dialogues with some potential solution providers. New developments in our rental
solution is still on hold, awaiting possibilities in our new web solutions. We have lifted re-
impregnation as an important area in our NF&TA working groups.

We are participating in the research program REDUCE, led by OsloMet, and we are also
participating in a study led by Gore in Sweden looking into the durability of shell jackets. In
addition we have given interviews to another OsloMet reasearch project called "Designed to last",
potentially giving us some great insights in circular design going forward. We have also shared
our insights to several master students writing papers on circular economy (and other
sustainability subjects), and we have held guest lectures for both high school students and
University students (digitally) on circular economy and sustainability.

4
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Goal :

More sustainable outdoors
We will inspire and enable sustainable outdoor experiences through partnering with people and
communities influenced by our business.

This we will do by, among other things: 

- Promote and enable outdoor activities for everyone
- Create responsible and meaningful outdoor experiences, advocate for sustainable tourism,
leaving a positive impact for the communities (Bergans Adventures)
- Contribute to health, well-being and social inclusion by promoting and enabling outdoor
activities. Bergans Adventures will work to set up a program for social entrepreneurship,
enabling social inclusion for young people falling out of the education system. 
- Support and take part in our partners’ work on nature, reducing climate emissions and circular
economy (DNT)
- Create and promote guidelines for sustainable tourism
- Support and promote nature conservation projects and build awareness on worldwide
environmental issues among consumers (EOCA). Invite Norwegian projects to apply.
- Support our partners in projects aimed at conserving nature and promoting health and
development in local communities where we operate

Status :

More sustainable Outdoors

Through everything we do, we are always promoting the value of being outdoors and staying
active. We strongly believe that people that are out in nature, will care more about preserving
nature.

Bergans Adventures has offered a great variety of trips during the year, for both newcomers and
more experienced hikers. In 2024 Bergans Adventures has started working with a social
entrepreneurship program, planned to reach out to young people falling out of school. 

As before, we have continued the great collaboration with DNT, and participated in several
activities promoting sustainability in the outdoors. The repair-kits at the DNT cabins are well in
use, and we have recently provided 30 more repair backpacks. We continue our rental solutions in
some of the DNT cabins and our repair car has visited DNT events.

We have continued our support to the European Outdoor Conservation Association (EOCA).

5
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Goal :

Create Engagement
We will enable change by engaging co-workers, customers and stakeholders. To reach our targets,
we need everyone on board. For Bergans, sustainability is not a separate function, but a way of
working, a mindset.

This we will do by, among other things: 

- Create engagement together with our co-workers, customers, partners and other stakeholders 
- Continue to integrate sustainability in our organization, creating awareness and ownership,
ensuring that sustainability is a part of all our co-worker’s everyday work
- Enhance our sustainability communication and transparency, to enable our customers to make
well informed purchase decisions and invite our customers to take part in our journey
- Take part in the public debate, to secure a good understanding of the role of businesses in the
shift towards a more circular and sustainable economy

Status :

Create Engagement 

In 2024 we started the process of Double Materiality Analysis, preparing for the CSRD reporting
for 2025. We have teamed up with the consultancy firm Celcia, and conducted several internal
workshops with co-workers from all departments giving their inputs. This has been a very
interesting and engaging process in our company. 

Many co-workers from different departments have also been actively involved in both the climate
reporting, the certifications process of RDS/RWS, the new Certificate manager platform and
following up on the coming regulations from the Green Deal. We have established a sustainability
task force internally, meeting every other week to secure that we are updated on all regulatory
developments. 

Bergans is in the forefront of the establishing of a Digital Product Passport. Although it is still not
clear what the regulation will demand, we have a good overview and good systems on our product
data, we are implementing new platforms and we are implementing unique QR-codes in all our
products during 2025. 

We are taking part in the public debate, as mentioned above. 

Process goals for coming year

1

More sustainable products:

- Complete DMA process and CSRD reporting to Sport Holding. Update and renew Sustainability strategy with
clear goals & KPIs. 
- Design high quality products made to last. Carry out resource efficient design & development processes.
- Design for repair: Secure repairability in our high-quality products, and improve communication on existing
features
- Sourcing certified materials (recycled, organic) and increase share of more sustainable fabrics and trimmings. 
- Prepare for the Extended Producer Responsibility (EPR) on textiles, in all countries. Give input to the process in
Norway.
- Follow the development on fibre-to-fibre recycled materials.
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- Safe chemical management – secure Bluesign®, be in front of regulations. 
- Secure internal routines and implementing new digital tools regarding certifications, preparing for Digital
Product Passport (DPP) and the Green Claims Directive.
- Animal Welfare: implement new policy and continue working with internal routines and tools on certification.
- Packaging: participate in relevant projects, prepare for new regulation, communicate Handelens Miljøfond and
reduce the use of plastic bags in the stores. 
- Continue the implementation of QR-codes in our care labels in preparation for Digital Product Passport. Take
part in collaborative projects for LCA / PEF connected to product DNA.
- Follow all upcoming regulations from the EU and Norway (Eco-design directive)  

2

More Sustainable and fair value chain:

- Complete DMA process and CSRD reporting to Sport Holding. Update and renew Sustainability strategy with
clear goals & KPIs.
- Continue to report climate emissions from scope 1, 2 & 3. Improve data collection for tier 2 suppliers.
- Create a Climate Reduction Roadmap with clear actions in every step of our value chain
- Continue the cooperation within STICA to jointly address suppliers for energy efficiency and renewable energy
projects
- Reduce returns in all countries
- Implement better digital system for supplier mapping - both climate and social aspects, prepare for Digital
Product Passport
- Improve external auditing practices - to combine with Bergans factory visits. Continue to look into colab with
Sport Holding brands.
- Collect more specified data from Bluesign® regarding our T2 facilities.
- Implement written policy on remediation and communication
- Look into and establish better digital grievance systems for suppliers, connected directly to us as a brand
- Participate in living wage working group, or other relevant collaborations.
- Continue the close follow-up, including stakeholder dialogues, in Myanmar. Continue to take part in Eurocham
events and secure factory participation in the MADE Myanmar program.
- Re-certification of Miljløfyrtårn 

3

More sustainable consumption

- Complete DMA process and CSRD reporting to Sport Holding. Update and renew Sustainability strategy with
clear goals & KPIs.
- Expand our repair service to include other brands together with Sport Holding. Find better digital solutions for
our Customer center and the customer repair journey. 
- Promote repair and second-hand through activities and campaigns. 
- Continue and develop the service deal on our products.
- Continue to share our experience on circular services to create engagement
- Continue participation in networks and public debates to promote better frameworks for circular economy,
including the reduction of VAT.
- Develop our second-hand sales and rental solutions, investigate online pilots
- Promote redesign as a good entrance to repair in the educational system. Give input to education on repair
(Udir)
- Continue to participate in research projects regarding circular economy

4
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More sustainable outdoors: 

- Promote and enable outdoor activities for everyone
- Create responsible and meaningful outdoor experiences, advocate for sustainable hiking, leaving a positive
impact for the communities 
- Contribute to health, well-being and social inclusion by promoting and enabling outdoor activities. 
- Support and take part in our partners’ work on nature, reducing climate emissions and circular economy (DNT)
- Support our partners in projects aimed at conserving nature and promoting health and development in local
communities where we operate

5

Create engagement:

- Create engagement together with our co-workers, customers, partners and other stakeholders
- Continue to integrate sustainability in our organization, creating awareness and ownership, ensuring that
sustainability is a part of all our co-worker’s everyday work. Prepare for upcoming regulations.
- Enhance our sustainability communication and transparency, to enable our customers to make well informed
purchase decisions and invite our customers to take part in our journey
- Take part in the public debate, to secure a good understanding of the role of businesses in the shift towards a
more circular and sustainable economy 
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1

Governance and commitment to
responsible business conduct

Embedding responsible business conduct means that the enterprise should
have strategies and plan, as well as relevant policies and guidelines for due
diligence for responsible business conduct (hereafter due diligence) which
are adopted by management. These should comprise the enterprise’s own
operations, its supply chain and other business relationships. Effective
management systems for implementation are key to success, and due
diligence should be an integrated element in enterprise operations. Clear
expectations from senior management are crucial, as well as clearly assigned
responsibilities within the enterprise, for the implementation of the steps in
the due diligence process. Those involved need to know how to proceed.
Transparency about commitments the enterprise has for itself, challenges
they are facing, and how these are managed is fundamental
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1.A Policy for own enterprise

1.A.1 Link to publicly accessible policy for own enterprise

https://www.bergans.com/no/info/baerekraft/verdikjede

1.A.2 What does the enterprise say publicly about its commitments to respect people, animals, society and the
environment?

Bergans aim to have a sustainable business practice that respects people, animals, society and the
environment. Our Policy on Sustainable Business Practices, together with our Code of Conduct for suppliers,
forms the basis for our work with our value chain.

Bergans considers sustainable business practice as a prerequisite for doing business – and at the same time a
central contributor to sustainable development. This means that today's generations can meet their needs
without compromising the needs of future generations. Bergans' vision is to "lead and inspire towards a
sustainable future". 

Bergans works actively with the UN Sustainable Development Goals. In particular, we see SDG number 8 (decent
work and economic growth), 12 (responsible consumption and production), 13 (climate action) and 17
(partnership for the goals) as essential to our work.

https://www.bergans.com/en/info/sustainability/value-chain

1.A.3 How has the policy/commitment been developed and how is it embedded in the enterprise?

In 2019 we updated our former "Sourcing and Production policy" from 2015. We have further developed this
document and adjusted with support from our advisors in Ethical Trade Norway. The name of the policy is
"Policy for Sustainable Business Practice". This was approved by the existing board in 2020 and published on our
website together with our Code of Conduct. The policy was presented and discussed in the management team
before anchoring it in the new board in 2022 (Sport Holding). Our Routine for Due Diligence was developed late
2024 and is now awaiting board approval. We have practiced due diligence for many years but have been lacking
written formal procedures. 
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1.B Organisation and internal communication

1.B.1 How is the due diligence work organized within the enterprise, embedded in internal guidelines and routines?

Sustainability is at the top of our business strategy for our company. Our company vision is to "Lead and inspire
towards a sustainable future" and our company values are "Authentic, Responsible and Passionate Explorers". 

Our CEO, our management team and our board are the main responsible for sustainability in our company. The
Sustainability Manager in Bergans is working as an expert advisor on sustainability for the whole organisation, in
close collaboration with the Sustainability Manager in Sport Holding. In Bergans we regard sustainability as a
way of working rather than as a specific function. Therefore, we work to integrate different sustainability issues
in relevant departments and create ownership. It is our goal that all co-workers contribute and feel part of our
sustainability agenda.

Our work on due diligence in our supply chain is well anchored in our board and management team, and they
own our Policy on Sustainable Business Practices. This policy is also deeply rooted in our organisation, as
maintaining a responsible relationship with our suppliers, which we often have worked with for ten years or
more, has historically always been embedded in our way of working in Bergans. In our daily work, the due
diligence is mainly divided by our Purchase team, our Product team, our Hong Kong office, and the
Sustainability Manager, each with different responsibilities. 

Our Purchase team secure a close and constant dialogue with our suppliers regarding planning and placing
orders, securing capacity and good lead times, and thereby a responsible purchasing practice. Our Product
department has likewise a good dialogue with our suppliers regarding design, fabrics, and development, and
they visit the suppliers securing a good understanding of our products. Our Hong Kong office visits our suppliers
often, conducting on-site inspections on quality and sustainability (visual observations and corrective action
plans). We always ask our suppliers to share their latest external audit reports. The Sustainability Manager
cooperate with the Product team in order to follow up on Minimum requirements, Code of Conduct, Factory
profiles, corrective action plans, audit reports, certifications, etc. We initiates improvement actions, such as on
energy efficiency, renewable energy, and social dialogue projects. The Sustainability Manager also initiates and
develops new policies and guidelines, and carries out stakeholder dialogues, most often together with co-workers
in the other mentioned departments. If a breach of our Code of Conduct is discovered, the Sustainability
Manager, Purchase team, Product team and the HK office will collaborate on planning and carrying out
appropriate measures.     

Moving forward, we are working with our PLM supplier (Centric) and our care label supplier (Trimco) to
implement a better digital tool for risk mapping our suppliers regarding social audits, for a better overview of
supplier sustainability data and for a certificate management. We have started with four pilot suppliers and will
roll out to all suppliers during 2025.  

Our sustainability work is rooted in our sustainability strategy; "Expedition 2030", with four focus areas: More
sustainable products, More sustainable and fair value chain, More sustainable consumption, and More
sustainable outdoors. All departments have been part of the development of the strategy and have ownership to
the different parts and goals in the strategy. Moving forward we will revise the strategy according to our DMA. 
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1.B.2 How is the significance of the enterprise's due diligence work defined and clarified for the employees through
their job description (or the like), work tasks and incentive structures?

The Sustainability Manager regularly have meetings with all departments and are involved in all projects
concerning sustainability development. We strive to have a cross-functional way of working in all our
sustainability efforts. For example, working with improvements in our supply chain and due diligence always
involves both the Purchase department, the Product department, the Sustainability Manager and occasionally
the Management team. In 2024 we established an internal task force group, meeting bi-weekly to coordinate and
plan different sustainability tasks. Many co-workers from all departments have been part of the DMA process this
year, giving their input. Including more sustainability aspects in more co-worker's written job descriptions is on
our agenda moving forward. 

Internal communication and collaboration are key in order to engage and involve all co-workers in our
sustainability agenda. All new co-workers receive sustainability training, including both environmental and
social issues, run by the Sustainability Manager. We regularly inform everyone about new sustainability topics
and actions through our internal social media platform and during common co-worker meetings.

As a company developing products to be used outdoors, our co-workers spend a great deal of time outside in the
nature. All co-workers are a member of the Norwegian Tourist Association (DNT) and all new co-workers must
complete a two-day Tour guide course when they join Bergans. We arrange work meetings and co-worker trips in
the mountains and in the woods and celebrate both summer and winter parties outside. People who spend time
in nature, tend to care more about nature. This is core to Bergans.

1.B.3 How does the enterprise make sure employees have adequate competence to work on due diligence for
responsible business conduct?

To ensure sufficient knowledge and competence on due diligence work in our supply chain, our Sustainability
Manager has a good and close dialogue with Ethical Trade Norway. She participates in meetings, trainings and
working groups, and has also contributed by giving presentations in EHNs courses. Bergans also receives
relevant and updated information on the development in the EU from the Scandinavian Outdoor Group, the
European Outdoor Group, Virke and NF&TA. These learnings are brought forward to relevant co-workers in our
organisation. We also stay updated by following relevant newsletters and online channels. Co-workers in the
Purchase team also participate in courses on responsible sourcing through Ethical Trade Norway.

Bergans participates in several collaborative efforts in both the textile and outdoor industry, such as Bluesign®,
the Higg Index, Kjemikaliegruppen, The Scandinavian Initiative on Climate Action (STICA), the Scandinavian
Outdoor Group (SOG), the European Outdoor Group (EOG), the Textile network in Virke, NF&TA, and of course
our network in Ethical Trade Norway. Due diligence and other supply chain issues are now emerging as
important collaborative subjects in these fora, in addition to circular economy, climate & environmental topics.
In 2021-2024 we have carried out extensive stakeholder dialogues in relation to the critical situation in Myanmar.
This work, demanding as it is, has off course given us a lot of experience working with suppliers in conflict areas.

In addition, we rely on several well experienced co-workers working in our own Product and Purchase
departments, and at our Hong Kong Office. They have been working close together with our suppliers for many
years, they visit them often and know them well. They also have experience in how to evaluate potential new
suppliers when it comes to diverse sustainability issues. New suppliers are always evaluated by our
Sustainability Manager. Our PLM-system is a good tool to have a good overview of efforts made at our suppliers,
and from 2025 we will learn the value of our new Certificate manager as well, an improved tool for digitizing our
supplier sustainability data, providing us with a better overview and risk mapping, including making reporting
and communication easier going forward.  
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1.C. Plans and resources

1.C.1 How are the enterprise's commitments to respect people, animals, society and the environment embedded in
strategies and action plans?

Sustainability is at the top of our business strategy for our company. Our company vision is to "Lead and inspire
towards a sustainable future" and our company values are "Authentic, Responsible and Passionate Explorers".
Our main sustainability goals are part of our business strategy. 

Our sustainability work is rooted in our sustainability strategy; "Expedition 2030", with four focus areas: More
sustainable products, More sustainable and fair value chain, More sustainable consumption, and More
sustainable outdoors. All departments have been part of the development of the strategy and have ownership to
the different parts and goals in the strategy. From our strategy, we set develop a detailed action plan for every
focus area every year. This is a working document that can change during the year. During 2025 we will use our
DMA to formulate new actions and KPIs.

1.C.2 How are the strategies and action plans for sustainable business conduct followed up by senior management
and the board?

Sustainability is core of our business strategy and therefore a focus topic in board and management team
meetings. The goals in our business strategy work as guidelines for all operations and the daily work in our
company. In 2024 we have again experienced budget cuts, resulting in tougher prioritization, also when it comes
to sustainability related areas. At the same time, as a mature organisation following the developments in the EU
on laws and regulations, we have managed to maintain the speed in most of the sustainability work.   

The Sustainability strategy, supplier documents such as the Code of Conduct and Company policies are
discussed and approved by both the Management team and the Board. Relevant sustainability topics are
regularly discussed in the Management team. The Brand Director, as the leader of the company's Sustainability
team, is in close contact with representatives from the board and discuss issues related to this field on a regular
basis.
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1.D Partnerships and collaboration with business relationships

1.D.1 How does the enterprise communicate the importance of responsible business conduct in its business
relationships?

We have worked with our suppliers for many years and have experienced that long-term relationships based on
mutual respect are both good for business, good for us, good for our suppliers, and also serves as a good
foundation when working with improvements within either social or environmental areas.   

We have minimum standards for all suppliers, including a set of general requirements and some specific
requirements for high-risk areas. All suppliers, both in tier 1 and tier 2, have read and signed our Code of
Conduct*, and completed our supplier documents such as the Factory Profile and the Sustainability self-
assessment Questionnaire. Our CoC includes our requirements on bribery and corruption. Our suppliers also
share their last external social audit reports with us, including improvement action plans and status updates. 

All suppliers must  read, understand, sign and follow our Restricted Substance List (RSL) and Chemical
Compliance document every year. As a Bluesign® System Partner we receive the updated RSL from Bluesign®
every year. All major tier 1 suppliers receive regular visits from Bergans, both from our Product and Purchase co-
workers and from our Quality- and Compliance officers in Hong Kong. The latter completes sustainability
reviews when visiting the factories. We use the services of SGS for product inspections. We also conduct regular
Teams meetings with our suppliers. Many of our T2 suppliers are Bluesign® certified, meaning Bluesign®
conducts regular audits of these facilities. We have not been able to travel to our Myanmar suppliers since before
covid and the military coop. We are working in other ways to secure our due diligence in this country, such as
working with EuroCham, the MADE program and the SMART factory inspections. We have met with the Ministry
of Foreign Affairs and the Embassy in Yangon and addressed the Norwegian travel restrictions, explaining that
the restrictions causes challenges for our possibilities to carry out our due diligence work, as demanded by the
Transparency Act. The Ministry understood our concerns, but we do not expect that we will be able to travel to
our suppliers in Myanmar in the near future.  

We have collaborated with our suppliers in China to carry out the Quizrr training, to enhance the importance of
social dialogue in the workplace. 

As a result of being part of Sport Holding, we have a closer dialogue with the retail chains owned by Sport
Holding. We have started the dialogue about collaborating on important sustainability issues, such as due
diligence in the supply chain, for example regarding factory audits. 

*https://www.bergans.com/no/info/baerekraft/verdikjede

Indicator

Percentage of the company's suppliers that have accepted guidelines for suppliers

  
All new suppliers must read, understand, and sign our Code of Conduct before entering any business relations
with Bergans. For 2025 our suppliers will upload the signed CoC's in our Certificate manager platform.

2024

100%

2023

100%

2022

100%
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Percentage of the company's suppliers with whom the company has had a business relationship for more than three
years

  
We always aim for long term relationships with our suppliers. In 2024 we have one new vendor (T1) in China. We
have worked to reduce our supplier base, as a part of our strategy to fill up production capacity at our main
suppliers (for both seasons) and to be able to have a closer relationship with fewer suppliers. Our five main
suppliers produce about 80 % of our purchasing volume. 

Due to the politically unstable situation in Myanmar, we have been forced to look into alternative factory
locations. Together with our supplier, we moved part of our production to other facilities in Cambodia and
Bangladesh in 2021. These facilities have been on-boarded with our usual routines, supplied with external audit
reports, since it was not possible to inspect them personally at the time during covid. We have been able to visit
them in 2023 and 2024. For now, we have decided to stay in Myanmar, and to work to secure and improve the
worker’s situation together with other brands, MADE Myanmar and EuroCham (this is further described in
chapter 3).

Percentage of payments in time to our suppliers

   
We always pay our suppliers in time, and according to agreements.

2024

95%

2023

99%

2022

99%

2024

100%

2023

100%

2022

100%

2021

100%
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1.E Experiences and changes

1.E.1 What experiences have the enterprise encountered during the reporting period concerning responsible business
conduct, and what has changed as a result of this?

This year we have continued to develop and promote our circular services, mapped our climate emissions,
finalized our work on phasing out PFAS from our product development and production and we have embarked
on the digital passport journey. We have become even more experienced in our systems for supplier information
(PLM), and we have realized that we need to combine digital solutions in order to get an even better overview of
our supplier and sustainability data. We have spent a great deal of time on stakeholder dialogues and working on
our heightened due diligence in Myanmar. Finally, we have continued to give input on sustainability challenges
to politicians, government, NGOs, researchers, and different institutions. We have together with others
succeeded in our endeavors making changes in the law on second-hand sales, making it easier for commercial
companies to sell second-hand products in Norway.

We reported our Scope 3 emissions to STICA for the fourth time, which included gathering an extensive amount
of environmental and energy data from our tier 1 suppliers. This has been challenging, especially securing high
quality and comparable data from all suppliers. Since the textile supply chain is complicated and consists of
many suppliers, we have had to make assumptions and use of average data for textile materials and their impact
on emissions. We will have to improve the way of using, mapping, calculating, and reporting this data in the
coming years. We have also succeeded in completing a energy and water assessment in two of our suppliers in
Vietnam, and are now looking into similar projects for our tier 2 suppliers in Korea, together with one of the
STICA working groups.  

The political situation in Myanmar after the military coup in February 2021 is still extremely challenging. This
means that our due diligence work here has the absolute highest priority. We have had two suppliers with three
facilities in the country. Our deepest concern is for the safety and well-being of the workers and their families,
and our highest priority is for the people at our suppliers to keep having a job to go to and thereby a safe
livelihood. Throughout the year we have had a very close dialogue with our suppliers. We are a member of
EuroCham Myanmar, giving us a great network of European companies operating in the country and valuable
information through regular meetings with relevant topics, including monthly meetings in the Garment group.
We also receive daily updates about the situation on e-mail. Participation in EuroCham enables us and our
facilities to take part in the EU funded MADE Myanmar program. MADE stands for “Multi-stakeholder Alliance
for Decent Employment in the Myanmar apparel industry” and includes a factory program for social and
environmental compliance, among other things. Both our suppliers have been taken actively part in MADE
during 2024, both with facility inspections and with workers and management participating in several training
sessions during the year.

We have continued to have a close dialogue with our advisor in Ethical Trade Norway, and we have had several
meetings with both Norwegian brands with suppliers in Myanmar, and bigger European textile companies and
German outdoor companies. Through our numerous online meetings in EuroCham we both receive updated
information about the current situation, we get updated on the MADE program and we have good discussions
with brands, unions, the EU Ambassador in Myanmar Mr. Ranieri Sabatucci and other stakeholders. We have
also attended the online version of the OECD Forum on due diligence held in Paris, watching a session on
Myanmar with participants with contradicting views on the conflict and how western companies should act.
Together with ETN we have arranged a stakeholder meeting in Norway with different stakeholders; among
them the trade union leader and activist Khaing Zar Aung, a representative from The Myanmar Centre for
Responsible Business, Styrke and Norsk Folkehjelp. We have also met with representatives of The Norwegian
Foreign Ministry and the Norwegian Embassy in Yangon. 

We have encountered difficulties with one of our suppliers in Myanmar. We have received several grievances
during the last years, and have together with two other European outdoor brands addressed this for the supplier
repeatedly. The supplier has responded and implemented corrective actions. The situation overall did not
improve, in fact it seemed to get worse. Our local partner MADE visited the facilities several times trying to
support the supplier, but eventually reported back to us that things were not improving. We also received
information about unauthorized outsourcing, witch is a big red flag. The other brands experienced quality issues
as well. After several years of poor cooperation, our three brands unfortunately had to end the partnership with
this supplier.       
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We are convinced that our close and long-term relationship with our suppliers helps enormously to tackle the
challenging situation. A decision to stay or go is not one we take lightly. For now, the arguments from
stakeholders stating that leaving will make lives worse for our (mostly female) workers, carries the heaviest
weight. Therefore, Bergans has decided to stay in the country, continuing our heightened due diligence work
together with our supplier and EuroCham. We are at the same time following the development very closely going
forward in 2025.

The last years we have also started looking into the topic of living wage in or supply chain. We have participated
in an EHN working group on living wage - getting insights and learning working methods from other Brands -
and sharing our approach. We have done a preliminary mapping of several different wage parameters at our tier
1 suppliers. Our initial learning from this is that this is a topic of great complexity, and that we need to go even
deeper in order to get a greater understanding of the field - and then again be able to take actions for
improvements.

We believe that more collaboration is needed when it comes to the challenges we face, referring both to the
planet and to our industry. The challenges are way too big for one company to solve alone, and we all need to
realize that sustainability is not to be treated as a competitive advantage (although we do believe that companies
that do not take this issue seriously will forfeit). Competitors within the industry needs to cooperate with each
other – through diverse initiatives and projects such as Ethical Trade Norway, STICA, Scandinavian Outdoor
Group, Virke and others. And we need to collaborate even more with our suppliers, our customers, NGOs, the
authorities, and research institutions. 
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2 Defining the focus for reporting

Identify and assess the
enterprise's impact on people,
animals, society and the
environment

“Identify and assess” is about identifying the enterprises's risk for, and actual
negative impact on, people, animals, society and the environment, including
in the supply chain and through business relationships. As a first step the
enterprise should get an overall risk picture, before subsequently prioritising
further mapping and measures where the risk of negative impact is the
greatest, i.e. salient issues. The enterprises's involvement in the negative
impact on people, animals, society and the environment is central to
determine which measures the enterprise should implement in the next step
of the due diligence model. Involvement of stakeholders, especially those
affected, is central when assessing risks. It is also important to consult with
stakeholders when implementing measures to manage the negative impact.
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2.A Mapping and prioritising

PRIORITISED ACTUAL OR POTENTIAL NEGATIVE IMPACT ON PEOPLE, ANIMALS, SOCIETY, AND
THE ENVIRONMENT

Prioritising one or more risk areas on the basis of severity does not mean that some risks are more important than
others, or that the company should not take action on other risks, but that risks with the greatest negative impact
are prioritised first. Mapping and prioritisation are a continuous process.

2.A.1 List prioritized significant risks and/or actual negative impacts on people, animals, society and the
environment.

Salient issue Related topic Geography

Safeguarding workers rights at our
suppliers

Freedom of association and collective
bargaining 
Occupational Health and safety 
Wages 
Working hours 
Regular employment 

Bangladesh 
China 
Cambodia 
Myanmar/Burma
Turkey 
Vietnam 

Climate emissions and
environmental impact

Environment 
Emission 
Greenhouse gas emission 
Energy 
Water 

Global

Chemical management

Occupational Health and safety 
Environment 
Emission 
Water 

Global

Political crisis and unrest

Freedom of association and collective
bargaining 
Harsh and inhumane treatment 
Wages 

Myanmar/Burma

We are prioritizing workers' rights for our Tier 1 suppliers (labor intensive), while environmental impact and
chemical handling is our focus for Tier 2 suppliers (fabric production, less labor intensive). Risks regarding
workers' rights differ somewhat between the different production countries (Tier 1). Due to the politically
unstable situation after the military coup in Myanmar early 2021, we have added political crisis as a salient issue
for Myanmar. In 2022 to 2024 we have added wages for Myanmar, due to high inflation rates and political
instability. For more information, see below. 

We have carried out a DMA and will use this risk mapping as our foundation for prioritizing going forward. This
work is not completed yet.

  |  Bergans Fritid AS  |   33
Transaction 09222115557541975777 Signed PSCotB, PRBM



JUSTIFICATION FOR THE PRIORITISATION OF RISKS OF NEGATIVE IMPACT ON PEOPLE,
ANIMALS, SOCIETY, AND THE ENVIRONMENT

2.A.2 Describe: a) the enterprise's routines for mapping and identifying risk and show how the negative impact was
identified and prioritized b) activities or sections of the enterprise not covered in this report , if any (product groups,
own products, departments etc.), and why c) how the information was gathered, what sources were used, and which
stakeholders have been involved d) whether you have identified areas where information is lacking, and how you are
planning to proceed to collect more information about this.

Through our membership in Ethical Trade Norway, we have since 2009 committed ourselves to carry out due
diligence assessments in our supply chain, to secure responsible business practices with respect for people,
animals, society, and the environment, and to prevent and reduce negative impacts. This year we have carried
out our double material analysis (DMA). This will form the basis of our sustainability strategy and actions plans
in the years to come.

Close and long-lasting supplier relationships
It is important to note, that our strongest advantage regarding our supply chain management, is the long-term
and resilient relationships we have with our suppliers. We have had a long cooperation with most of our
suppliers, meaning we know each other well, we visit often, and our dialogues are based on mutual respect and
understanding. This is important when developing technical garments and outdoor equipment such as
backpacks and sleeping bags - this takes time and great effort, and we are dependent on collaboration and good
competence at our suppliers. In addition, we also have direct dialogues with our tier 2 suppliers, as we nominate
all fabrics and trimmings in the products we design and develop, we very seldom order ready-made products.
This gives us a good control of our supply chain. 

Mapping risks, factory visits and heightened due diligence 
When assessing risks, we firstly take into consideration known facts about the country and region of operations.
These facts we collect from Ethical Trade Norway, industry forums (such as the European Outdoor Group) and
other relevant information sites, e.g., Fair Wear Foundation (FWF), Transparency International, International
Trade Union Confederation (ITUC), US State Department country reports and others. 

As previously mentioned, we have heightened our due diligence work in Myanmar, as this is a high-risk area. We
joined EuroCham in 2023, and are receiving up-to-date information about the situation every day. In addition to
having a close dialogue with our suppliers, we have conducted a great deal of stakeholder dialogue, with other
European companies with suppliers in the country, with organisations, unions, the EU Ambassador, the
Norwegian Foreign ministry, The Norwegian Embassy in Yangon, and with representatives and the Director of
Myanmar Center for Responsible Business. We have also met with the trade union leader and activist Khaing Zar
Aung digitally twice, enabled by Ethical Trade Norway. We read updates through international news articles and
read reports and publications from various organisations. The different stakeholders in Myanmar gives us
contradicting advise about staying or leaving the country, with well-founded arguments on both sides. This
makes our work even more demanding.       

All suppliers receive our Code of Conduct, and must read, understand, and sign this before we enter into any
purchase agreement. We always visit new suppliers before starting business. Our co-workers both in Norway and
in Hong Kong have years of experience in analyzing suppliers first hand, knowing quite instantly if this is a
supplier worth moving forward with. This kind of competence can never be underestimated. We also perform an
extra evaluation on our supply chain partner every time new product lines are being developed. Our main risk
assessment documents are the Self-Assessment Questionnaire (SAQ) and the Factory Profile, which are based on
Ethical Trade Norway's recommendations and ILO standards. 

Chemical management and compliance is also an important part of the assessment, where our RSL document is
key, and we are also a Bluesign system partner and a member of the Nordic Chemical Group
(Kjemikaliegruppen). We factor in information gathered through our own on-site visits and interviews with
suppliers, quality inspections and other external social audit reports, third-party certifications, and other
external sources of information about the supplier. We always have continuous communication with our
suppliers, and we aim to reach agreements based on mutual understanding, respect, and flexibility. Our Hong
Kong-office visit our suppliers at least once a year, and in addition to quality controls they also carry out visual
observation controls and following up irregularities with corrective action plans.
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Supplier data & DPP
Our PLM system Centric contains all information about our supply chain. This tool help us evaluate our
suppliers based on quality standard and business practices, including information from our screening of
environmental and social conditions and the results of our own inspections on site. Centric helps us to map our
supplier base and to have a good overview on all information, documents, permits, certifications, etc. As Centric
is a PLM tool more than a due diligence tool, we plan to supplement this with a digital platform better suited for
supply chain reporting, to collect more data, documentation, and certifications from all our partners in the
supply chain in a more efficient way, for all parties, also in connection with the coming digital product passport
(DPP).

Indirect purchases
Our supplier mapping, through Centric or other tools, in this report does not cover our indirect purchases such
as office supply, company cars, canteen food etc. We do have clear preferences when carrying out our purchases,
for example choosing electrical cars and certified coffee and avoiding disposable products, but we do not have a
fixed set-up of requirements yet. Our main office in Asker is Miljøfyrtårn-certified, meaning that we are required
to report on, and improve, our office-related purchasing practices and environmental impact. The report does
not cover any form of due diligence work on transport of goods (shipping, trucks, etc). We have not reached this
area regarding social issues as of now, but we do collect climate data from all our transport companies (inbound
and outbound) for our climate mapping. 

Mapping of natural materials
Through our RWS and RDS chain of custody certification we are able to map of our sourcing of these natural
materials down to country and region of origin, as this is listed on the Transaction Certificates following all
orders. Our wool comes mainly from Australia, New Zealand, Argentina, Uruguay and South-Africa. We are from
time to time mapping other natural materials such as cotton, making sure that is does not come from high-risk
areas such as the Xinyang Province in China. Our organic cotton comes mainly from India, and conventional
cotton (such as in our caps) comes from the US. These value chains are long and complex, it is a global market
and there is always a risk that this information can change over time. Therefore we rely on certifications, and will
probably have to utilize even more certified materials going forward. As we do use small quantities of cotton, this
will probably not be a prioritized area for us, other that continue to focus on using organic cotton in our products
and securing that the cotton does not originate from high-risk areas. For wool and down, we will prioritize the
use of RWS / RDS certified materials (or Re:Down), securing third-party certified chain for custody for the whole
supply chain. The RWS also focuses on social rights at the farms. 

Certification is not always a guarantee. In December the animal welfare organisation PETA discovered poor
animal welfare in ZQ certified New Zealand farms. We have not been able to find out if wool in Bergans products
comes from these farms yet, but we are looking into it. We see that the New Zealand Merino Company are
researching these cases together with the government. In any case, we truly believe it is much better to be part of
a standard that advocates for the highest levels of animal welfare, than to not engage. It is also crucial to
maintain perspective. The actions of a few individuals do not represent the hundreds of certified farms in New
Zealand. 

Cooperation is key
Cooperation in our industry is key. As a small company in a global industry, we do not always have the leverage
we would like when addressing issues with our suppliers. But together with others, our voice is stronger. We aim
to increase the dialogue with our partners and with our competitors in the textile and outdoor industry, to create
improvements in our supply chain. We are already sharing and comparing our supplier lists in several projects
with other brands, mostly on climate issues, but also some on social topics.

Indicator
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Number of factories visited

2024: 15

2023: 20

2022: 10

2021: 12

Our own co-workers, either from our main office in Asker or from our Hong Kong office, carry out regular visits
to our suppliers. Such visits include quality control, product development and visual observation on safety,
social and environmental issues. In 2024, 13 of our co-workers visited 15 different facilities 26 times in total.
Some facilities have received several visits due to ongoing product development and quality control, also four
persons from our management team including our new CEO visited several suppliers during a round-trip to get
to know our suppliers. We have not been able to travel to our suppliers in Myanmar, as the travel
recommendation from the Norwegian Government prohibits travel to the country. Some of our suppliers, both
vendors and fabric suppliers, have also visited us in our office in Asker. We also always meet up with our
suppliers at ISPO. 

Visiting and meeting our suppliers is a big part of our due diligence work. We started using SGS inspections for
quality control during covid, and we have continued to do so in 2023 and 2024, although to a lesser extent.

Percentage of tier 1 suppliers with unions or other forms for worker representation

   
We started mapping this question in 2018, when updating our SAQ. In 2022 we carried out a new survey on
wages, where worker organisation also was covered. All of our major suppliers in tier 1 suppliers report that they
have a form of working committee present at their factories. Some smaller factories says they have not. We will
ensure the quality and accuracy of this information when we plan to send out through a new reporting system, so
we have not mapped this in 2024.

SGS inspections (external quality inspections at production facilities)

2024: 61

2023: 83

2022: 203

2021: 27

SGS inspections are third-party inspections of our suppliers, but mostly focusing on the quality in production.
There are several visits to the same facilities, for example SGS completed 11 and 9 visits to the two suppliers in
Myanmar, witch we are not visiting at the moment. We also used SGS inspections at our suppliers in China,
Vietnam, Turkey and Indonesia. The high usage of external SGS audits in 2022, was due to global travel
restrictions. We started using SGS in 2021.

2024

85%

2023

85%

2022

85%

2021

83%
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ADDITIONAL SEVERE IMPACTS

2.A.3 Describe other risks of negative impacts on people, animals, society and the environment that were identified
but not prioritized, and how these have been handled.

The supply chain of textile companies are large and complex, and the area of sustainability is growing rapidly.
The nature of the sustainability work is often long-term, and new issues are revealed as the work progresses. We
are not able to cover everything at once and we need to prioritize. Also, changes in our Sustainability team and
budget cuts has an impact on what we are able to accomplish. 

We know from our due diligence work that water usage is a salient issue in our industry. We have chosen to
source organic cotton. From Bluesign we water consumption data from Bluesign certified T2 suppliers, but we
see that we have little improvements in water reduction at these suppliers. Two of our suppliers (T1) have carried
out water usage mapping and are implementing actions. Still, we do not have a very good overall monitoring of
water usage in our supply chain, and we need to consider setting targets and actions in this area going forward. 

We are mapping our climate emissions and implementing actions on reductions. But we did not manage to
complete a Climate Transition Plan and set science based targets in 2024, as we had planned. This is due to
changes in the Sustainability team. We will carry on to set these targets the coming year in collaboration with
Sport Holding. 

In order to really improve workers rights and social dialogue at facilities, we recognize that it is not always
sufficient with factory visits, external social audits and CAPs. Capacity building through for example training
programs on basic rights and responsibilities for both workers and management can move things forward much
faster. We have succeeded with some facilities with the Quizrr training program, but have had to pause this due
to other programs and budget restraints. We hope to be able to re-launch this at a later stage. 
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3 Management of salient issues

Cease, prevent or mitigate
negative impacts

“Cease, prevent and mitigate” is about managing findings from the risk
assessment in a good way. The most salient negative impact on people,
animals, society and the environment should be prioritised first. This does
not mean that other risks are insignificant or that they are not handled. The
way the enterprise is involved in the negative impact is key to taking the
appropriate action. Negative impact that the enterprise causes or contributes
to must cease, be prevented and be reduced. To address negative impact
directly linked to the enterprise, e.g. in the supply chain, the business must
use its leverage to in¬fluence the entity causing the negative impact to cease,
prevent or mitigate it. This involves developing and implementing plans and
routines to manage risk and may require changes to the enterprise's own
policy documents and management systems. Effective management of the
negative impact on people, animals, society, and the environment is a major
contribution to the achievement of the Sustainable Development Goals
(SDGs).
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3. A Cease, prevent or mitigate

3.A.1 Describe goals and progress status for the measures you have implemented to reduce the enterprise’s
prioritized negative impact

Safeguarding workers rights at our suppliers

Goal : Secure social dialogue and worker representation at all suppliers

Status :

We continue to have a close cooperation and dialogue with our suppliers
on social dialogue and worker representation. The Quizrr program on
social dialogue has been put on pause due to other actions and because of
budget cuts. We hope to re-engage with this program at a later stage, as we
experienced good results with a couple of our suppliers in China
completing this training. 

We have had to prioritize the situation in Myanmar. The MADE program
has great focus on worker engagement and social dialogue, and our
suppliers have participated in several trainings on this issue, including
Labour Law, HR Strategy, Supervisory Skill and OHS training in 2024.
MADE have also had inspections at the facilities, showing progress on
several areas. 

Goals in reporting year :
Continue to use the social dialogue training tool together with Quizrr, to
better educate workers on their rights and responsibilities. Evaluate status
at current facilities.
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Describe already implemented or planned measures :

We sometimes find small breaches of our requirements for Environmental Health & Safety when
visiting factories during our own inspections. These breaches are always reported to our supplier
together with an Improvement Action Plan (IAP), which helps our suppliers to implement
corrections. Our suppliers also have regular visits from third party auditors. These reports are shared
with us, and we follow up improvements from these inspection with our suppliers. We will strengthen
our supplier mapping with an even more systematic and detailed approach through our project on
digitization of our sustainability data with our partners in Trimco an Centric, and are piloting with
four suppliers. We are also continuing the dialogue with Sport Holding, looking into areas of
collaborations.

We have been working with Quizrr since 2019. Three of our Chinese suppliers have made use of the
social dialogue training tool. The progress has halted somewhat during covid, especially in one of the
facilities. One of the facilities has been especially successful during the years, and most workers here
have completed many of the different training sessions. The feedback from the evaluation has been
very positive from this supplier. The three facilities are now done with the training. We had plans to
expand the program to our suppliers in Vietnam this year and have presented the program to the
suppliers. But due to the focus on energy efficiency programs in the same facilities, we decided to
postpone the Quizrr project to avoid overburdening the suppliers. Because of heavy budget cuts, we
continue to pause this program, hoping to re-engage at a later stage.

Our Myanmar suppliers has joined MADE Myanmar and the SMART facility program. This includes
both inspections at the facilities and several different trainings for both workers and management.
Both suppliers have previously been audited by both Fair Wear and BSCI, but because of the military
coup, this is no longer possible. Consequently, the MADE program is essential. The workers are still
able to use the Fair Wear hotline. 

Describe actual or expected results of the measures, as well as goals and activities for the coming
reporting year :

For the Quizrr program, we do not have anything new to report for 2024, as the program has been on
hold due to already mentioned priorities. For the SMART Myanmar facility program, which off course
also includes social dialogue and worker representation, we have received audit results and
corrective actions from the three facilities from our two suppliers. Please see the the results from
these audits on in the section about Myanmar below.

We will continue to monitor the trainings and the inspection on our facility in Myanmar and evaluate
the effect this has on worker representation and other worker's rights. We are also very much looking
forward to working according to our newly completed DMA and our new platform for supplier data. 

Indicator
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Indicator

Number of workers that have completed a workers rights training program in Quizrr

2024: 0

2023: 3

2022: 52

2021: 637

Since 2019, three of our Chinese suppliers have made use of the Quizrr tool workers training tool. In total 1733
workers have completed 8477 training sessions since we started. We have put these plans on hold due to the
climate & energy program at the same facilities and due to budget cuts.
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Climate emissions and environmental impact

Goal :

- More sustainable materials and production methods
- Measurable environmental and climate improvements in the supply
chain
- Lead in the transformation to a more circular economy

Status :

- We are working to increase our share of more recycled materials and
trims. 
- We have continued mapping climate emissions for all scopes, started to
work actively with collaborative actions together with our suppliers. We
have been working with Bluesign to map out what supplier data in tier 2
they can collect for us. Suppliers are also implementing solar and other
initiatives by themselves. 
- We have continued our engagement for repair, carried out second-hand
events, and have successfully advocated for better conditions for circular
services

Goals in reporting year :

Mapping and reporting on our climate emission for Scope 1 (offices and
transport), Scope 2 (energy use) and Scope 3 (emissions from our supply
chain). Continue the work on materials & trims, and enhance and develop
our circular services.

Describe already implemented or planned measures :

We have continued our work to increase the share of recycled materials. We often change from
virgin materials to recycled when updating our product versions. We also choose more recycled
trimmings when available, and we have really succeeded to enhance the use of recycled trims this
year. We experience that sourcing recycled materials sometimes can be a challenge, due to either
quality or delivery issues. We have also continued to use more sustainable production methods like
solution dyeing in our Stranda collection. As the Stranda collection now is being phased out, we do
not have any collection continuing this focus. It is a challenge working with solution dye as this is
expensive, have high MOQs among other things. We have to think in other ways to be able to
continue the use of such technologies. We did try to implement the amazing Spinnova materials,
mechanically produced from wood fibers without harmful chemicals, in commercial products.
Unfortunately, we did not get enough orders to make the MOQ for these products, so they ended up
not being produced. 

Through our participation in the Scandinavian Textile Initiative on Climate Action (STICA) we are
mapping our climate emissions, as a big part of our negative impact is the emissions our production
of fabrics and products contributes to. We need to map this to know where to prioritize our reduction
actions, and we have committed to report these emissions annually as well as to initiate actions to
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reduce our total emissions at least 50 % until 2030. In 2024 we again reported our emissions for Scope
1, 2 & 3 to STICA, who in turn publishes a common and open report with the calculated emissions of
all brand members. In 2023 we experienced a decrease in our emissions, mainly due to lower sales
figures. The numbers for 2024 are not ready yet. 

We have already started the dialogue on reducing emissions together with other members of STICA as
well as a selection of our suppliers. We discovered that some of our suppliers have already carried out
water and energy efficiency mapping and have also started implementing actions. One of them, a
Bergans supplier in Vietnam, shared with us their good experiences with a local energy consulting
agency. We have introduced this agency to more of our suppliers, and to other brands in our Vietnam
STICA working group, resulting in more brands and suppliers engaging in water and energy
efficiency mapping. The brands are paying for the initial mapping of the facilities, to speed up
climate action measures. In 2024 one of our other suppliers in Vietnam carried out a water and
energy mapping at the facility with the same consultancy, resulting in an extensive report with big
and small suggested actions, included with costs and potential savings. Bergans participated digitally
the last day of the consultancy visit. The facility is now implementing relevant actions. Another one
of our suppliers in Vietnam has now invested in solar panels, planned to reduce CO2 emissions with
515 tonnes per year. They are also buying renewable energy (IRECs) and have invested in LED
lighting.

We are also following a decarbonization project in the European Outdoor Group (EOG) and have
shared our supplier list both in tier 1 and 2, to see if we share suppliers with other brands in order to
create grounds for common actions. We have previously contributed financially to a joint carbon tech
assessment which has been organized by EOG on behalf of the members in the initiative. We have
also shared a tool on electrifying heating sources with our T2 suppliers, developed by OAS and
American Outdoor Brands. 

We are buying Guarantees of Origin for renewable energy for all our own units and are looking
into an even better collaboration with our renewable energy partner in Norway Becour. We have also
been part of a STICA project group, with the aim of enabling our suppliers to purchase renewable
energy certificates.  

Our circular services on repair, rental, return scheme, second-hand sales and redesign have a
special place in our sustainability strategy. In 2024 we have continued to promote our Service Deal on
our Rabot products in collaboration with Sport 1, and have also expanded to Anton Sport and
Intersport. We have visited several places with our repair car during the year - promoting our service
and creating awareness, also through the media, about sustainable consumption. We have
campaigned for our return scheme and second-hand sales, including arranging two large second-
hand events during the year. As mentioned earlier, the change in the law on second-hand sales is a
great win, now we continue our advocacy on reduced VAT. We have visited universities and carried
out redesign workshops - realizing that focus on sowing and repair is greatly missed in our education
system. We now experience that the Agency of Education is looking into education on textile repairs,
and we have given our input in an initial meeting with them. 

We are participating in several networks working with collaboration on circular economy, among
them STICA and NF&TA. We are closely following the regulations coming in this area as well, sharing
our practical insights with decision makers through Virke, for example on the coming Extended
Producer Responsibility (ERP) on textiles.

  |  Bergans Fritid AS  |   43
Transaction 09222115557541975777 Signed PSCotB, PRBM



Describe actual or expected results of the measures, as well as goals and activities for the coming
reporting year :

Goals for the coming years: 
- Continue to source more sustainable materials and trims
- Collect real data from T2 using our Bluesign partnership
- Investigate in and utilize  more sustainable production methods
- Continue mapping emissions, continue to utilize the digital data collecting platform, Emission twin
- Continue and expand the energy projects with our suppliers in several countries
- Create a road map for our climate emissions, with clear milestones (STICA and EOG requirement)
- Take the lead in the transformation to a more circular economy, including development of our
services and continue advocating for better conditions for services that contributes to more
sustainable consumption
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Chemical management

Goal :
Safe chemicals – secure RSL compliance and increase Bluesign® approved
materials for our products.

Status :

This is an ever-ongoing priority. Our RSL is updated every year, we send
the updated list from Bluesign® to all our suppliers every August. We are
conducting third-party chemical testing (blind tests) once a year to secure
RSL compliance.

We have done an extensive amount of work on phasing out PFAS, both on
our own and in collaboration with our industry. This work has during 2024
been finalized, we are no longer developing or producing products with
fluor carbons. We still have to work on detection of "hidden use" of PFAS
in different parts of our products (beyond fabrics and DWR). Here we are
collaborating with other brands in Scandinavia. We are now looking into
how to use our Bluesign® partnership even better, as they are on-site at
many of our T2 suppliers. 

Goals in reporting year :
Increase share of Bluesign® approved materials. Continue the work on
finding alternatives to PFAS. Contribute to the microfiber research project.
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Describe already implemented or planned measures :

The Bluesign® partnership provides us with a yearly updated Restricted Substances List (RSL) witch
we share with our suppliers, who in turn reads and sign this through our Chemical Compliance
procedure. Bluesign® also secure strict regulation in the handling processes of chemicals in facilities

Our product development team always prioritize sourcing Bluesign® approved materials and trims,
where possible. While still increasing the share of Bluesign® approved fabrics, our developers have
also implemented many more Bluesign® approved trims (zippers, buckles, buttons, thread etc.). In
our Product Lifecycle Management system (PLM) we monitor the progress and are now looking into
finding better ways to monitor sustainability KPIs within this system, also in combination with the
certificate manager in the Trimco platform. In 2024 we have again updated our Restricted Substances
List (RSL) in accordance with bluesign.

Through joint research projects the last years, and through our own internal C0-project, we have
succeeded to test and gain insights to alternatives to PFAS in our impregnation. These projects have
now ended, and the learnings are implemented in normal working routines. We launched our last
products containing PFAS in 2023. We have also communicated this work in a press release,
participating in media interviews and we have had communication flyers in our stores and in
eCommerce orders. We now see the need to communicate care instructions and re-impregnation
more strongly to our customers going forward. 

Regarding microfibers, we have continued our participation in the TMC research project - sharing our
fabrics for testing to their building of a database, among other things. We are also mapping our supply
chain partners and have conducted a survey to receive insights on how they are working with this
subject. The topic is still at an early research stage, but we will contribute with what we can to build
competence.

Describe actual or expected results of the measures, as well as goals and activities for the coming
reporting year :

Goals for the coming years:
- Continue the work on increasing bluesign approved materials and trimmings. We will look into if a
Bluesign® product may be in reach for us. We are also monitoring the role of Bluesign® in the EU
Green Claims Directive, and following new regulations withing chemicals in general (REACH)
- Implement new digital system (Trimco / Centric) - better way of following up RSL / Chemical
compliance and Bluesign® certifications. 
- Communicate care instructions and re-impregnation solutions to customers
- Follow the research development on microfibers in the TMC, and keep updated on potential
demands in the DPP. 
- Collaborative work on detection of "hidden use" of PFAS in different parts of our products (beyond
fabrics and DWR)
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Political crisis and unrest

Goal : Secure safety of workers at our supplier's factories in Myanmar

Status :

The political situation in Myanmar after the military coup continue to
have impacts on people in our supply chain. We have heightened our due
diligence, keeping a close dialogue with our suppliers and engaging in
stakeholder dialogues.

Goals in reporting year :

The military coup in February 2021 and the following conflicts and
political unrest in Myanmar has forced all western companies with
suppliers in the country to heighten their due diligence work. Our goal for
2024 was to keep a close dialogue with our suppliers, keep and enhance our
stakeholder dialogues, participating in EuroCham and MADE Myanmar
and make sure that our suppliers also take an active part in MADE
(trainings, forums, joint efforts) and have inspections from the SMART
facility program (a part of MADE).

Describe already implemented or planned measures :

The political situation in Myanmar after the military coup in 2021 still has impacts on our supply
chain and the workers in the facilities. During 2024 we have had two suppliers with three facilities in
the country, and our deepest concern is always the safety and well-being of the workers and their
families. We also believe that in order to have the strength to protest against a military dictatorship,
people need to have jobs. Throughout the year we have prioritized to have a close contact with our
suppliers, with a goal to have an extensive understanding of the situation locally and to safeguard the
security of our workers at the factories. 

Bergans joined EuroCham and the MADE program early 2023. This has, as mentioned earlier in this
report, given us a great network of European companies operating in the country and valuable
information through regular meetings with relevant topics, including monthly meetings in the
Garment group. We also receive daily updates about the situation on e-mail. Participation in
EuroCham enables us and our facilities to take part in the EU funded MADE Myanmar program.
MADE stands for “Multi-stakeholder Alliance for Decent Employment in the Myanmar apparel
industry” and includes the SMART facility program for social and environmental compliance, among
other things. Both our suppliers have taken actively part in MADE, both with facility inspections and
with workers and management participating in several training sessions during 2024.

As this is an extremely complex and quite an unprecedented situation, the way forward is not
evident. One of the biggest ethical dilemmas is the discussion on what has the greatest negative
impact on the people in Myanmar, and especially on the (mostly female) workers at textile factories,
should western companies pull out or should they stay? Our stakeholder dialogues have been both a
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high priority for us, and utmost helpful. During the year we have continued to have a close dialogue
with our advisor in Ethical Trade Norway, and we have had several meetings with both Norwegian
brands with suppliers in Myanmar, and bigger European companies within both fashion and outdoor.
Through our numerous online meetings in EuroCham we both receive updated information about the
current situation, we get updated on the MADE program and we have good discussions with brands,
unions, the Myanmar Centre for Responsible Business, the EU Ambassador in Myanmar Mr. Ranieri
Sabatucci and other stakeholders. We have also again attended the online version of the OECD Forum
on due diligence held in Paris, watching a session on Myanmar with participants with contradicting
views on the conflict and how western companies should act. 

Together with Ethical Trade Norway we have again arranged physical and digital meetings with
different stakeholders. In September we conducted a meeting with the Norwegian labour
organisation Styrke (LO), the NGO Norsk Folkehjelp, a representative from the Myanmar Centre for
Responsible Business, the union leader and activist in exile Khaing Zar Aung (online) and other
Norwegian Outdoor companies. We have also met with representatives of The Norwegian Foreign
Ministry and the Norwegian Embassy in Yangon. We received quite a clear message that the
Norwegian government is in line with the EU, continuing to support European businesses operating
in Myanmar. We addressed the travel restrictions that hinders our due diligence work, and although
we received an understanding of the dilemma, no changes seem to be on the table. We also joined
Ethical Trade Norway at a second meeting with the Ministry, addressing the need for more clear
advice from the government to Norwegian companies operating in conflict- affected areas in general. 
   

Reports about the situation from ILO, The World Bank and others, and different media articles about
the situation are deeply worrying to read. There are stakeholders stating that the required heightened
due diligence is not possible to accomplish. Some stakeholders, like the IndustryAll Global Trade
Union, are urging the EU to end its support for the MADE Myanmar, to cut the EBA*. and are urging
companies to stop operating in the country, as this will in turn force the military regime to surrender.
This was also stated in a Norwegian news article in "Fri Fagbevegelse" this summer, where Bergans
among others was urged to leave the country by IndusrtyAll and several other Norwegian
organisations. We were not surprised by the article written by IndustryAll, but we were surprised
about some of the Norwegian organisations signing it. We have been open about our engagement,
including participating in open dialogues and publishing an open statement on our webpage. In a
Norwegian open context, we have an expectation that organisations invites us to a dialogue before
criticizing us in the media. We have had a good and understanding conversation with one of the
organisations afterwords. It is still worrying for us that H&M has decided to phase out their
production in Myanmar, as a result of an overall assessment of their ability to secure heightened due
diligence for all of their facilities. We have again had an online meeting with the H&M Myanmar
Manager, receiving great insights.

EuroCham and the EU, is still convinced that due diligence is possible, although challenging. They
believe that the textile industry has little or no leverage in the country, and that western companies
leaving and the EU terminating its support will only make the living situation for the workers much
worse. Also as stated before, people without jobs are not likely to have the same protesting strength.
EuroCham has developed a comprehensive Fact sheet for the Myanmar Garment Sector, that aims to
update stakeholders on the current state of Myanmar’s apparel sector and is intended to contribute to
greater transparency and understanding of the sector’s importance for the livelihoods of the
hundreds of thousands of people in Myanmar. The Fact sheet covers the structure of the sector
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(including garments, footwear, and luggage), the situation of workers, and the sector’s contribution to
Myanmar’s economy, including tax revenue. It also addresses the question of military involvement in
the sector.

Bergans is convinced that our close and long-term relationship with our suppliers helps enormously
to tackle the challenging situation. A decision to stay or go is not one we take lightly. All stakeholders
we are in dialogue with all have the same goal - to create, democracy, peace and freedom of fear in
Myanmar. They just advocate for different ways to reach this goal. For now, the arguments from
stakeholders who state that leaving will make lives worse for our (mostly female) workers, carries the
heaviest weight. Therefore, Bergans has decided to stay for now, continuing our heightened due
diligence work together with our suppliers and with EuroCham. We are at the same time following the
development very closely going forward in 2025.

* EBA stand for "Everything but Arms". The EBA scheme removes tariffs and quotas for all imports of
goods except arms and ammunition, coming into the EU from the least developed countries (LDCs).

Describe actual or expected results of the measures, as well as goals and activities for the coming
reporting year :

Our two suppliers have previously before the coup been audited by both Fair Wear and BSCI. As this is
no longer possible, their participation in the MADE and being audited by the SMART Facility
program is crucial for our due diligence work. Our suppliers have been participating actively
throughout the year, and we have received audit results, corrective actions, and improvement scores
from the three facilities from our two suppliers. Our suppliers are also participating in several
different training sessions provided by MADE.

Training of staff
One of our suppliers (one facility) has had co-workers participating in ten different trainings,
regarding topics such as HR strategy, Labor law, Supervisory skills, Chemical management (level 1
and 2), OSH and ergonomics training, Boiler operator training, GHG emission, and Electric safety.
They have also participated in several MADE forums, together with other garment suppliers and
brands, and also union organisations, among others. They have had several audits and follow-ups
from MADE. From the first to the last audit, the facility has made great improvements. Our reports
from both MADE and other brands producing at this facility is that this is a supplier that takes good
care of their workers and is genuinely and actively working to safeguard workers' rights. This is also
our experience working with the same supplier in Vietnam.  

Breach of Code of Conduct
Our other supplier (two facilities in Myanmar) has also been a part of MADE the last years, and has
been audited several times and have also had co-workers participating in different trainings.
However, several issues were raised both in MADE inspections and in the MADE grievance
mechanism, similar to what was described in the Fair Wear report form 2022; about harassments,
missing overtime payments and poor leadership in general. Some of these cases had also appeared in
Myanmar Labour News. MADE stated to us that they have been very disappointed with the suppliers'
declining performance the last years, including the "resistance of top management/ownership to
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even meet basic legal obligations unless repeatedly compelled by their buyers." We have had a close
dialogue with the other European companies producing at this supplier for several years, and we
continued the meetings and discussions from early 2024. They did not have the same travel
restrictions as we have in Norway, so they visited the supplier and monitored the production during
several months at that time. They discovered unauthorized outsourcing both of their products and
Bergans products. This is a huge red flag for any company, and a breach of our Code of Conduct. Both
we and the other companies addressed this and other issues to the supplier. One of the other
companies also experienced poor quality, possibly resulting from many skilled workers leaving the
supplier due to poor conditions. Bergans did not experience this. Finally, after years of trying to make
a previously good supplier to comply to basic standards of labour rights, we sadly felt that we had to
end the relationship with this supplier early spring in 2024. All three companies have had separate
meetings with the supplier, planning for a responsible exit, taking down orders gradually. Bergans
last order was shipped late in 2024.

Goals for the coming year:
We will continue to monitor the situation through dialogue with our suppliers, Ethical Trade Norway,
EuroCham, other companies and other stakeholders. Through EuroCham we will continue to receive
direct information on what is happening on the ground. We will strive to keep our heighten due
diligence, especially through the MADE Myanmar program, with a goal to secure and improve the
workers situation. We hope to be able to visit our suppliers in the coming years. If we are not able to
do so, we will have to reconsider the situation, as this normally is a prerequisite for our engagement
with our suppliers. Finally ,we continue to prepare for a responsible exit strategy, in case an exit will
be necessary.

  |  Bergans Fritid AS  |   50
Transaction 09222115557541975777 Signed PSCotB, PRBM



3.B Other actions related to management of negative impact

3.B.1 Reduction of nature- and environmental impact

As mentioned in our CEO's introduction to this report: As an outdoor brand, with nature as our playground,
Bergans has both a self-interest in and a responsibility to ensure that the outdoors we have today will be there for
the next generation to enjoy. Co-workers in Bergans spends a lot of time out in nature, both in our work time and
in our spare time. We know that people who our out in nature, tend to care more for nature. Therefore, in our
business strategy, we have stated our mission: "To inspire, enable and share the best outdoor experiences". 

Through our own travel operator Bergans Adventures, and through our long-standing cooperation with Den
Norske Turistforening (DNT) and the Swedish Friluftsfrämjandet, we inspire people to go outdoors and
experience nature - and our goal is always to enable a sustainable outdoor life ("leave nothing behind but
tracks"). 

As already stated in this report, Bergans does extensive work on chemical management, and is committed to
the Bluesign® system which secures that we avoid harmful chemicals in our production and products, and
always lie ahead of regulations. It also safeguards the handling of chemicals in the facilities. We are closing in on
phasing out flour carbons (PFAS) in our products. We participate in research programs on microfiber, together
with suppliers, research partners, test institutes and other brands. We have started mapping the awareness of the
topic among our fabric suppliers, and some of them have already started testing and implemented actions. All
our fabric suppliers are obliged to have wastewater treatment systems, and some are using these systems for
preliminary testing of microfiber shedding in production.

Regarding the use of animal-derived materials, our animal welfare policy in our Code of Conduct is very clear: all
animals in our supply chain shall be treated humanely and according to strict regulations. Bergans only accepts
virgin down certified by the Responsible Down Standard (RDS) and recycled down in our products. We
demand that all virgin down included in our products must be a by-product of the food industry. We do not in
any circumstances tolerate “live-plucking” of down. When it comes to wool, Bergans does not accept the practice
of “mulesing”, and we require certificates from our suppliers to ensure mulesing-free practices. We are moving
rapidly towards our goal to only purchase wool certified by the Responsible Wool Standard (RWS) or recycled
wool. Bergans does not use fur, neither from animals nor synthetic, the latter due to the risk of shedding of
microplastics. 

The use of water in the textile industry has a severe impact on water scarcity in many areas of the world. This is
both a case in the cultivation of natural resources such as cotton, but also the production of textiles has a great
impact, especially in the dyeing and finishing processes. Bergans does not use a great amount of cotton, and
close to all the cotton we do use is certified organic cotton (GOTS). We are using more sustainable dying
technology on some of our products, such as SpinDye, which reduces the use of water up to 75 %. Also, the
Spinnova material uses less water in production. We will investigate in more actions regarding water usage going
forward. 

Bergans is a member the European Outdoor Conservation Association (EOCA), a charitable organisation
created by the European outdoor industry - working together giving something back into the environment that
we all care about so passionately - as well as depended on for our livelihood. The EOCA directly funds specific
grassroot projects concerning threatened wild areas, species and habitats. This may include for example
moorland, hills, mountains, coasts, rivers, forest, grassland, peatland, lakes and ocean areas. During the last 15
years the EOCA has funded 184 projects, in 65 countries, to the tune of nearly €5 million.

When it comes to packaging, we use recycled materials in our polybags, eCommerce bags, return bags
(pantepose), and shopping bags. We are a part of the EOG Single-use plastic program, and in 2022 we
participated in a project where we reduced the use of polybags in our eCommerce. This was followed by a
customer survey, with great feedback. Bergans is a member of Grønt Punkt Norge (EPR) and Handelens
Miljøfond, paying 2 kr per sold shopping bag. Handelens Miljøfond is Norway's largest private environmental
fund, supporting projects that reduce plastic littering, increase plastic recycling and reduce the consumption of
plastic carrier bags.
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3.B.2 Reduction of greenhouse gas emissions

The global textile industry, of which Bergans is a part, contributes to significant greenhouse gas emissions, and
thus to global warming. At the same time, the industry is contributing to an ever-increasing consumption and an
increasing amount of waste. We are aware that we are part of the problem, therefore we have a responsibility to
be part of the solution. 

Bergans is actively working to reduce our emissions while offering services that extend the life of our products.
To reduce emissions, we are firstly mapping our emissions in scope 1, 2 and 3, and have committed via STICA to
reduce these emissions in line of the Paris agreement, which means reducing our emissions with at least 50 % by
2030. 

In STICA, brands are working together to find common solutions regarding climate actions in supplier countries.
We have opened our supplier lists, both tier 1 and 2, in order to find shared suppliers or suppliers in the same
areas. Bergans is participating in two country working groups with other brands in STICA, on on suppliers in
China and one for Vietnam suppliers. The China working group organized a series of joint supplier webinars for
capacity building on climate related topics and started an initiative to buy Renewable Energy certificates for our
suppliers together as a group. The Vietnam working group organized an energy & water assessment audit offered
by a local energy consultant company, for our suppliers in Vietnam. Two of Bergans' suppliers has carried out
such an audit with the consultancy, and shared both their experiences and results with us, enabling us in turn to
share this with the rest of the group. We are also looking into similar solutions with our T2 suppliers in Korea. 

We have also been participating in a Decarbonization project together with brands in the EOG, looking into
actions at our tier 2 suppliers in Taiwan. We are constantly investing in more sustainable quality materials, more
sustainable coloring technologies and buying renewable energy for our own operations. Lastly, we always design
our products with high quality standards, made to last and made to repair - and we offer services that prolong the
life of our products and are at the forefront promoting a more circular services in Norway. (see more above).

In 2025 we will set our Climate Transition Plan, with more detailed goals of reduction throughout our value
chain. We aim to set SBTI targets during the year, in collaboration with Sport Holding. 

3.B.3 Improvements in own purchasing practices

Our Purchase department always has a good and constant dialogue with our suppliers concerning placement of
orders, capacity, delivery times, etc. It is our suppliers who set the time frame from our order deadlines to their
delivery dates, which forms the base of our time planning for a new collection. Since we most often use a rather
small part of the total capacity in these factories, we have to accept the time frame set by the supplier and are not
in a position to push any deadlines. This is also the case when it comes to our fabric suppliers. We plan our time
frames with good margins, and we forecast the volume (meter, yards) in good time. There are long lead times on
fabrics, and as we nominate all our own fabrics, good and close communication with our fabric suppliers is a
natural part of the daily work of our Fabric team and our Purchase department. 

The global logistics situation has been challenging the last years, due to covid, the war in Ukraine and attacks on
cargo ships in the Red sea. Our Purchase department has been in a constant dialogue with our vendors to
monitor and adjust shipping dates. As a consequence of these logistic disruptions, we now place orders much
earlier than we have been used to before. This gives the vendors more room to prepare their production
planning.

Indicator
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Percentage of payments to suppliers that are made on time

  
This is not an issue in our value chain since we always pay our suppliers on time. This has also been the case
during the current logistics challenges. Also, we have still paid on time, and even on some occasions up front, in
cases where the deliveries have been delayed.

3.B.4 Choice of products and certifications

Our goal is to increase the share of more sustainable and/or certified materials and production methods. We are
working on this by:

- Bluesign®: constantly increasing the share of bluesign approved materials and trims, including being ahead of
chemical legislation. 
- Down: All our virgin down is certified after the Responsible Down Standard (RDS). We use recycled down from
Re:down
- Wool: We always demand non-mulesing certificates from all our wool suppliers and we have a good progress in
increasing the share of Responsible Wool Standard (RWS) certified styles. These are chain-of-custody
certifications, and we have been re-certified in 2024.
- We require certificates for recycled materials (Global Recycled Standard, GRS) and for organic content (Global
Organic Textile Standard, GOTS). We will consider chain of custody (like we have for RDS and RWS) for these
materials going forward.
- We always design our products with high quality standards, made to last and made for repair (no standards for
this yet). 
- We test all our fabrics in our in-house lab, though a number of different quality tests. We also order external
chemical test for a range of products to secure our high chemical standards. In addition we also test our fabrics in
real-life field tests. 
- In 2025 we will prepare for the digital product passport and implement a new platform (certificate manager) in
order to secure the documentation on all certifications in a better way. We have already started implementing
unique QR-codes in our products. 
- We are following, and preparing for, the development on new regulations coming from the EU Green Deal
closely, for example the Green Claims Directive and the CSRD. We already comply to the updated GPSR (EU) and
Produktkontrolloven.
- We are collaborating with the industry, for example the EOG Sustainability Data Exchange Project (SDEX).

2024

100%

2023

100%

2022

100%
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3.B.5 Actively support free trade union organisation and collective bargaining, or where the law does not allow it,
actively support other forms of democratically elected worker representation

In our Code of Conduct, we very clearly state our requirements to our suppliers on freedom of association and
the right to collective bargaining This can be found in paragraph 2.1 - 2.4, and is based on the ILO Conventions
no. 87, 98, 135 and 154. Workers at our suppliers shall, among other things, have the right to join or form trade
unions of their own choosing and to bargain collectively. 

We have mapped our suppliers on the presence of worker committees, and most of our suppliers state that they
have this in place at the facilities. What kind of role, responsibilities, mandate and leverage the committees have,
seem to differ. In our recent mapping on wages, not many of our suppliers state that workers committees take
part in collective bargaining. Our previous training project together with Quizrr focuses on social dialogue as a
valuable tool to create an effective dialogue between workers and the factory management - also about wages.
The importance of worker organisation, and the quality and effectiveness of these committees, will be an
important part of our mapping in our new tool going forward. Social dialogue has also been part of the MADE
Myanmar training program for our suppliers there. 

3.B.6 Contribution to development, capacity building and training internally and of suppliers and workers in the
supply chain

As mentioned previously, all new co-workers in Bergans receive sustainability training. Internal communication
channels, such as Workplace, the bi-yearly Sales meeting and other common meetings are heavily used for
communicating a wide variation of sustainability topics. As certified RWS / RDS we are obliged to conduct an
internal training about animal welfare and the standards on a yearly basis, and keep training records. The
Sustainability Manager, the Product team and the Purchase team participate in trainings run by Ethical Trade
Norway. We also have a close dialogue regarding the developments in Myanmar. In 2024 we established an
internal sustainability task force, meeting bi-weekly to keep updated on coming regulations and other issues.
We stay updated on relevant topics from Virke, EOG, SOG, Ethical Trade Norway, NF&TA and other networks
and stakeholders. We share relevant information with the rest of our organisation. We are also always positive to
share our own knowledge and experience in the same networks - and also to pupils, students, teachers, other
businesses, politicians and other decision makers.

Customer Service and the Repair team have a close dialogue and regular meetings with the Product department,
sharing knowledge and insights about product wear and tear, and potential weak spots. The repair car team give
regularly updates to the product team with learnings from repair stories from Norwegian consumers around the
country.

Regarding our suppliers, we have initiated the use of the Ouizrr training platform, and three of our suppliers have
completed trainings in social dialogue and workers rights & responsibilities.1733 workers have completed 8477
training sessions. This program is now paused. Our suppliers who are bluesign certified are regularly trained and
supervised on safe chemical handling and our suppliers who are RDS / RWS certified have regular training and
supervision on animal welfare. All our suppliers are social audited. Our Myanmar suppliers have been
participating in several training sessions through MADE. Two of our suppliers in Vietnam have completed
Energy and Water mapping by the local consultancy Enerteam, and a third has already initiated actions on
renewable energy. Through STICA and EOG we have offered several trainings in climate and energy actions,
including a tool for mapping out electrification of heating boilers. Through our mapping on climate emissions,
renewable energy, microplastics, workers organisation and living wage, we are also creating awareness at our
suppliers about these topics. 
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3.B.7 Combatting corruption and bribery in own enterprise and supply chain.

Our rules and guidelines for corruption and bribery for Bergans co-workers are stated in our Ethical Guidelines
for Employees (staff manual) in our internal digital platform Alexis (Visma). All new co-workers are introduced
for these guidelines. The HR department is implementing new procedures on digital signing of the guidelines for
all co-workers shortly. 

Bergans' position and guidelines on corruption is also stated in our Policy for Sustainable Business Practices. In
our Code of Conduct, a document all suppliers must read and sign before we enter into any form of business
relations, the following is stated in paragraph 16.1: "Corruption in any form is not accepted. That includes any
form for bribery, extortion, kickbacks, or improper benefits (private or professional) to any customers, agents,
sub-suppliers (or employers of such parties), as well as government officials."

3.B.8 Other relevant information concerning the enterprise’s work to reduce, prevent, and manage negative impact

We are following the development in the EU regarding the Green Deal and the Circular Economy Action Plan,
and the Norwegian Transparency Act. We are positive to all the frameworks and regulations coming, as we firmly
believe that regulations will contribute to both levelling the playing field for companies, give the consumers
better possibility of informed sustainable choices, and move the whole textile industry faster towards more
sustainable business practices. We take part and give our insights where we can, for example through our
partners in Virke, NF&TA, SOG, EOG and Ethical Trade Norway. 
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4

Track implementation and
results

Tracking implementation of actions and results relates to measuring the
effects of the systematic approach and own work in each step of the due
diligence process, showing whether the enterprise conducts sound due
diligence work. The enterprise needs to have procedures and routines in
place in order to uncover and critically assess own conclusions,
prioritizations and measures that have been made as part of the due diligence
process. For example, is mapping and prioritisation of salient issues done in a
scientifically sound and credible way? Does it reflect the actual conditions in
the supply chain? Do measures aimed at ceasing, preventing and reducing
the enterprise's negative impact work as intended? Is negative impact
remediated where relevant? This may apply to measures taken by the
enterprise alone or carried out in collaboration with others. The enterprise’s
experiences from working on due diligence should be used to improve
procedures and routines in the future.
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4.A. Track and assess

4.A.1 Describe a) assignment of responsibility for tracking the effect and result of implemented measures, as well as
how the tracking is carried out in practice, b) who is responsible for evaluating the enterprise's implementation and
work with due diligence, and how the evaluation is carried out in practice.

We have two employees in our Hong Kong office who have frequent contact with our suppliers. They are on
regular visits to their facilities to conduct quality controls and to monitor the situation regarding workers' rights,
environmental and health & safety. After every inspection, they set up improvement action plans and secure
their follow-up together with the supplier. Our HK-office employees are highly experienced and have a well-
developed eye for evaluating the quality of our facilities, which is closely related to sustainability issues. Our HK-
office also orders SGS audits for product quality inspection at our suppliers.  

Our Supply Chain department are the main contacts towards our suppliers and responsible for all business
relations including the dialogue with our suppliers on order placements, pricing, production, lead times,
capacity, and delivery as well as payment terms. The employees in our Product Design & Development
department have a tight dialogue with our suppliers regarding product development and are also visiting the
factories to assist during the phase of product development and specification and sample production, as well as
for quality checks during the initial phase of production. Visual observation on social issues is part of all visits
done by Bergans employees. 

The Sustainability Manager is together with the Product department and HK Office responsible for following up
Code of Conduct, Factory Profile, Self-Assessment Questionnaire, chemical management, audits, and projects
concerning social dialogue, community involvement and climate action. We have now started the dialogue on
how we can better collaborate on supplier management together with our owners in Sport Holding.

4.A.2 Describe how you track the effect, and/or demonstrate the probability of effect, of meassures taken to reduce
negative impact.

Our supply chain set-up with a limited number of suppliers, our focus on long-term and close relationship, and
the routines we have established through many years, form the basis for our risk management in our value
chain. Our internal working group on sustainability meet biweekly and evaluate existing routines and policies,
and monitor the development in regulations. Through our due diligence work we have mapped social dialogue
and environmental & climate action as our main focus areas. During the last three years, Myanmar has become a
high-risk area, and thus made our due diligence work in this country a top priority. 

To deal with our main priorities we participate in larger projects and initiatives together with industry peers and
other stakeholders. Projects like Quizrr enables us to assess the number of workers that is educated in rights and
responsibilities. Our Hong Kong office carries out inspections at our suppliers, working with corrective action
plans (CAP) and monitoring results. We also follow up CAPs from third-party audits. In addition Bluesign is
monitoring our certified T2 suppliers regarding, water & energy consumption and safe chemical handling. We
receive a report form Bluesign every year in April where we can monitor progress at our suppliers. For the year
2023 (report received in 2024), we can see that our Bluesign certified T2 suppliers have had improvements in
energy consumptions, no improvements in water consumptions, improvements in greenhouse emissions,
improvements in the use of renewable energy (non fossil energy carriers) ans improvements in the company's use
of responsible chemicals.

The emissions mapping within STICA gives the possibility to evaluate our climate emissions and implementing
actions. In Myanmar we are part of EuroCham and MADE, strengthening our due diligence together with other
brands and other stakeholders. Finally, our reporting to Ethical Trade Norway provides us with a very valuable
framework for constantly monitoring our due diligence work.
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5

Communicate how negative
impacts are addressed

A prerequisite for good external communication on due diligence for
responsible business conduct is that it builds on concrete activities and
results. Enterprises should make relevant documents concerning due
diligence publicly accessible, i.e. policies, codes of conduct, guidelines,
processes and activities related to identifying and handling the enterprise’s
actual and potential negative impacts on people, animals, society and
environment. Communication should include information about how the
risks have been identified and handled, as well as the effect of the
measures/activities. The Transparency Act (Åpenhetsloven) §5 requires
companies to publicly account for their human rights due diligence on an
annual basis.
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5.A External communication

5.A.1 Describe how the enteprise communicates with affected stakeholders about managing negative impact

We strongly believe in transparency and have an expressed goal to always have an open and transparent
communication around all issues and challenges regarding our impact on people, nature, and climate.
Transparency is also important to us in our internal communication; our co-workers shall be the first to know.

One of our most important stakeholders are our suppliers. It is essential for us to have long-term and resilient
relationships with our partners in our supply chain. We have had a long cooperation over many years with most
of our suppliers, meaning we know each other well. We regularly have Teams meetings with them, and we visit
them about once a year, sometimes more often. Our dialogues are based on mutual respect and understanding.
This is important when developing technical garments and outdoor equipment - this takes time and great effort,
and we are dependent on collaboration and good competence at our tier 1 partners. In addition, we also have
direct dialogues with our tier 2 suppliers, as we nominate all fabrics and trimmings in the products we design
and develop, and very seldom order ready-made products. All this gives us a good platform and good leverage to
address challenges should they arise.

As previously mentioned, we always carry out visual observations and dialogue about social and environmental
issues during our visits and develop an Improvement Action Plan (IAP) together with the supplier. Also, we
always strive to have a preparation meeting ahead of any travel from the main office, between the Sustainability
Manager and the co-workers travelling. This is to plan any issues we want to be raised with the supplier. We
always strive to have a debriefing after all travels as well. In our experience, our suppliers are eager and positive
to discuss these issues with us, either via e-mail, teams or at visits, and to correct and improve any issues that
may occur. 

In 2024 we experienced that one of our suppliers in Myanmar was not responding properly to concerns or
complaints from either their workers, us, the other European customers of the supplier or from MADE. Although
they were taking some corrective actions that was communicated to us, the complaints from the workers kept
coming again and again. We and the two other brands were also contacted by the Business & Human Rights
Resource Centre and invited  to respond to reports of alleged labour and human rights abuses of garment workers
in its supply chain in Myanmar linked to us, through the Myanmar Garment Worker Allegations Tracker. This
was linked to reports from the above mentioned supplier. We responded two times to similar allegations:
https://www.business-humanrights.org/en/companies/bergans/

After two years of recurring malpractice from this supplier (including unauthorized outsourcing), after several
meetings and dialogues, and after quite clear advice from MADE, we decided to end the relationship with this
supplier. The two other companies have done the same. We gave the supplier proper notice in early 2024, and
had our last production sent from the supplier in October.  

We continue the dialogue with different stakeholders such as our suppliers, NGOs, research institutes,
organizations, other businesses and networks within the industry, and policy makers. We always respond to any
inquiries from NGOs or media and actively contact stakeholders and seek advice when we face new challenges or
need further knowledge or insight. This is also the case with the situation in Myanmar, where we have had an
even closer communication with our suppliers and other stakeholders in the country these past few years. Our
partnerships with Ethical Trade Norway, Virke, EOG, SOG, NF&TA, Bluesign, Kjemikaliegruppen, DNT, Næring
for Klima and EOCA supports us in working towards our sustainability goals.
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5.A.2 Describe how the enterprise publicly communicates its own work on identifying and managing negative
impact/harm

We communicate our sustainability efforts as thoroughly as we can through comprehensive information on our
web page bergans.com:
https://www.bergans.com/no/info/baerekraft

Our yearly reporting to Ethical Trade Norway, which is also our report complying to the Transparency Act, is
honest, open and extensive, and it is available both on Ethical trade Norway's web page, as well as our own: 
https://www.bergans.com/no/info/baerekraft/verdikjede

Our climate reporting is done through our partnership with STICA. A yearly report is published at their web page,
including our numbers:
https://sustainablefashionacademy.org/stica/reporting-guidelines-annual-reports/
This is also linked from our own web page: 
https://www.bergans.com/no/info/baerekraft/verdikjede

We have for now decided to stay in Myanmar, with one supplier that is functioning very well (this is also stated
clearly from MADE and other European companies producing at this supplier). As this is a complicated situation
which can be hard to understand for outsiders, we have published a statement on our webpage explaining both
our background, our considerations, and why we have decided to stay for now. This is published together with a
Factsheet about the garment industry in Myanmar, written by EuroCham. We have also participated in several
seminars, mostly together with Ethical Trade Norway, and have spoken openly about our experiences and
assessments operating in a high-risk area. We have also invited Norsk Folkehjelp / Norwegian People's Aid and
The Ministry of Foreign Affairs to meet with us to discuss the situation.

We always respond rapidly to NGO, authority, or media inquiries, and also to our customer's concerns in our
stores, via e-mail or through social media. We have been proactively open about our work with phasing out
fluorocarbons (PFAS) in our products, including communication openly on our webpage and sending out press
releases. Even though this is a relatively negative subject, we have participated in interviews from the media on
the subject for a long time, in order to inform the public about this demanding phase-out process. Recently we
openly accepted journalists from the Norwegian media Klassekampen to come to our office to conduct an
extensive interview with several of our co-workers. This resulted in an 8 page story, giving good insights to the
public: 
https://klassekampen.no/artikkel/2025-01-18/jakkekapplopet

We participate in numerous of seminars, webinars, conferences, and school and university visits during the year
- sharing our experiences to the public. We are part of many networks where we both communicate our efforts,
are part of the dialogue and learn from others. These networks are Ethical Trade Norway, Virke, STICA, NF&TA,
Scandinavian Outdoor Group (SOG), European Outdoor Group (EOG), Kjemikaliegruppen, and Næring for Klima,
among others. We have also shared information and explained about the Transparency Act to textile companies
outside of Norway in these networks. 

We also strive to be proactive in our actions and communication, rather than reactive. Our vision is to "lead and
inspire towards a more sustainable future" - thus we want to be a part of the discussion and contribute to set the
agenda. 
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5.A.3 Describe the enterprise's routines for answering external inquiries related to the information requirement
imposed by the Transparency Act

To prepare for the Transparency Act, we updated our web page spring 2022 with more extensive information on
our due diligence work. Updating this page is always work in progress. We also made it more clear how
customers can contact us if they have questions regarding our work, including an e-mail
address: https://www.bergans.com/no/info/baerekraft/verdikjede

The link to our reporting is also easily accessible for our
customers: https://www.bergans.com/no/info/baerekraft/verdikjede

We established a guideline for our Customer Service and other co-workers that are in contact with our customers
on how to handle enquirers connected to the Transparency act, which mainly consists of forwarding them to the
Sustainability Manager. This is also the case for anyone in the company receiving questions from stakeholders,
be it co-workers in our stores, our sales representatives, social media co-workers or the Communication
manager. The whole organisation has been informed about the law on several occasions in good time before the
law came into force, and relevant co-workers have received the guidelines, more explanatory information, and
have been encouraged to read and get to know the information on our webpage. We have also informed our
suppliers about the Norwegian Transparency Act. 
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6

Provide for or cooperate to
ensure remediation when
appropriate

Once an enterprise has identified that it has caused or contributed to
negative impact on people, animals, society or the environment, the
enterprise must provide for, or cooperate in, remediation. Remediation may
involve financial compensation, a public apology or other ways to remediate
the negative impact. Another aspect of remediation is that companies should
provide for, or cooperate with legitimate complaint mechanisms, to ensure
that workers and/or local communities can raise complaints and be heard.
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6.A Remediation

6.A.1 Describe the enteprise’s policy for remediation of negative impact

In our Policy for Sustainable Business Practice, we underline our own obligation on due diligence:

"Bergans will conduct due diligence for sustainable business practices. That is: make our own risk mapping of
negative impact on people, society, and the environment, and stop, prevent and reduce such impact. The
measures are monitored, evaluated, and communicated to affected. Where our activities cause or contribute to a
negative impact on people, society, or the environment, we shall stop this activity, and we will seek to remediate
the damage. Where the supplier is responsible for the negative impact / damage, the supplier is also responsible
for remediation."

In our Code of Conduct (CoC) we have outlined our requirements for remediation and corrective action in the
event of a breach:
"In the event of a breach of the Code of Conduct, Bergans and the supplier will jointly prepare a contingency plan
for remedying the breach. Remediation shall take place within a reasonable period of time, as mutually agreed
upon by the supplier and Bergans. The business relationship will only be terminated if the supplier shows
unwillingness to remedy the breach following repeated inquiries." 

Our procedure remediation is finally written and is awaiting board approval. The Procedure outlines Bergans’
approach to addressing non-compliance with our Code of Conduct, local and international laws and
conventions. It is intended to ensure that corrective actions and remediations are implemented effectively, in
close dialogue with the supplier and worker representatives, and managing responsible disengagement from
suppliers when necessary. It is based on OECD Guidelines for Multinational Enterprises on Responsible Business
Conduct. We do believe that we both have experience and the "right mind" in handling such issues today, but we
have been lacking written routines. The Procedure will be implemented during 2025.
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6.A.2 If relevant, describe cases of remediation in the reporting year

Background
In February 2021 the military seized power of Myanmar in a coup, arrested Aung San Suu Kyi and other civilian
leaders, and declared martial law in several regions of the country. The situation in Myanmar has remained
unstable since the coup. Armed conflicts between the military junta and opposition groups are still ongoing,
particularly at border crossings. Due to the escalation of violence and repression, many trade unions leaders and
workers' rights organizations have fled the country, along with several international organizations. At the same
time, the situation has calmed in some areas, such as the Yangon region. There are still trade unions working in
the country, although they have had to adapt their methods to the uncertain and at times dangerous situation
(read more in our public statement here: https://www.bergans.com/no/info/baerekraft/verdikjede )

In September 2022, we were informed about several breaches on our Code of Conduct and ILO working rights
standards at one of our suppliers in Myanmar. We were contacted by two other outdoor brands, which reached
out to us, as we shared the same supplier. The breeches were reported through a Fair Wear audit and concerned
mainly wages below minimum wage to so-called "daily workers", who also did not have proper contracts. This
concrete issue was also raised at a webinar about Myanmar by ETI UK, as a common issue in the country, that
had its roots in both covid, the coop and high inflation in general. The audit also raised other malpractices at the
facility, such as harassment, inappropriate handling of occupational accident, non-compliance with health and
safety requirements and verbal abuses by superiors. Firstly, our three brands met though teams, discussing the
findings, and appropriate actions to be taken. We agreed to send a joint letter to the supplier addressing the
issues, signed by our three CEOs. Together the three brands have quite high leverage at the facility in question.
Our supplier responded quickly, stating that they were already taking the audit very seriously, and later we
received a longer description of implemented actions to create improvements and remediation. The suppliers
two facilities had previously been audited by both Fairwear and BSCI, but as they were no longer in the country,
the facilities joined the SMART factory program run by the local MADE organisation.  

Developments in 2024
Since this first grievances, the three brands have continued to receive complaints from the workers at the
facilities, both through the Fairwear hotline and though MADE about missing payment for overtime, requested
work in public holidays, impossible to reach bonuses and a general lack of management at the facilities. Both the
brands together and MADE have addressed this with the supplier, and the supplier as responded thoroughly and
implemented corrective actions. They have also shared and explained their point of view on some of the cases, it
is probably not always black and white. Even so, the complaints from the workers kept coming again and again.
The three brands have continued the dialogue - both with each other and the supplier during 2023 and 2024. We
and the two other brands were also contacted by the Business & Human Rights Resource Centre and invited  to
respond to reports of alleged labour and human rights abuses of garment workers in its supply chain in Myanmar
linked to us, through the Myanmar Garment Worker Allegations Tracker. This was linked to reports from the
above mentioned supplier. We responded two times to similar allegations:
https://www.business-humanrights.org/en/companies/bergans/

As Norway has a travel ban on Myanmar, we in Bergans have not had the opportunity to travel and visit our
suppliers since the coup. EU has different travel restrictions (they allow travel to some parts of the country), so
co-workers from the two other outdoor brands have visited the facilities, one person even staying for several
months at the facility. They then discovered unauthorized sub-contracting of the production, both of our and
their own products. This is a breach of our Code of conduct, and a great red flag for any company. One of the
other brands also experienced poor quality in their products. We did not, but this can probably be due to the fact
that many skilled workers had already left the supplier because of poor working conditions.  

After two years of recurring worker complaints from this supplier, after discovering unauthorized outsourcing,
after several meetings and dialogues, and after quite clear advice from MADE, we decided to end the relationship
with this supplier. The two other companies have done the same. We gave the supplier proper notice in early
2024, and had our last production sent from the supplier in October.
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6.B. Ensure access to grievance mechanisms

6.B.1 Describe what the enterprise does to ensure that employees and other stakeholders, especially impacted
workers and local communities have access to whistleblowin systems and grievance mechanisms

For our own employees in Bergans, we have an internal whistle-blower channel through the internal co-worker
platform Alexis (Visma). We have a written Whistleblower Procedure in Bergans, explaining how an employee
can report any concerns about unacceptable conditions in the workplace.

In our Code of Conduct (CoC) for our suppliers, we have outlined our requirements for grievance systems at the
factories:

"The supplier shall have an effective management system for handling complaints to human rights, workers’
rights, environmental issues and corruption. The supplier shall ensure that both workers and external partners,
such as local communities and civil society organisations, are able to submit complaints." 

All our suppliers have stated, by responding to our extensive Sustainability Assessment Questionnaire (SAQ),
that their facilities have a "complaint system so that workers can bring environmental or work-related concerns,
complaints or grievances to the management's attention" and that workers can "file complaints confidentially,
without fear of reprisal". Most suppliers respond that they have a form of suggestion box and a working or welfare
committee for this purpose, other suppliers are Fair Wear audited and therefore have implemented the Fair Wear
helplines to voice their concerns or complaints. The Fair Wear Foundation has mechanisms in place in order to
handle complaints and finding appropriate solutions. As stated in 4.A.1, our co-workers in our Hong Kong office
visit our suppliers regularly, and after every inspection they set up an Improvement Action Plan (IAP) which is
communicated to our Head office in Norway and followed up together with the supplier. These issues are also
subject to discussions and dialogue when co-workers from our Purchase or Product department visit our
facilities or when our suppliers visits us in Norway. For example, during one of their last visits to our Vietnam
suppliers, our co-workers from the Product department were introduced to how the Unions had secured that all
workers took leave with pay during the common holidays. Another example is when a supplier explained that
they had discovered under aged workers in their facilities, and told us how they had handled this issue. They did
not want to just kick them out at once, as they knew that would only make things worse for these young persons.
The cause of the age confusion had to do with difficulties of receiving proper ID documentation from the
government. So, the facility helped the young persons with these papers, and also helped them back to the
education, system. Most of the young persons were offered an appropriate job training program at the facility in
addition to school. The facility hired many of these workers back when they were old enough.  

Our experience is that because of the close relationship we have with our suppliers, they feel that they can speak
quite openly with us about their challenges and how they work to handle these challenges with appropriate
measures and remediation, in the best interest of both the supplier and the workers. 

Regarding the case of Myanmar, both our suppliers were Fairwear audited before the coup. Fairwear has left the
country, but the helplines are still functioning for the time being. As we are not a Fairwear member ourselves, we
do not have direct access to complaints from the hotline. But, with our good cooperation with the two European
brands who share our suppliers in Myanmar, we do receive the complaints through them. The MADE Myanmar
program has now established a new grievance hotline, and Bergans' suppliers is a part of of this. Also, we are
looking into collaborating with Sport Holding, establishing a common grievance system with them.  
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Contact details:

Bergans Fritid AS 

Yngvill Ofstad, Sustainability Manager

yngvill.ofstad@bergans.no

etiskhandel.no

Transaction 09222115557541975777 Signed PSCotB, PRBM

http://etiskhandel.no


Verification
Transaction 09222115557541975777

Document

Bergans Fritid AS
Main document
66 pages
Initiated on 2025-03-19 12:47:19 CET (+0100) by Etisk 
handel Norge (EhN)
Finalised on 2025-04-02 16:54:04 CEST (+0200)

Initiator

Etisk handel Norge (EhN)
info@etiskhandel.no

Signatories

Petter Schouw-Hansen Cheif of the Board (PSCotB)
petter@gjelsten.no
Signed 2025-03-21 09:51:01 CET (+0100)

Pål Rasmussen Board Member (PRBM)
pal.rasmussen@onsunde.no
Signed 2025-04-02 16:54:04 CEST (+0200)

This verification was issued by Scrive. Information in italics has been safely verified by Scrive. For more 
information/evidence about this document see the concealed attachments. Use a PDF-reader such as 
Adobe Reader that can show concealed attachments to view the attachments. Please observe that if the 
document is printed, the integrity of such printed copy cannot be verified as per the below and that a 
basic print-out lacks the contents of the concealed attachments. The digital signature (electronic seal) 
ensures that the integrity of this document, including the concealed attachments, can be proven 
mathematically and independently of Scrive. For your convenience Scrive also provides a service that 
enables you to automatically verify the document's integrity at: https://scrive.com/verify

1/1


	Due diligence for responsible business conduct with regards to people, animals, society and the environment
	Account reporting year 2024 according to The Transparency Act
	_
	for Bergans Fritid AS

	To Readers Of The Report
	_

	Due diligence
	Preface From CEO
	_

	Board Signature
	Enterprise information and enterprise context
	Key enterprise information
	Supply chain information
	Goals and progress

	Governance and commitment to responsible business conduct
	_
	1.A Policy for own enterprise
	1.B Organisation and internal communication
	1.C. Plans and resources
	1.D Partnerships and collaboration with business relationships
	Indicator
	1.E Experiences and changes

	Identify and assess the enterprise's impact on people, animals, society and the environment
	_
	2.A Mapping and prioritising
	Indicator

	Cease, prevent or mitigate negative impacts
	_
	3. A Cease, prevent or mitigate
	Indicator
	3.B Other actions related to management of negative impact
	Indicator

	Track implementation and results
	_
	4.A. Track and assess

	Communicate how negative impacts are addressed
	_
	5.A External communication

	Provide for or cooperate to ensure remediation when appropriate
	_
	6.A Remediation
	6.B. Ensure access to grievance mechanisms
	_



Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.




  
    		Time
    		CES
    		IP address and User-Agent
    		Event
  


  
  
    		2025-03-19 11:47:19.418968 UTC ±1 ms
    		2025-03-19 11:46:58.045224 UTC
    		
      34.88.23.66
      
        Go-http-client/2.0
      
    
    		
      
        The initiator Etisk handel Norge (EhN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_EN, c) set the signing due date to 2025-06-17 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.
      

    
  


  
  
    		2025-03-19 11:47:19.418968 UTC ±1 ms
    		2025-03-19 11:46:58.045224 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (petter@gjelsten.no) to Petter Schouw-Hansen Cheif of the Board (PSCotB). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2025-03-19 11:47:19.418968 UTC ±1 ms
    		2025-03-19 11:46:58.045224 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign sent an invitation to sign the document via email (pal.rasmussen@onsunde.no) to Pål Rasmussen Board Member (PRBM). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 

      

    
  


  
  
    		2025-03-19 11:47:23.885199 UTC ±1 ms
    		2025-03-19 11:46:58.045224 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Petter Schouw-Hansen Cheif of the Board (PSCotB) was delivered.
      

    
  


  
  
    		2025-03-19 11:47:23.910819 UTC ±1 ms
    		2025-03-19 11:46:58.045224 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pål Rasmussen Board Member (PRBM) was delivered.
      

    
  


  
  
    		2025-03-21 08:50:32.182402 UTC ±1 ms
    		2025-03-21 08:48:39.000997 UTC
    		
      195.159.90.220
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36
      
    
    		
      
        The party Petter Schouw-Hansen Cheif of the Board (PSCotB) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2025-03-21 08:51:01.679288 UTC ±1 ms
    		2025-03-21 08:48:39.000997 UTC
    		
      195.159.90.220
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36
      
    
    		
      
        The signatory Petter Schouw-Hansen Cheif of the Board (PSCotB) signed the document.
      

    
  


  
  
    		2025-04-02 14:52:57.498557 UTC ±30 ms
    		2025-04-02 13:59:06.192344 UTC
    		
      84.215.83.243
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0
      
    
    		
      
        The party Pål Rasmussen Board Member (PRBM) opened the document in Scrive eSign’s online interface to sign documents.
      

    
  


  
  
    		2025-04-02 14:54:04.197597 UTC ±31 ms
    		2025-04-02 13:59:06.192344 UTC
    		
      84.215.83.243
      
        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/134.0.0.0 Safari/537.36 Edg/134.0.0.0
      
    
    		
      
        The signatory Pål Rasmussen Board Member (PRBM) signed the document.
      

    
  


  
  
    		2025-04-02 14:54:04.197597 UTC ±31 ms
    		2025-04-02 13:59:06.192344 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign locked the document from further modifications by the parties.
      

    
  


  
  
    		2025-04-02 14:54:04.495672 UTC ±31 ms
    		2025-04-02 13:59:06.192344 UTC
    		
      
      
        
      
    
    		
      
        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]
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4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.09 ms

		standard deviation: 1.62 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈87.587%

		|e| < 5 ms: ≈99.790%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-02-19 22:21:46.874202 UTC and 2025-04-02 13:59:06.192344 UTC:





  		Time collected
  		Clock offset




  
    		2025-02-19 22:21:46.874202
    		1.3 ms
  



  
    		2025-02-19 23:21:48.849501
    		-4.3 ms
  



  
    		2025-02-20 00:21:51.512453
    		-1.7 ms
  



  
    		2025-02-20 01:21:54.073495
    		-1.9 ms
  



  
    		2025-02-20 02:21:55.89639
    		-2.3 ms
  



  
    		2025-02-20 03:21:58.024937
    		-1.9 ms
  



  
    		2025-02-20 04:22:00.299897
    		-1.0 ms
  



  
    		2025-02-20 05:22:02.611155
    		1.5 ms
  



  
    		2025-02-20 06:22:04.641475
    		2.2 ms
  



  
    		2025-02-20 07:22:07.223194
    		0.5 ms
  



  
    		2025-02-20 08:22:09.452586
    		0.5 ms
  



  
    		2025-02-20 09:22:10.970609
    		-0.4 ms
  



  
    		2025-02-20 10:22:13.900291
    		-0.9 ms
  



  
    		2025-02-20 11:22:15.716202
    		-2.3 ms
  



  
    		2025-02-20 12:22:18.622555
    		-1.1 ms
  



  
    		2025-02-20 13:22:21.020838
    		-1.7 ms
  



  
    		2025-02-20 14:22:23.638202
    		-0.4 ms
  



  
    		2025-02-20 15:22:25.687466
    		-2.9 ms
  



  
    		2025-02-20 16:22:27.525559
    		1.4 ms
  



  
    		2025-02-20 17:22:29.818935
    		-0.5 ms
  



  
    		2025-02-20 18:22:32.3317
    		0.4 ms
  



  
    		2025-02-20 19:22:34.653646
    		4.2 ms
  



  
    		2025-02-20 20:22:36.336882
    		2.3 ms
  



  
    		2025-02-20 21:22:38.204169
    		0.8 ms
  



  
    		2025-02-20 22:22:40.018666
    		-2.9 ms
  



  
    		2025-02-20 23:22:41.939975
    		-2.9 ms
  



  
    		2025-02-21 00:22:44.284012
    		3.2 ms
  



  
    		2025-02-21 01:22:46.022251
    		3.3 ms
  



  
    		2025-02-21 02:22:48.231387
    		2.1 ms
  



  
    		2025-02-21 03:22:50.264654
    		0.3 ms
  



  
    		2025-02-21 04:22:52.793995
    		1.6 ms
  



  
    		2025-02-21 05:22:54.80274
    		-1.3 ms
  



  
    		2025-02-21 06:22:57.177871
    		0.7 ms
  



  
    		2025-02-21 07:22:59.872177
    		-0.2 ms
  



  
    		2025-02-21 08:23:02.09011
    		-1.2 ms
  



  
    		2025-02-21 09:23:04.501993
    		-0.3 ms
  



  
    		2025-02-21 10:23:06.757296
    		-1.4 ms
  



  
    		2025-02-21 11:23:08.213612
    		-0.5 ms
  



  
    		2025-02-21 12:23:10.700132
    		2.4 ms
  



  
    		2025-02-21 13:23:13.348582
    		-0.8 ms
  



  
    		2025-02-21 14:23:15.380601
    		0.6 ms
  



  
    		2025-02-21 15:23:17.10951
    		-1.2 ms
  



  
    		2025-02-21 16:23:20.035667
    		-2.0 ms
  



  
    		2025-02-21 17:23:22.196655
    		1.7 ms
  



  
    		2025-02-21 18:23:25.081791
    		2.1 ms
  



  
    		2025-02-21 19:23:26.768716
    		2.3 ms
  



  
    		2025-02-21 20:23:28.960892
    		-5.8 ms
  



  
    		2025-02-21 21:23:30.60415
    		-0.2 ms
  



  
    		2025-02-21 22:23:32.910227
    		-1.2 ms
  



  
    		2025-02-21 23:23:35.203543
    		-1.4 ms
  



  
    		2025-02-22 00:23:37.180402
    		-1.4 ms
  



  
    		2025-02-22 01:23:39.099586
    		-1.7 ms
  



  
    		2025-02-22 02:23:41.37351
    		-1.6 ms
  



  
    		2025-02-22 03:23:43.581725
    		0.1 ms
  



  
    		2025-02-22 04:23:45.422015
    		0.6 ms
  



  
    		2025-02-22 05:23:47.981245
    		-0.9 ms
  



  
    		2025-02-22 06:23:50.30173
    		1.3 ms
  



  
    		2025-02-22 07:23:52.8937
    		-0.7 ms
  



  
    		2025-02-22 08:23:55.258456
    		1.2 ms
  



  
    		2025-02-22 09:23:57.035072
    		3.1 ms
  



  
    		2025-02-22 10:23:59.8375
    		-1.0 ms
  



  
    		2025-02-22 11:24:01.723603
    		0.3 ms
  



  
    		2025-02-22 12:24:03.610062
    		4.1 ms
  



  
    		2025-02-22 13:24:05.869448
    		0.0 ms
  



  
    		2025-02-22 14:24:07.58255
    		-0.2 ms
  



  
    		2025-02-22 15:24:10.44088
    		1.4 ms
  



  
    		2025-02-22 16:24:12.959484
    		-0.6 ms
  



  
    		2025-02-22 17:24:15.955034
    		1.3 ms
  



  
    		2025-02-22 18:24:18.584855
    		0.4 ms
  



  
    		2025-02-22 19:24:21.18007
    		1.0 ms
  



  
    		2025-02-22 20:24:23.499178
    		1.1 ms
  



  
    		2025-02-22 21:24:25.814736
    		-0.3 ms
  



  
    		2025-02-22 22:24:28.424089
    		-0.3 ms
  



  
    		2025-02-22 23:24:30.45804
    		1.3 ms
  



  
    		2025-02-23 00:24:32.740136
    		-1.2 ms
  



  
    		2025-02-23 01:24:34.726511
    		-1.4 ms
  



  
    		2025-02-23 02:24:37.005007
    		0.3 ms
  



  
    		2025-02-23 03:24:39.235582
    		-0.1 ms
  



  
    		2025-02-23 04:24:41.24657
    		1.2 ms
  



  
    		2025-02-23 05:24:43.543281
    		-1.0 ms
  



  
    		2025-02-23 06:24:45.435553
    		0.6 ms
  



  
    		2025-02-23 07:24:47.874063
    		-0.1 ms
  



  
    		2025-02-23 08:24:50.380732
    		0.9 ms
  



  
    		2025-02-23 09:24:52.094958
    		0.3 ms
  



  
    		2025-02-23 10:24:53.989118
    		3.3 ms
  



  
    		2025-02-23 11:24:56.372522
    		1.7 ms
  



  
    		2025-02-23 12:24:58.01262
    		0.9 ms
  



  
    		2025-02-23 13:24:59.623593
    		-0.5 ms
  



  
    		2025-02-23 14:25:02.066956
    		1.5 ms
  



  
    		2025-02-23 15:25:04.041528
    		-0.7 ms
  



  
    		2025-02-23 16:25:06.598354
    		-1.8 ms
  



  
    		2025-02-23 17:25:09.215125
    		-3.3 ms
  



  
    		2025-02-23 18:25:11.794541
    		-0.9 ms
  



  
    		2025-02-23 19:25:14.677208
    		-0.8 ms
  



  
    		2025-02-23 20:25:17.046169
    		1.1 ms
  



  
    		2025-02-23 21:25:19.555082
    		-0.7 ms
  



  
    		2025-02-23 22:25:21.924283
    		-1.2 ms
  



  
    		2025-02-23 23:25:24.135777
    		-1.4 ms
  



  
    		2025-02-24 00:25:26.192481
    		-2.0 ms
  



  
    		2025-02-24 01:25:28.218393
    		1.4 ms
  



  
    		2025-02-24 02:25:30.701765
    		1.1 ms
  



  
    		2025-02-24 03:25:32.749379
    		-0.2 ms
  



  
    		2025-02-24 04:25:34.715973
    		-0.2 ms
  



  
    		2025-02-24 05:25:37.158207
    		-0.9 ms
  



  
    		2025-02-24 06:25:38.95535
    		1.2 ms
  



  
    		2025-02-24 07:25:41.378554
    		1.7 ms
  



  
    		2025-02-24 08:25:43.619201
    		-0.4 ms
  



  
    		2025-02-24 09:25:45.244793
    		-1.2 ms
  



  
    		2025-02-24 10:25:47.04813
    		0.7 ms
  



  
    		2025-02-24 11:25:49.021729
    		-0.3 ms
  



  
    		2025-02-24 12:25:51.03292
    		2.0 ms
  



  
    		2025-02-24 13:25:53.775889
    		-4.7 ms
  



  
    		2025-02-24 14:25:55.477083
    		-0.4 ms
  



  
    		2025-02-24 15:25:57.372047
    		-0.2 ms
  



  
    		2025-02-24 16:25:59.194679
    		2.1 ms
  



  
    		2025-02-24 17:26:01.378905
    		1.2 ms
  



  
    		2025-02-24 18:26:04.355955
    		-1.4 ms
  



  
    		2025-02-24 19:26:06.929863
    		6.8 ms
  



  
    		2025-02-24 20:26:09.496799
    		9.2 ms
  



  
    		2025-02-24 21:26:11.147736
    		-1.9 ms
  



  
    		2025-02-24 22:26:14.012124
    		-1.1 ms
  



  
    		2025-02-24 23:26:16.213131
    		-1.6 ms
  



  
    		2025-02-25 00:26:17.867189
    		-1.9 ms
  



  
    		2025-02-25 01:26:20.41574
    		0.2 ms
  



  
    		2025-02-25 02:26:22.301475
    		-1.2 ms
  



  
    		2025-02-25 03:26:24.481216
    		-1.0 ms
  



  
    		2025-02-25 04:26:26.70803
    		0.9 ms
  



  
    		2025-02-25 05:26:28.587497
    		-0.1 ms
  



  
    		2025-02-25 06:26:30.939181
    		-1.6 ms
  



  
    		2025-02-25 07:26:32.955256
    		2.0 ms
  



  
    		2025-02-25 08:26:35.169272
    		9.1 ms
  



  
    		2025-02-25 09:26:36.648678
    		-0.8 ms
  



  
    		2025-02-25 10:26:38.362369
    		-0.5 ms
  



  
    		2025-02-25 11:26:40.034224
    		1.4 ms
  



  
    		2025-02-25 12:26:41.483755
    		1.0 ms
  



  
    		2025-02-25 13:26:43.720244
    		0.3 ms
  



  
    		2025-02-25 14:26:45.684426
    		0.6 ms
  



  
    		2025-02-25 15:26:47.580574
    		2.1 ms
  



  
    		2025-02-25 16:26:49.442365
    		3.8 ms
  



  
    		2025-02-25 17:26:51.964686
    		3.3 ms
  



  
    		2025-02-25 18:26:54.52991
    		-2.0 ms
  



  
    		2025-02-25 19:26:57.036166
    		-1.6 ms
  



  
    		2025-02-25 20:26:59.231977
    		-5.8 ms
  



  
    		2025-02-25 21:27:01.119927
    		1.3 ms
  



  
    		2025-02-25 22:27:03.372271
    		-0.3 ms
  



  
    		2025-02-25 23:27:05.342626
    		-2.2 ms
  



  
    		2025-02-26 00:27:06.938344
    		-1.9 ms
  



  
    		2025-02-26 01:27:08.810804
    		-1.1 ms
  



  
    		2025-02-26 02:27:10.582903
    		0.2 ms
  



  
    		2025-02-26 03:27:12.625718
    		-2.0 ms
  



  
    		2025-02-26 04:27:14.301961
    		0.4 ms
  



  
    		2025-02-26 05:27:16.504132
    		-1.3 ms
  



  
    		2025-02-26 06:27:19.12757
    		-2.2 ms
  



  
    		2025-02-26 07:27:21.674125
    		1.6 ms
  



  
    		2025-02-26 08:27:23.16084
    		2.1 ms
  



  
    		2025-02-26 09:27:24.899446
    		7.3 ms
  



  
    		2025-02-26 10:27:26.434743
    		1.4 ms
  



  
    		2025-02-26 11:27:28.117119
    		-0.9 ms
  



  
    		2025-02-26 12:27:29.759495
    		0.2 ms
  



  
    		2025-02-26 13:27:31.16277
    		-1.9 ms
  



  
    		2025-02-26 14:27:32.676704
    		6.0 ms
  



  
    		2025-02-26 15:27:34.224383
    		1.4 ms
  



  
    		2025-02-26 16:27:35.711211
    		-2.9 ms
  



  
    		2025-02-26 17:27:38.312419
    		0.4 ms
  



  
    		2025-02-26 18:27:40.614212
    		3.9 ms
  



  
    		2025-02-26 19:27:42.880063
    		1.6 ms
  



  
    		2025-02-26 20:27:45.267389
    		-0.1 ms
  



  
    		2025-02-26 21:27:46.961477
    		0.7 ms
  



  
    		2025-02-26 22:27:48.940144
    		0.5 ms
  



  
    		2025-02-26 23:27:51.08566
    		-1.0 ms
  



  
    		2025-02-27 00:27:53.326687
    		-0.5 ms
  



  
    		2025-02-27 01:27:55.22866
    		-1.1 ms
  



  
    		2025-02-27 02:27:57.381068
    		-1.5 ms
  



  
    		2025-02-27 03:27:59.452001
    		0.8 ms
  



  
    		2025-02-27 04:28:01.291816
    		-2.3 ms
  



  
    		2025-02-27 05:28:02.771092
    		-0.2 ms
  



  
    		2025-02-27 06:28:05.065349
    		0.7 ms
  



  
    		2025-02-27 07:28:06.894011
    		1.4 ms
  



  
    		2025-02-27 08:28:09.258516
    		0.6 ms
  



  
    		2025-02-27 09:28:12.037924
    		1.4 ms
  



  
    		2025-02-27 10:28:13.876964
    		3.7 ms
  



  
    		2025-02-27 11:28:15.94062
    		-0.4 ms
  



  
    		2025-02-27 12:28:18.053751
    		-1.2 ms
  



  
    		2025-02-27 13:28:20.042956
    		-2.5 ms
  



  
    		2025-02-27 14:28:21.80573
    		-1.4 ms
  



  
    		2025-02-27 15:28:24.158956
    		0.2 ms
  



  
    		2025-02-27 16:28:25.874376
    		-0.7 ms
  



  
    		2025-02-27 17:28:28.151852
    		1.7 ms
  



  
    		2025-02-27 18:28:30.957935
    		-0.7 ms
  



  
    		2025-02-27 19:28:34.231702
    		-1.7 ms
  



  
    		2025-02-27 20:28:37.5338
    		-0.9 ms
  



  
    		2025-02-27 21:28:39.864846
    		-0.3 ms
  



  
    		2025-02-27 22:28:42.351553
    		-0.4 ms
  



  
    		2025-02-27 23:28:44.205408
    		-2.3 ms
  



  
    		2025-02-28 00:28:46.71503
    		-1.9 ms
  



  
    		2025-02-28 01:28:49.054533
    		1.0 ms
  



  
    		2025-02-28 02:28:51.068133
    		-0.6 ms
  



  
    		2025-02-28 03:28:53.409642
    		-1.6 ms
  



  
    		2025-02-28 04:28:55.708849
    		1.1 ms
  



  
    		2025-02-28 05:28:58.506166
    		0.4 ms
  



  
    		2025-02-28 06:29:00.960508
    		-1.7 ms
  



  
    		2025-02-28 07:29:03.423357
    		0.1 ms
  



  
    		2025-02-28 08:29:05.359696
    		2.2 ms
  



  
    		2025-02-28 09:29:07.256504
    		2.1 ms
  



  
    		2025-02-28 10:29:08.928465
    		2.1 ms
  



  
    		2025-02-28 11:29:10.614753
    		1.4 ms
  



  
    		2025-02-28 12:29:12.883767
    		-0.1 ms
  



  
    		2025-02-28 13:29:14.864849
    		0.1 ms
  



  
    		2025-02-28 14:29:16.546771
    		-0.5 ms
  



  
    		2025-02-28 15:29:18.449286
    		-0.2 ms
  



  
    		2025-02-28 16:29:20.321605
    		1.8 ms
  



  
    		2025-02-28 17:29:22.305063
    		-0.5 ms
  



  
    		2025-02-28 18:29:24.911057
    		-0.2 ms
  



  
    		2025-02-28 19:29:27.228706
    		0.0 ms
  



  
    		2025-02-28 20:29:28.884455
    		-1.1 ms
  



  
    		2025-02-28 21:29:31.886347
    		-1.4 ms
  



  
    		2025-02-28 22:29:34.014731
    		-1.0 ms
  



  
    		2025-02-28 23:29:35.739205
    		1.3 ms
  



  
    		2025-03-01 00:29:38.232872
    		-1.1 ms
  



  
    		2025-03-01 01:29:40.056164
    		1.2 ms
  



  
    		2025-03-01 02:29:42.144812
    		1.3 ms
  



  
    		2025-03-01 03:29:44.165961
    		-1.4 ms
  



  
    		2025-03-01 04:29:46.362784
    		-0.6 ms
  



  
    		2025-03-01 05:29:48.566618
    		-1.1 ms
  



  
    		2025-03-01 06:29:50.629456
    		-0.5 ms
  



  
    		2025-03-01 07:29:52.460413
    		-0.1 ms
  



  
    		2025-03-01 08:29:54.125975
    		-0.3 ms
  



  
    		2025-03-01 09:29:55.865913
    		1.0 ms
  



  
    		2025-03-01 10:29:57.640871
    		-1.1 ms
  



  
    		2025-03-01 11:30:00.287045
    		-0.8 ms
  



  
    		2025-03-01 12:30:01.943913
    		1.0 ms
  



  
    		2025-03-01 13:30:04.977636
    		-0.4 ms
  



  
    		2025-03-01 14:30:08.178631
    		-0.9 ms
  



  
    		2025-03-01 15:30:10.323604
    		1.7 ms
  



  
    		2025-03-01 16:30:12.836492
    		0.4 ms
  



  
    		2025-03-01 17:30:15.105615
    		-0.7 ms
  



  
    		2025-03-01 18:30:18.139933
    		1.2 ms
  



  
    		2025-03-01 19:30:21.420855
    		0.5 ms
  



  
    		2025-03-01 20:30:23.40147
    		-1.8 ms
  



  
    		2025-03-01 21:30:25.577506
    		-0.5 ms
  



  
    		2025-03-01 22:30:27.897737
    		-2.3 ms
  



  
    		2025-03-01 23:30:30.405743
    		-2.1 ms
  



  
    		2025-03-02 00:30:32.583076
    		-1.9 ms
  



  
    		2025-03-02 01:30:34.675225
    		-2.6 ms
  



  
    		2025-03-02 02:30:36.898454
    		-0.9 ms
  



  
    		2025-03-02 03:30:39.083328
    		-1.6 ms
  



  
    		2025-03-02 04:30:40.814799
    		2.7 ms
  



  
    		2025-03-02 05:30:42.797596
    		-0.7 ms
  



  
    		2025-03-02 06:30:45.234314
    		-1.8 ms
  



  
    		2025-03-02 07:30:47.812749
    		0.0 ms
  



  
    		2025-03-02 08:30:49.44015
    		-0.8 ms
  



  
    		2025-03-02 09:30:51.217429
    		-0.3 ms
  



  
    		2025-03-02 10:30:53.696588
    		2.9 ms
  



  
    		2025-03-02 11:30:56.490835
    		1.4 ms
  



  
    		2025-03-02 12:30:58.863824
    		-0.9 ms
  



  
    		2025-03-02 13:31:00.749911
    		1.0 ms
  



  
    		2025-03-02 14:31:03.014128
    		-0.7 ms
  



  
    		2025-03-02 15:31:04.666084
    		1.2 ms
  



  
    		2025-03-02 16:31:07.182964
    		0.6 ms
  



  
    		2025-03-02 17:31:09.450685
    		0.3 ms
  



  
    		2025-03-02 18:31:12.838065
    		1.4 ms
  



  
    		2025-03-02 19:31:15.480198
    		3.4 ms
  



  
    		2025-03-02 20:31:17.779653
    		3.6 ms
  



  
    		2025-03-02 21:31:20.303711
    		-0.7 ms
  



  
    		2025-03-02 22:31:22.69204
    		-0.1 ms
  



  
    		2025-03-02 23:31:24.490619
    		-2.9 ms
  



  
    		2025-03-03 00:31:26.793036
    		-2.4 ms
  



  
    		2025-03-03 01:31:29.010331
    		-1.9 ms
  



  
    		2025-03-03 02:31:31.124067
    		0.3 ms
  



  
    		2025-03-03 03:31:33.33695
    		0.8 ms
  



  
    		2025-03-03 04:31:35.693724
    		-1.4 ms
  



  
    		2025-03-03 05:31:38.074133
    		-0.6 ms
  



  
    		2025-03-03 06:31:40.386103
    		-0.1 ms
  



  
    		2025-03-03 07:31:43.088843
    		1.2 ms
  



  
    		2025-03-03 08:31:46.521408
    		0.2 ms
  



  
    		2025-03-03 09:31:48.141448
    		-0.4 ms
  



  
    		2025-03-03 10:31:49.903908
    		1.0 ms
  



  
    		2025-03-03 11:31:51.745476
    		-0.7 ms
  



  
    		2025-03-03 12:31:54.192242
    		-0.4 ms
  



  
    		2025-03-03 13:31:56.547729
    		-1.6 ms
  



  
    		2025-03-03 14:31:58.177991
    		-0.9 ms
  



  
    		2025-03-03 15:31:59.780412
    		3.3 ms
  



  
    		2025-03-03 16:32:01.59295
    		1.4 ms
  



  
    		2025-03-03 17:32:03.402199
    		1.1 ms
  



  
    		2025-03-03 18:32:05.105612
    		0.0 ms
  



  
    		2025-03-03 19:32:06.717102
    		-2.9 ms
  



  
    		2025-03-03 20:32:08.904813
    		-0.2 ms
  



  
    		2025-03-03 21:32:12.091731
    		0.7 ms
  



  
    		2025-03-03 22:32:14.661028
    		1.6 ms
  



  
    		2025-03-03 23:32:16.377898
    		2.4 ms
  



  
    		2025-03-04 00:32:18.952385
    		-0.9 ms
  



  
    		2025-03-04 01:32:20.756714
    		-0.6 ms
  



  
    		2025-03-04 02:32:22.46361
    		-0.6 ms
  



  
    		2025-03-04 03:32:24.808562
    		-0.9 ms
  



  
    		2025-03-04 04:32:26.73949
    		-0.5 ms
  



  
    		2025-03-04 05:32:28.682189
    		-0.8 ms
  



  
    		2025-03-04 06:32:31.10206
    		1.6 ms
  



  
    		2025-03-04 07:32:33.026341
    		-6.4 ms
  



  
    		2025-03-04 08:32:34.596701
    		-0.6 ms
  



  
    		2025-03-04 09:32:36.306096
    		-0.3 ms
  



  
    		2025-03-04 10:32:37.897186
    		14.8 ms
  



  
    		2025-03-04 11:32:39.90886
    		-0.7 ms
  



  
    		2025-03-04 12:32:41.607556
    		0.2 ms
  



  
    		2025-03-04 13:32:43.908474
    		2.9 ms
  



  
    		2025-03-04 14:32:45.729131
    		1.3 ms
  



  
    		2025-03-04 15:32:47.514089
    		1.7 ms
  



  
    		2025-03-04 16:32:49.131351
    		0.1 ms
  



  
    		2025-03-04 17:32:50.893119
    		-1.1 ms
  



  
    		2025-03-04 18:32:53.024139
    		0.6 ms
  



  
    		2025-03-04 19:32:55.805594
    		-2.4 ms
  



  
    		2025-03-04 20:32:57.486747
    		1.3 ms
  



  
    		2025-03-04 21:33:00.464787
    		1.3 ms
  



  
    		2025-03-04 22:33:02.767759
    		2.0 ms
  



  
    		2025-03-04 23:33:05.144119
    		-0.8 ms
  



  
    		2025-03-05 00:33:07.040572
    		-0.8 ms
  



  
    		2025-03-05 01:33:08.782235
    		-1.4 ms
  



  
    		2025-03-05 02:33:10.909708
    		-0.9 ms
  



  
    		2025-03-05 03:33:12.702847
    		1.1 ms
  



  
    		2025-03-05 04:33:14.486086
    		0.9 ms
  



  
    		2025-03-05 05:33:16.254374
    		-1.1 ms
  



  
    		2025-03-05 06:33:18.288436
    		1.5 ms
  



  
    		2025-03-05 07:33:21.187428
    		-0.7 ms
  



  
    		2025-03-05 08:33:23.245385
    		1.1 ms
  



  
    		2025-03-05 09:33:25.131123
    		1.0 ms
  



  
    		2025-03-05 10:33:26.774237
    		0.0 ms
  



  
    		2025-03-05 11:33:28.644515
    		-0.7 ms
  



  
    		2025-03-05 12:33:30.412462
    		-0.7 ms
  



  
    		2025-03-05 13:33:32.150432
    		-0.5 ms
  



  
    		2025-03-05 14:33:34.065425
    		0.5 ms
  



  
    		2025-03-05 15:33:36.203611
    		0.1 ms
  



  
    		2025-03-05 16:33:38.180172
    		-2.9 ms
  



  
    		2025-03-05 17:33:40.073222
    		0.6 ms
  



  
    		2025-03-05 18:33:42.761035
    		0.7 ms
  



  
    		2025-03-05 19:33:44.721629
    		0.6 ms
  



  
    		2025-03-05 20:33:47.383309
    		0.3 ms
  



  
    		2025-03-05 21:33:49.814878
    		0.8 ms
  



  
    		2025-03-05 22:33:52.613885
    		-1.0 ms
  



  
    		2025-03-05 23:33:54.735946
    		-6.6 ms
  



  
    		2025-03-06 00:33:56.224613
    		-5.7 ms
  



  
    		2025-03-06 01:33:58.203194
    		-0.2 ms
  



  
    		2025-03-06 02:33:59.611405
    		1.8 ms
  



  
    		2025-03-06 03:34:01.279276
    		-1.3 ms
  



  
    		2025-03-06 04:34:02.706182
    		-1.2 ms
  



  
    		2025-03-06 05:34:05.041252
    		-1.3 ms
  



  
    		2025-03-06 06:34:07.411824
    		-1.0 ms
  



  
    		2025-03-06 07:34:10.120665
    		0.2 ms
  



  
    		2025-03-06 08:34:12.280826
    		2.5 ms
  



  
    		2025-03-06 09:34:14.124454
    		1.9 ms
  



  
    		2025-03-06 10:34:16.357861
    		-0.6 ms
  



  
    		2025-03-06 11:34:18.340961
    		-1.0 ms
  



  
    		2025-03-06 12:34:20.61221
    		1.5 ms
  



  
    		2025-03-06 13:34:22.747331
    		1.6 ms
  



  
    		2025-03-06 14:34:24.745055
    		0.7 ms
  



  
    		2025-03-06 15:34:26.421852
    		-0.8 ms
  



  
    		2025-03-06 16:34:28.651392
    		0.9 ms
  



  
    		2025-03-06 17:34:30.768795
    		-0.6 ms
  



  
    		2025-03-06 18:34:33.347177
    		-0.3 ms
  



  
    		2025-03-06 19:34:35.732067
    		-0.9 ms
  



  
    		2025-03-06 20:34:38.110763
    		-2.0 ms
  



  
    		2025-03-06 21:34:40.525818
    		0.3 ms
  



  
    		2025-03-06 22:34:42.611228
    		2.3 ms
  



  
    		2025-03-06 23:34:44.709129
    		2.1 ms
  



  
    		2025-03-07 00:34:46.925464
    		0.3 ms
  



  
    		2025-03-07 01:34:48.885638
    		-0.4 ms
  



  
    		2025-03-07 02:34:50.850209
    		0.4 ms
  



  
    		2025-03-07 03:34:53.324767
    		-1.9 ms
  



  
    		2025-03-07 04:34:54.944614
    		-0.6 ms
  



  
    		2025-03-07 05:34:56.704894
    		2.0 ms
  



  
    		2025-03-07 06:34:58.701856
    		0.4 ms
  



  
    		2025-03-07 07:35:00.119018
    		2.2 ms
  



  
    		2025-03-07 08:35:02.0804
    		0.9 ms
  



  
    		2025-03-07 09:35:04.644696
    		-0.4 ms
  



  
    		2025-03-07 10:35:07.242824
    		-2.1 ms
  



  
    		2025-03-07 11:35:09.237671
    		2.0 ms
  



  
    		2025-03-07 12:35:10.842448
    		3.5 ms
  



  
    		2025-03-07 13:35:13.024104
    		1.2 ms
  



  
    		2025-03-07 14:35:15.527193
    		-0.9 ms
  



  
    		2025-03-07 15:35:17.739749
    		2.6 ms
  



  
    		2025-03-07 16:35:20.872113
    		1.7 ms
  



  
    		2025-03-07 17:35:23.358944
    		0.8 ms
  



  
    		2025-03-07 18:35:24.94331
    		-1.4 ms
  



  
    		2025-03-07 19:35:28.037386
    		0.6 ms
  



  
    		2025-03-07 20:35:30.151647
    		3.4 ms
  



  
    		2025-03-07 21:35:32.573674
    		-0.8 ms
  



  
    		2025-03-07 22:35:34.630074
    		-0.2 ms
  



  
    		2025-03-07 23:35:36.272849
    		1.6 ms
  



  
    		2025-03-08 00:35:38.609246
    		-0.9 ms
  



  
    		2025-03-08 01:35:40.926187
    		-1.4 ms
  



  
    		2025-03-08 02:35:42.63998
    		-0.3 ms
  



  
    		2025-03-08 03:35:44.671469
    		-2.3 ms
  



  
    		2025-03-08 04:35:46.874439
    		-4.5 ms
  



  
    		2025-03-08 05:35:48.365741
    		-3.3 ms
  



  
    		2025-03-08 06:37:04.155933
    		-0.1 ms
  



  
    		2025-03-08 07:37:06.501034
    		2.6 ms
  



  
    		2025-03-08 08:37:09.142819
    		1.4 ms
  



  
    		2025-03-08 09:37:13.363074
    		1.1 ms
  



  
    		2025-03-08 10:37:16.660181
    		1.5 ms
  



  
    		2025-03-08 11:37:18.596751
    		1.2 ms
  



  
    		2025-03-08 12:37:21.962272
    		0.3 ms
  



  
    		2025-03-08 13:37:26.263263
    		1.2 ms
  



  
    		2025-03-08 14:37:30.190336
    		-0.6 ms
  



  
    		2025-03-08 15:37:33.289811
    		1.7 ms
  



  
    		2025-03-08 16:37:36.40238
    		-0.8 ms
  



  
    		2025-03-08 17:37:39.098271
    		1.5 ms
  



  
    		2025-03-08 18:37:40.830629
    		-0.5 ms
  



  
    		2025-03-08 19:37:43.624678
    		1.1 ms
  



  
    		2025-03-08 20:37:45.677813
    		0.7 ms
  



  
    		2025-03-08 21:37:48.327034
    		-1.2 ms
  



  
    		2025-03-08 22:37:50.958006
    		-0.1 ms
  



  
    		2025-03-08 23:37:53.482592
    		-0.4 ms
  



  
    		2025-03-09 00:37:55.268017
    		-2.0 ms
  



  
    		2025-03-09 01:37:57.558308
    		0.9 ms
  



  
    		2025-03-09 02:38:00.165652
    		-0.5 ms
  



  
    		2025-03-09 03:38:01.97828
    		-1.7 ms
  



  
    		2025-03-09 04:38:04.265771
    		-1.2 ms
  



  
    		2025-03-09 05:38:06.405445
    		1.6 ms
  



  
    		2025-03-09 06:38:08.617002
    		-0.5 ms
  



  
    		2025-03-09 07:38:10.354818
    		0.0 ms
  



  
    		2025-03-09 08:38:12.767111
    		0.6 ms
  



  
    		2025-03-09 09:38:15.074418
    		-0.2 ms
  



  
    		2025-03-09 10:38:16.694402
    		-1.4 ms
  



  
    		2025-03-09 11:38:19.735473
    		0.1 ms
  



  
    		2025-03-09 12:38:21.911026
    		-2.4 ms
  



  
    		2025-03-09 13:38:25.539169
    		1.6 ms
  



  
    		2025-03-09 14:38:28.042026
    		-1.2 ms
  



  
    		2025-03-09 15:38:29.904784
    		0.0 ms
  



  
    		2025-03-09 16:38:33.292694
    		-0.2 ms
  



  
    		2025-03-09 17:38:34.925875
    		-0.7 ms
  



  
    		2025-03-09 18:38:36.934466
    		3.7 ms
  



  
    		2025-03-09 19:38:40.626462
    		-1.5 ms
  



  
    		2025-03-09 20:38:43.357347
    		1.5 ms
  



  
    		2025-03-09 21:38:45.184202
    		-0.5 ms
  



  
    		2025-03-09 22:38:47.608266
    		-2.0 ms
  



  
    		2025-03-09 23:38:50.556022
    		-2.7 ms
  



  
    		2025-03-10 00:38:53.60157
    		0.9 ms
  



  
    		2025-03-10 01:38:56.487432
    		0.3 ms
  



  
    		2025-03-10 02:38:58.762101
    		-2.6 ms
  



  
    		2025-03-10 03:39:01.611788
    		0.8 ms
  



  
    		2025-03-10 04:39:03.939408
    		-0.3 ms
  



  
    		2025-03-10 05:39:06.114121
    		-1.1 ms
  



  
    		2025-03-10 06:39:08.59335
    		-0.1 ms
  



  
    		2025-03-10 07:39:10.403817
    		2.4 ms
  



  
    		2025-03-10 08:39:12.118169
    		3.1 ms
  



  
    		2025-03-10 09:39:14.025438
    		1.7 ms
  



  
    		2025-03-10 10:39:15.599745
    		8.3 ms
  



  
    		2025-03-10 11:39:17.232019
    		0.7 ms
  



  
    		2025-03-10 12:39:18.976968
    		2.4 ms
  



  
    		2025-03-10 13:39:20.67204
    		2.5 ms
  



  
    		2025-03-10 14:39:22.718875
    		1.8 ms
  



  
    		2025-03-10 15:39:24.84464
    		4.6 ms
  



  
    		2025-03-10 16:39:26.441276
    		3.3 ms
  



  
    		2025-03-10 17:39:28.13944
    		1.9 ms
  



  
    		2025-03-10 18:39:30.194408
    		1.6 ms
  



  
    		2025-03-10 19:39:32.91182
    		0.9 ms
  



  
    		2025-03-10 20:39:35.760236
    		1.1 ms
  



  
    		2025-03-10 21:39:37.979111
    		1.2 ms
  



  
    		2025-03-10 22:39:40.067424
    		0.6 ms
  



  
    		2025-03-10 23:39:41.987588
    		0.3 ms
  



  
    		2025-03-11 00:39:44.43957
    		-3.4 ms
  



  
    		2025-03-11 01:39:46.726689
    		1.3 ms
  



  
    		2025-03-11 02:39:49.06776
    		2.1 ms
  



  
    		2025-03-11 03:39:51.528741
    		1.7 ms
  



  
    		2025-03-11 04:39:53.697148
    		1.6 ms
  



  
    		2025-03-11 05:39:56.044023
    		2.3 ms
  



  
    		2025-03-11 06:39:58.316622
    		1.7 ms
  



  
    		2025-03-11 07:39:59.90586
    		2.1 ms
  



  
    		2025-03-11 08:40:01.768071
    		2.0 ms
  



  
    		2025-03-11 09:40:03.429782
    		2.5 ms
  



  
    		2025-03-11 10:40:05.612948
    		2.7 ms
  



  
    		2025-03-11 11:40:07.878495
    		1.8 ms
  



  
    		2025-03-11 12:40:10.533146
    		4.3 ms
  



  
    		2025-03-11 13:40:12.103656
    		1.2 ms
  



  
    		2025-03-11 14:40:14.81636
    		1.3 ms
  



  
    		2025-03-11 15:40:17.64861
    		3.0 ms
  



  
    		2025-03-11 16:40:19.514567
    		5.5 ms
  



  
    		2025-03-11 17:40:21.463146
    		-0.2 ms
  



  
    		2025-03-11 18:40:23.89072
    		0.6 ms
  



  
    		2025-03-11 19:40:26.733548
    		-1.1 ms
  



  
    		2025-03-11 20:40:29.066386
    		2.0 ms
  



  
    		2025-03-11 21:40:31.336856
    		-0.5 ms
  



  
    		2025-03-11 22:40:34.039084
    		-1.3 ms
  



  
    		2025-03-11 23:40:36.164397
    		-1.5 ms
  



  
    		2025-03-12 00:40:37.785657
    		-2.4 ms
  



  
    		2025-03-12 01:40:39.477029
    		-2.3 ms
  



  
    		2025-03-12 02:40:41.302244
    		-0.5 ms
  



  
    		2025-03-12 03:40:43.249122
    		-1.3 ms
  



  
    		2025-03-12 04:40:45.331467
    		-1.6 ms
  



  
    		2025-03-12 05:40:47.487294
    		-0.2 ms
  



  
    		2025-03-12 06:40:49.97542
    		-1.2 ms
  



  
    		2025-03-12 07:40:51.895865
    		2.2 ms
  



  
    		2025-03-12 08:40:54.36068
    		-1.2 ms
  



  
    		2025-03-12 09:40:55.970522
    		0.4 ms
  



  
    		2025-03-12 10:40:58.088576
    		2.0 ms
  



  
    		2025-03-12 11:40:59.566503
    		0.7 ms
  



  
    		2025-03-12 12:41:00.913182
    		2.8 ms
  



  
    		2025-03-12 13:41:02.447449
    		0.6 ms
  



  
    		2025-03-12 14:41:04.703569
    		0.5 ms
  



  
    		2025-03-12 15:41:06.284269
    		-0.6 ms
  



  
    		2025-03-12 16:41:07.930126
    		1.1 ms
  



  
    		2025-03-12 17:41:10.550571
    		0.4 ms
  



  
    		2025-03-12 18:41:13.087189
    		-2.4 ms
  



  
    		2025-03-12 19:41:15.719931
    		6.8 ms
  



  
    		2025-03-12 20:41:17.715937
    		7.8 ms
  



  
    		2025-03-12 21:41:20.884529
    		-1.3 ms
  



  
    		2025-03-12 22:41:22.692919
    		-1.3 ms
  



  
    		2025-03-12 23:41:24.687918
    		0.4 ms
  



  
    		2025-03-13 00:41:26.775504
    		-0.6 ms
  



  
    		2025-03-13 01:41:29.009097
    		-1.1 ms
  



  
    		2025-03-13 02:41:30.917785
    		-2.6 ms
  



  
    		2025-03-13 03:41:33.030219
    		0.2 ms
  



  
    		2025-03-13 04:41:34.934118
    		-1.4 ms
  



  
    		2025-03-13 05:41:36.901985
    		-0.3 ms
  



  
    		2025-03-13 06:41:39.242886
    		0.4 ms
  



  
    		2025-03-13 07:41:41.812142
    		1.8 ms
  



  
    		2025-03-13 08:41:44.838215
    		-0.5 ms
  



  
    		2025-03-13 09:41:47.222795
    		5.0 ms
  



  
    		2025-03-13 10:41:49.007131
    		1.5 ms
  



  
    		2025-03-13 11:41:51.288625
    		-0.3 ms
  



  
    		2025-03-13 12:41:52.991512
    		1.2 ms
  



  
    		2025-03-13 13:41:55.475196
    		2.0 ms
  



  
    		2025-03-13 14:41:57.249733
    		0.9 ms
  



  
    		2025-03-13 15:41:59.692796
    		0.7 ms
  



  
    		2025-03-13 16:42:01.579841
    		-0.4 ms
  



  
    		2025-03-13 17:42:03.490979
    		-0.7 ms
  



  
    		2025-03-13 18:42:06.168782
    		-1.7 ms
  



  
    		2025-03-13 19:42:08.163802
    		0.9 ms
  



  
    		2025-03-13 20:42:11.053579
    		-0.3 ms
  



  
    		2025-03-13 21:42:13.052234
    		-2.8 ms
  



  
    		2025-03-13 22:42:14.674089
    		-3.4 ms
  



  
    		2025-03-13 23:42:16.117714
    		-0.1 ms
  



  
    		2025-03-14 00:42:18.680329
    		-2.0 ms
  



  
    		2025-03-14 01:42:20.593286
    		-1.1 ms
  



  
    		2025-03-14 02:42:22.413266
    		1.3 ms
  



  
    		2025-03-14 03:42:24.063338
    		1.8 ms
  



  
    		2025-03-14 04:42:26.063267
    		2.3 ms
  



  
    		2025-03-14 05:42:27.777063
    		1.6 ms
  



  
    		2025-03-14 06:42:29.483027
    		0.9 ms
  



  
    		2025-03-14 07:42:31.775128
    		1.8 ms
  



  
    		2025-03-14 08:42:34.172392
    		0.3 ms
  



  
    		2025-03-14 09:42:36.54435
    		3.2 ms
  



  
    		2025-03-14 10:42:38.107482
    		-1.1 ms
  



  
    		2025-03-14 11:42:39.645494
    		5.5 ms
  



  
    		2025-03-14 12:42:41.177497
    		6.7 ms
  



  
    		2025-03-14 13:42:43.660966
    		1.7 ms
  



  
    		2025-03-14 14:42:45.569598
    		-0.1 ms
  



  
    		2025-03-14 15:42:47.374238
    		1.8 ms
  



  
    		2025-03-14 16:42:49.17644
    		-0.4 ms
  



  
    		2025-03-14 17:42:51.067535
    		0.8 ms
  



  
    		2025-03-14 18:42:53.838743
    		0.7 ms
  



  
    		2025-03-14 19:42:55.889744
    		0.0 ms
  



  
    		2025-03-14 20:42:58.549382
    		-0.4 ms
  



  
    		2025-03-14 21:43:00.836722
    		-1.7 ms
  



  
    		2025-03-14 22:43:03.554475
    		0.5 ms
  



  
    		2025-03-14 23:43:05.519135
    		-1.3 ms
  



  
    		2025-03-15 00:43:07.538204
    		-2.6 ms
  



  
    		2025-03-15 01:43:09.340629
    		-2.2 ms
  



  
    		2025-03-15 02:43:11.676426
    		-1.3 ms
  



  
    		2025-03-15 03:43:14.08511
    		0.3 ms
  



  
    		2025-03-15 04:43:16.518905
    		-1.3 ms
  



  
    		2025-03-15 05:43:18.627602
    		-1.1 ms
  



  
    		2025-03-15 06:43:20.632079
    		-0.3 ms
  



  
    		2025-03-15 07:43:23.54191
    		-2.3 ms
  



  
    		2025-03-15 08:43:26.183101
    		1.3 ms
  



  
    		2025-03-15 09:43:27.799872
    		0.7 ms
  



  
    		2025-03-15 10:43:29.801601
    		-1.2 ms
  



  
    		2025-03-15 11:43:31.893882
    		0.1 ms
  



  
    		2025-03-15 12:43:33.945475
    		0.8 ms
  



  
    		2025-03-15 13:43:36.152084
    		0.0 ms
  



  
    		2025-03-15 14:43:37.811236
    		1.1 ms
  



  
    		2025-03-15 15:43:39.918345
    		2.2 ms
  



  
    		2025-03-15 16:43:41.504219
    		-0.3 ms
  



  
    		2025-03-15 17:43:43.933234
    		-0.8 ms
  



  
    		2025-03-15 18:43:46.412452
    		-2.8 ms
  



  
    		2025-03-15 19:43:48.60599
    		-1.7 ms
  



  
    		2025-03-15 20:43:51.246315
    		-1.1 ms
  



  
    		2025-03-15 21:43:53.278886
    		-1.6 ms
  



  
    		2025-03-15 22:43:55.14543
    		-1.5 ms
  



  
    		2025-03-15 23:43:57.512793
    		-2.0 ms
  



  
    		2025-03-16 00:44:00.001933
    		-1.8 ms
  



  
    		2025-03-16 01:44:02.140038
    		0.5 ms
  



  
    		2025-03-16 02:44:04.159381
    		-1.9 ms
  



  
    		2025-03-16 03:44:06.410099
    		1.0 ms
  



  
    		2025-03-16 04:44:08.944795
    		-0.9 ms
  



  
    		2025-03-16 05:44:11.181214
    		0.2 ms
  



  
    		2025-03-16 06:44:13.247349
    		1.7 ms
  



  
    		2025-03-16 07:44:15.85041
    		0.9 ms
  



  
    		2025-03-16 08:44:17.398162
    		0.0 ms
  



  
    		2025-03-16 09:44:20.311557
    		-0.6 ms
  



  
    		2025-03-16 10:44:21.72272
    		1.1 ms
  



  
    		2025-03-16 11:44:23.280334
    		-0.9 ms
  



  
    		2025-03-16 12:44:25.102891
    		-1.0 ms
  



  
    		2025-03-16 13:44:28.522911
    		-0.2 ms
  



  
    		2025-03-16 14:44:30.157159
    		1.6 ms
  



  
    		2025-03-16 15:44:32.884287
    		-1.9 ms
  



  
    		2025-03-16 16:44:36.350986
    		-3.3 ms
  



  
    		2025-03-16 17:44:38.825903
    		-2.8 ms
  



  
    		2025-03-16 18:44:41.610498
    		-0.6 ms
  



  
    		2025-03-16 19:44:43.938884
    		0.5 ms
  



  
    		2025-03-16 20:44:45.892581
    		-0.6 ms
  



  
    		2025-03-16 21:44:48.586474
    		-0.2 ms
  



  
    		2025-03-16 22:44:50.125889
    		-2.6 ms
  



  
    		2025-03-16 23:44:52.00766
    		-1.3 ms
  



  
    		2025-03-17 00:44:54.485835
    		1.0 ms
  



  
    		2025-03-17 01:44:57.076972
    		1.3 ms
  



  
    		2025-03-17 02:44:59.246301
    		-1.0 ms
  



  
    		2025-03-17 03:45:01.022976
    		-1.2 ms
  



  
    		2025-03-17 04:45:03.589454
    		-0.5 ms
  



  
    		2025-03-17 05:45:05.752495
    		2.2 ms
  



  
    		2025-03-17 06:45:08.173259
    		1.6 ms
  



  
    		2025-03-17 07:45:10.778563
    		1.5 ms
  



  
    		2025-03-17 08:45:12.733219
    		-0.9 ms
  



  
    		2025-03-17 09:45:14.418157
    		1.4 ms
  



  
    		2025-03-17 10:45:16.177241
    		-0.4 ms
  



  
    		2025-03-17 11:45:17.565963
    		1.7 ms
  



  
    		2025-03-17 12:45:19.190194
    		0.2 ms
  



  
    		2025-03-17 13:45:20.815833
    		-0.4 ms
  



  
    		2025-03-17 14:45:22.409067
    		0.9 ms
  



  
    		2025-03-17 15:45:24.042472
    		-0.1 ms
  



  
    		2025-03-17 16:45:25.77267
    		-2.4 ms
  



  
    		2025-03-17 17:45:28.518064
    		0.1 ms
  



  
    		2025-03-17 18:45:30.98772
    		2.7 ms
  



  
    		2025-03-17 19:45:32.544167
    		-0.8 ms
  



  
    		2025-03-17 20:45:34.868535
    		-1.6 ms
  



  
    		2025-03-17 21:45:36.561827
    		-0.6 ms
  



  
    		2025-03-17 22:45:38.553035
    		-0.7 ms
  



  
    		2025-03-17 23:45:40.950025
    		-0.4 ms
  



  
    		2025-03-18 00:45:42.927301
    		-1.1 ms
  



  
    		2025-03-18 01:45:45.227383
    		-1.2 ms
  



  
    		2025-03-18 02:45:47.631583
    		-0.1 ms
  



  
    		2025-03-18 03:45:50.722794
    		1.3 ms
  



  
    		2025-03-18 04:45:52.664349
    		-0.2 ms
  



  
    		2025-03-18 05:45:55.129576
    		-0.4 ms
  



  
    		2025-03-18 06:45:57.361894
    		0.5 ms
  



  
    		2025-03-18 07:45:59.317001
    		-0.8 ms
  



  
    		2025-03-18 08:46:01.734134
    		3.2 ms
  



  
    		2025-03-18 09:46:04.040294
    		0.5 ms
  



  
    		2025-03-18 10:46:06.637804
    		2.9 ms
  



  
    		2025-03-18 11:46:08.654342
    		1.8 ms
  



  
    		2025-03-18 12:46:10.344713
    		-0.7 ms
  



  
    		2025-03-18 13:46:11.783204
    		-0.3 ms
  



  
    		2025-03-18 14:46:13.494768
    		0.3 ms
  



  
    		2025-03-18 15:46:16.025729
    		-0.1 ms
  



  
    		2025-03-18 16:46:17.724066
    		-0.6 ms
  



  
    		2025-03-18 17:46:21.097912
    		-6.4 ms
  



  
    		2025-03-18 18:46:23.394513
    		0.8 ms
  



  
    		2025-03-18 19:46:25.097503
    		-0.7 ms
  



  
    		2025-03-18 20:46:28.080338
    		0.1 ms
  



  
    		2025-03-18 21:46:30.993771
    		1.4 ms
  



  
    		2025-03-18 22:46:32.848144
    		0.0 ms
  



  
    		2025-03-18 23:46:34.501362
    		-2.6 ms
  



  
    		2025-03-19 00:46:36.264993
    		0.2 ms
  



  
    		2025-03-19 01:46:37.818544
    		-1.7 ms
  



  
    		2025-03-19 02:46:39.698614
    		-1.2 ms
  



  
    		2025-03-19 03:46:41.841217
    		-0.2 ms
  



  
    		2025-03-19 04:46:43.846244
    		-0.9 ms
  



  
    		2025-03-19 05:46:45.784441
    		2.0 ms
  



  
    		2025-03-19 06:46:48.327205
    		-0.7 ms
  



  
    		2025-03-19 07:46:50.126003
    		3.8 ms
  



  
    		2025-03-19 08:46:51.978871
    		4.9 ms
  



  
    		2025-03-19 09:46:53.938522
    		5.6 ms
  



  
    		2025-03-19 10:46:55.542726
    		-0.1 ms
  



  
    		2025-03-19 11:46:58.045224
    		-1.3 ms
  



  
    		2025-03-19 12:47:01.041738
    		0.6 ms
  



  
    		2025-03-19 13:47:03.044643
    		1.1 ms
  



  
    		2025-03-19 14:47:04.842523
    		0.1 ms
  



  
    		2025-03-19 15:47:06.333199
    		1.1 ms
  



  
    		2025-03-19 16:47:08.957875
    		1.9 ms
  



  
    		2025-03-19 17:47:10.575523
    		1.2 ms
  



  
    		2025-03-19 18:47:13.298377
    		-0.3 ms
  



  
    		2025-03-19 19:47:16.053745
    		0.2 ms
  



  
    		2025-03-19 20:47:18.314337
    		-0.8 ms
  



  
    		2025-03-19 21:47:20.072058
    		-1.9 ms
  



  
    		2025-03-19 22:47:21.586702
    		-2.1 ms
  



  
    		2025-03-19 23:47:24.294657
    		-0.7 ms
  



  
    		2025-03-20 00:47:27.335353
    		-0.4 ms
  



  
    		2025-03-20 01:47:29.584207
    		-0.1 ms
  



  
    		2025-03-20 02:47:31.51554
    		-0.4 ms
  



  
    		2025-03-20 03:47:34.073209
    		-0.4 ms
  



  
    		2025-03-20 04:47:36.236787
    		-1.6 ms
  



  
    		2025-03-20 05:47:38.724477
    		0.8 ms
  



  
    		2025-03-20 06:47:41.049426
    		1.5 ms
  



  
    		2025-03-20 07:47:43.181704
    		0.4 ms
  



  
    		2025-03-20 08:47:45.628335
    		0.6 ms
  



  
    		2025-03-20 09:47:47.702161
    		1.9 ms
  



  
    		2025-03-20 10:47:49.815495
    		0.9 ms
  



  
    		2025-03-20 11:47:51.623852
    		0.6 ms
  



  
    		2025-03-20 12:47:53.554726
    		0.8 ms
  



  
    		2025-03-20 13:47:55.293872
    		-1.2 ms
  



  
    		2025-03-20 14:47:57.216718
    		-1.3 ms
  



  
    		2025-03-20 15:47:59.080958
    		-1.7 ms
  



  
    		2025-03-20 16:48:01.164628
    		3.0 ms
  



  
    		2025-03-20 17:48:03.432746
    		2.3 ms
  



  
    		2025-03-20 18:48:06.274221
    		0.3 ms
  



  
    		2025-03-20 19:48:09.094793
    		1.5 ms
  



  
    		2025-03-20 20:48:11.566837
    		1.0 ms
  



  
    		2025-03-20 21:48:14.844759
    		-1.5 ms
  



  
    		2025-03-20 22:48:17.188312
    		-0.9 ms
  



  
    		2025-03-20 23:48:19.166164
    		-0.3 ms
  



  
    		2025-03-21 00:48:20.987536
    		-1.5 ms
  



  
    		2025-03-21 01:48:23.018629
    		-0.8 ms
  



  
    		2025-03-21 02:48:25.340693
    		-0.1 ms
  



  
    		2025-03-21 03:48:27.90487
    		-0.8 ms
  



  
    		2025-03-21 04:48:30.712391
    		-1.3 ms
  



  
    		2025-03-21 05:48:32.997143
    		-0.1 ms
  



  
    		2025-03-21 06:48:35.544319
    		-2.1 ms
  



  
    		2025-03-21 07:48:37.310196
    		0.4 ms
  



  
    		2025-03-21 08:48:39.000997
    		0.4 ms
  



  
    		2025-03-21 09:48:40.880318
    		1.8 ms
  



  
    		2025-03-21 10:48:43.142653
    		4.0 ms
  



  
    		2025-03-21 11:48:44.766508
    		-1.1 ms
  



  
    		2025-03-21 12:48:46.272073
    		1.7 ms
  



  
    		2025-03-21 13:48:47.799991
    		0.3 ms
  



  
    		2025-03-21 14:48:49.690378
    		-0.3 ms
  



  
    		2025-03-21 15:48:51.504785
    		0.2 ms
  



  
    		2025-03-21 16:48:53.173988
    		-0.6 ms
  



  
    		2025-03-21 17:48:54.688092
    		0.7 ms
  



  
    		2025-03-21 18:48:56.309526
    		-0.9 ms
  



  
    		2025-03-21 19:48:59.381624
    		-0.7 ms
  



  
    		2025-03-21 20:49:01.409273
    		-0.7 ms
  



  
    		2025-03-21 21:49:03.584544
    		-2.2 ms
  



  
    		2025-03-21 22:49:05.227645
    		0.1 ms
  



  
    		2025-03-21 23:49:07.235411
    		-1.3 ms
  



  
    		2025-03-22 00:49:09.047867
    		-2.3 ms
  



  
    		2025-03-22 01:49:11.434197
    		-1.1 ms
  



  
    		2025-03-22 02:49:13.455848
    		-1.7 ms
  



  
    		2025-03-22 03:49:16.292532
    		-1.4 ms
  



  
    		2025-03-22 04:49:18.481093
    		0.6 ms
  



  
    		2025-03-22 05:49:20.687563
    		-2.0 ms
  



  
    		2025-03-22 06:49:23.327831
    		0.6 ms
  



  
    		2025-03-22 07:49:26.041263
    		2.0 ms
  



  
    		2025-03-22 08:49:28.136743
    		1.5 ms
  



  
    		2025-03-22 09:49:30.770793
    		1.5 ms
  



  
    		2025-03-22 10:49:32.359465
    		3.0 ms
  



  
    		2025-03-22 11:49:34.194616
    		2.2 ms
  



  
    		2025-03-22 12:49:36.163472
    		0.6 ms
  



  
    		2025-03-22 13:49:38.915673
    		0.9 ms
  



  
    		2025-03-22 14:49:40.955952
    		-1.5 ms
  



  
    		2025-03-22 15:49:43.049224
    		1.1 ms
  



  
    		2025-03-22 16:49:45.21724
    		0.3 ms
  



  
    		2025-03-22 17:49:47.317794
    		-0.6 ms
  



  
    		2025-03-22 18:49:49.586405
    		0.4 ms
  



  
    		2025-03-22 19:49:51.149546
    		0.2 ms
  



  
    		2025-03-22 20:49:53.73975
    		-0.8 ms
  



  
    		2025-03-22 21:49:55.745335
    		1.0 ms
  



  
    		2025-03-22 22:49:57.712665
    		-1.6 ms
  



  
    		2025-03-22 23:49:59.679408
    		0.1 ms
  



  
    		2025-03-23 00:50:01.892167
    		0.6 ms
  



  
    		2025-03-23 01:50:03.715755
    		1.1 ms
  



  
    		2025-03-23 02:50:05.94672
    		1.3 ms
  



  
    		2025-03-23 03:50:07.687435
    		-1.0 ms
  



  
    		2025-03-23 04:50:09.971577
    		-0.4 ms
  



  
    		2025-03-23 05:50:11.761516
    		-0.2 ms
  



  
    		2025-03-23 06:50:14.073089
    		1.3 ms
  



  
    		2025-03-23 07:50:16.099487
    		-0.2 ms
  



  
    		2025-03-23 08:50:18.71644
    		-0.3 ms
  



  
    		2025-03-23 09:50:21.045685
    		0.1 ms
  



  
    		2025-03-23 10:50:23.040172
    		-0.1 ms
  



  
    		2025-03-23 11:50:25.301652
    		1.4 ms
  



  
    		2025-03-23 12:50:27.839938
    		-1.5 ms
  



  
    		2025-03-23 13:50:29.720117
    		0.8 ms
  



  
    		2025-03-23 14:50:31.280484
    		-1.6 ms
  



  
    		2025-03-23 15:50:32.959271
    		0.1 ms
  



  
    		2025-03-23 16:50:34.528824
    		0.5 ms
  



  
    		2025-03-23 17:50:37.066194
    		0.0 ms
  



  
    		2025-03-23 18:50:39.845724
    		-0.9 ms
  



  
    		2025-03-23 19:50:42.366833
    		-0.8 ms
  



  
    		2025-03-23 20:50:45.501817
    		1.9 ms
  



  
    		2025-03-23 21:50:48.45371
    		1.1 ms
  



  
    		2025-03-23 22:50:50.666665
    		-0.2 ms
  



  
    		2025-03-23 23:50:52.911591
    		1.5 ms
  



  
    		2025-03-24 00:50:54.910672
    		-1.8 ms
  



  
    		2025-03-24 01:50:57.364213
    		-1.7 ms
  



  
    		2025-03-24 02:51:00.000287
    		1.2 ms
  



  
    		2025-03-24 03:51:02.374159
    		-1.2 ms
  



  
    		2025-03-24 04:51:04.609252
    		2.3 ms
  



  
    		2025-03-24 05:51:06.619946
    		-0.5 ms
  



  
    		2025-03-24 06:51:08.626766
    		0.0 ms
  



  
    		2025-03-24 07:51:11.119196
    		-1.2 ms
  



  
    		2025-03-24 08:51:12.864025
    		2.2 ms
  



  
    		2025-03-24 09:51:14.51465
    		0.3 ms
  



  
    		2025-03-24 10:51:16.036257
    		-0.4 ms
  



  
    		2025-03-24 11:51:18.004727
    		-0.7 ms
  



  
    		2025-03-24 12:51:19.905517
    		1.4 ms
  



  
    		2025-03-24 13:51:22.345827
    		1.3 ms
  



  
    		2025-03-24 14:51:23.789083
    		1.5 ms
  



  
    		2025-03-24 15:51:25.656967
    		3.3 ms
  



  
    		2025-03-24 16:51:28.79027
    		2.1 ms
  



  
    		2025-03-24 17:51:31.345309
    		0.0 ms
  



  
    		2025-03-24 18:51:34.089485
    		-0.2 ms
  



  
    		2025-03-24 19:51:36.152889
    		-0.5 ms
  



  
    		2025-03-24 20:51:38.702329
    		-1.2 ms
  



  
    		2025-03-24 21:51:41.538262
    		0.7 ms
  



  
    		2025-03-24 22:51:43.770558
    		-0.1 ms
  



  
    		2025-03-24 23:51:46.555353
    		-1.8 ms
  



  
    		2025-03-25 00:51:48.459403
    		-0.5 ms
  



  
    		2025-03-25 01:51:50.62232
    		0.4 ms
  



  
    		2025-03-25 02:51:52.8151
    		-0.4 ms
  



  
    		2025-03-25 03:51:55.04783
    		-0.8 ms
  



  
    		2025-03-25 04:51:57.693937
    		0.7 ms
  



  
    		2025-03-25 05:51:59.77199
    		-0.6 ms
  



  
    		2025-03-25 06:52:01.92523
    		-0.1 ms
  



  
    		2025-03-25 07:52:04.533692
    		1.3 ms
  



  
    		2025-03-25 08:52:06.073791
    		-1.0 ms
  



  
    		2025-03-25 09:52:07.706234
    		-0.4 ms
  



  
    		2025-03-25 10:52:09.245567
    		1.6 ms
  



  
    		2025-03-25 11:52:10.911985
    		-1.0 ms
  



  
    		2025-03-25 12:52:14.422714
    		-2.6 ms
  



  
    		2025-03-25 13:52:16.390296
    		-1.4 ms
  



  
    		2025-03-25 14:52:18.01085
    		5.0 ms
  



  
    		2025-03-25 15:52:19.695118
    		-0.6 ms
  



  
    		2025-03-25 16:52:21.41677
    		-0.9 ms
  



  
    		2025-03-25 17:52:22.936165
    		-2.2 ms
  



  
    		2025-03-25 18:52:26.003061
    		-0.1 ms
  



  
    		2025-03-25 19:52:28.23008
    		0.1 ms
  



  
    		2025-03-25 20:52:31.017734
    		0.0 ms
  



  
    		2025-03-25 21:52:33.787456
    		0.5 ms
  



  
    		2025-03-25 22:52:35.710545
    		-1.1 ms
  



  
    		2025-03-25 23:52:37.294547
    		-4.0 ms
  



  
    		2025-03-26 00:52:39.452705
    		-1.0 ms
  



  
    		2025-03-26 01:52:41.749436
    		-0.5 ms
  



  
    		2025-03-26 02:52:43.926794
    		-1.5 ms
  



  
    		2025-03-26 03:52:45.937414
    		0.7 ms
  



  
    		2025-03-26 04:52:47.957483
    		0.8 ms
  



  
    		2025-03-26 05:52:50.475633
    		-2.4 ms
  



  
    		2025-03-26 06:52:53.341312
    		-2.0 ms
  



  
    		2025-03-26 07:52:54.884731
    		1.6 ms
  



  
    		2025-03-26 08:52:57.157296
    		-0.1 ms
  



  
    		2025-03-26 09:52:59.63917
    		-0.6 ms
  



  
    		2025-03-26 10:53:01.252594
    		0.2 ms
  



  
    		2025-03-26 11:53:03.031443
    		1.6 ms
  



  
    		2025-03-26 12:53:04.680667
    		2.3 ms
  



  
    		2025-03-26 13:53:06.104878
    		1.6 ms
  



  
    		2025-03-26 14:53:08.41108
    		-5.3 ms
  



  
    		2025-03-26 15:53:09.910177
    		1.8 ms
  



  
    		2025-03-26 16:53:11.560848
    		2.4 ms
  



  
    		2025-03-26 17:53:13.682026
    		0.6 ms
  



  
    		2025-03-26 18:53:15.720037
    		2.5 ms
  



  
    		2025-03-26 19:53:18.277063
    		-0.1 ms
  



  
    		2025-03-26 20:53:20.430944
    		-2.4 ms
  



  
    		2025-03-26 21:53:22.606639
    		-0.9 ms
  



  
    		2025-03-26 22:53:24.371706
    		-5.7 ms
  



  
    		2025-03-26 23:53:26.471363
    		-5.2 ms
  



  
    		2025-03-27 00:53:28.600898
    		2.4 ms
  



  
    		2025-03-27 01:53:31.107994
    		2.0 ms
  



  
    		2025-03-27 02:53:33.665146
    		2.1 ms
  



  
    		2025-03-27 03:53:35.483236
    		0.9 ms
  



  
    		2025-03-27 04:53:37.356148
    		-4.0 ms
  



  
    		2025-03-27 05:53:39.385185
    		-2.8 ms
  



  
    		2025-03-27 06:53:41.774019
    		1.3 ms
  



  
    		2025-03-27 07:53:43.846978
    		-0.9 ms
  



  
    		2025-03-27 08:53:45.473164
    		1.0 ms
  



  
    		2025-03-27 09:53:47.800626
    		-1.5 ms
  



  
    		2025-03-27 10:53:49.45423
    		5.5 ms
  



  
    		2025-03-27 11:53:51.297363
    		1.5 ms
  



  
    		2025-03-27 12:53:53.169881
    		0.0 ms
  



  
    		2025-03-27 13:53:55.319737
    		1.1 ms
  



  
    		2025-03-27 14:53:57.048433
    		1.5 ms
  



  
    		2025-03-27 15:53:58.752315
    		1.5 ms
  



  
    		2025-03-27 16:54:00.243731
    		1.0 ms
  



  
    		2025-03-27 17:54:01.947926
    		1.1 ms
  



  
    		2025-03-27 18:54:04.244509
    		-1.7 ms
  



  
    		2025-03-27 19:54:06.227635
    		-2.2 ms
  



  
    		2025-03-27 20:54:09.035965
    		-1.0 ms
  



  
    		2025-03-27 21:54:11.564987
    		-4.0 ms
  



  
    		2025-03-27 22:54:13.378486
    		-5.5 ms
  



  
    		2025-03-27 23:54:15.891069
    		-0.9 ms
  



  
    		2025-03-28 00:54:17.66385
    		-1.6 ms
  



  
    		2025-03-28 01:54:19.854713
    		-1.8 ms
  



  
    		2025-03-28 02:54:21.913364
    		-1.3 ms
  



  
    		2025-03-28 03:54:24.287443
    		-3.0 ms
  



  
    		2025-03-28 04:54:26.226287
    		1.6 ms
  



  
    		2025-03-28 05:54:28.643772
    		1.6 ms
  



  
    		2025-03-28 06:54:31.321185
    		4.6 ms
  



  
    		2025-03-28 07:54:34.302738
    		4.0 ms
  



  
    		2025-03-28 08:54:36.452177
    		2.4 ms
  



  
    		2025-03-28 09:54:38.262377
    		0.9 ms
  



  
    		2025-03-28 10:54:40.628842
    		4.2 ms
  



  
    		2025-03-28 11:54:42.471127
    		0.2 ms
  



  
    		2025-03-28 12:54:44.179674
    		0.4 ms
  



  
    		2025-03-28 13:54:45.848824
    		-1.3 ms
  



  
    		2025-03-28 14:54:47.473847
    		0.9 ms
  



  
    		2025-03-28 15:54:49.275546
    		1.7 ms
  



  
    		2025-03-28 16:54:51.381685
    		-0.3 ms
  



  
    		2025-03-28 17:54:53.64477
    		-3.2 ms
  



  
    		2025-03-28 18:54:55.753877
    		0.6 ms
  



  
    		2025-03-28 19:54:58.089729
    		-0.5 ms
  



  
    		2025-03-28 20:55:01.196023
    		1.3 ms
  



  
    		2025-03-28 21:55:03.696741
    		1.0 ms
  



  
    		2025-03-28 22:55:06.145999
    		-1.1 ms
  



  
    		2025-03-28 23:55:08.42681
    		-2.2 ms
  



  
    		2025-03-29 00:55:10.479266
    		-2.8 ms
  



  
    		2025-03-29 01:55:12.647425
    		-0.3 ms
  



  
    		2025-03-29 02:55:14.558422
    		1.2 ms
  



  
    		2025-03-29 03:55:16.866794
    		0.7 ms
  



  
    		2025-03-29 04:55:19.073697
    		2.0 ms
  



  
    		2025-03-29 05:55:21.270192
    		1.6 ms
  



  
    		2025-03-29 06:55:22.732368
    		-1.4 ms
  



  
    		2025-03-29 07:55:25.774512
    		1.0 ms
  



  
    		2025-03-29 08:55:27.903708
    		1.0 ms
  



  
    		2025-03-29 09:55:29.604474
    		-0.8 ms
  



  
    		2025-03-29 10:55:31.183784
    		6.3 ms
  



  
    		2025-03-29 11:55:32.761473
    		-1.3 ms
  



  
    		2025-03-29 12:55:34.749197
    		1.2 ms
  



  
    		2025-03-29 13:55:36.410759
    		0.4 ms
  



  
    		2025-03-29 14:55:38.94357
    		1.1 ms
  



  
    		2025-03-29 15:55:40.556236
    		2.1 ms
  



  
    		2025-03-29 16:55:42.217406
    		1.4 ms
  



  
    		2025-03-29 17:55:44.067445
    		-0.3 ms
  



  
    		2025-03-29 18:55:47.435951
    		2.2 ms
  



  
    		2025-03-29 19:55:50.631955
    		0.7 ms
  



  
    		2025-03-29 20:55:53.016476
    		-0.3 ms
  



  
    		2025-03-29 21:55:55.716131
    		0.6 ms
  



  
    		2025-03-29 22:55:57.96594
    		-0.2 ms
  



  
    		2025-03-29 23:56:00.401641
    		1.0 ms
  



  
    		2025-03-30 00:56:02.777471
    		1.3 ms
  



  
    		2025-03-30 01:56:04.755736
    		-1.6 ms
  



  
    		2025-03-30 02:56:07.299251
    		0.9 ms
  



  
    		2025-03-30 03:56:09.481892
    		-1.4 ms
  



  
    		2025-03-30 04:56:12.076579
    		-1.6 ms
  



  
    		2025-03-30 05:56:14.739298
    		-0.8 ms
  



  
    		2025-03-30 06:56:17.345719
    		-0.3 ms
  



  
    		2025-03-30 07:56:20.053376
    		-0.4 ms
  



  
    		2025-03-30 08:56:21.517643
    		1.1 ms
  



  
    		2025-03-30 09:56:23.326904
    		0.1 ms
  



  
    		2025-03-30 10:56:25.696063
    		1.2 ms
  



  
    		2025-03-30 11:56:27.851378
    		-0.3 ms
  



  
    		2025-03-30 12:56:30.350843
    		-0.6 ms
  



  
    		2025-03-30 13:56:31.914001
    		0.0 ms
  



  
    		2025-03-30 14:56:34.374754
    		0.9 ms
  



  
    		2025-03-30 15:56:37.14453
    		2.4 ms
  



  
    		2025-03-30 16:56:39.674531
    		0.7 ms
  



  
    		2025-03-30 17:56:41.693355
    		1.8 ms
  



  
    		2025-03-30 18:56:44.101673
    		1.8 ms
  



  
    		2025-03-30 19:56:46.092362
    		0.9 ms
  



  
    		2025-03-30 20:56:48.740458
    		-0.8 ms
  



  
    		2025-03-30 21:56:51.494108
    		1.1 ms
  



  
    		2025-03-30 22:56:54.190553
    		2.6 ms
  



  
    		2025-03-30 23:56:55.941417
    		0.5 ms
  



  
    		2025-03-31 00:56:58.468165
    		2.1 ms
  



  
    		2025-03-31 01:57:01.019408
    		4.3 ms
  



  
    		2025-03-31 02:57:03.063186
    		3.5 ms
  



  
    		2025-03-31 03:57:05.421474
    		-1.5 ms
  



  
    		2025-03-31 04:57:08.34366
    		0.1 ms
  



  
    		2025-03-31 05:57:11.247214
    		-1.3 ms
  



  
    		2025-03-31 06:57:13.508209
    		1.1 ms
  



  
    		2025-03-31 07:57:15.816103
    		0.7 ms
  



  
    		2025-03-31 08:57:17.370188
    		0.0 ms
  



  
    		2025-03-31 09:57:18.988925
    		-1.0 ms
  



  
    		2025-03-31 10:57:20.930433
    		3.5 ms
  



  
    		2025-03-31 11:57:22.568005
    		-2.1 ms
  



  
    		2025-03-31 12:57:24.063142
    		-1.0 ms
  



  
    		2025-03-31 13:57:25.873172
    		0.2 ms
  



  
    		2025-03-31 14:57:27.584396
    		-0.2 ms
  



  
    		2025-03-31 15:57:29.206063
    		-2.0 ms
  



  
    		2025-03-31 16:57:30.799099
    		-0.1 ms
  



  
    		2025-03-31 17:57:33.180793
    		-1.6 ms
  



  
    		2025-03-31 18:57:35.63146
    		-0.1 ms
  



  
    		2025-03-31 19:57:37.782549
    		3.1 ms
  



  
    		2025-03-31 20:57:40.35643
    		-0.8 ms
  



  
    		2025-03-31 21:57:43.170395
    		-2.5 ms
  



  
    		2025-03-31 22:57:45.091493
    		-2.5 ms
  



  
    		2025-03-31 23:57:47.156762
    		-0.9 ms
  



  
    		2025-04-01 00:57:49.226158
    		-0.2 ms
  



  
    		2025-04-01 01:57:51.487802
    		-2.4 ms
  



  
    		2025-04-01 02:57:53.31427
    		-1.4 ms
  



  
    		2025-04-01 03:57:55.36953
    		2.9 ms
  



  
    		2025-04-01 04:57:57.724655
    		0.5 ms
  



  
    		2025-04-01 05:58:00.40129
    		0.5 ms
  



  
    		2025-04-01 06:58:02.049772
    		1.7 ms
  



  
    		2025-04-01 07:58:04.096301
    		2.7 ms
  



  
    		2025-04-01 08:58:06.156617
    		0.3 ms
  



  
    		2025-04-01 09:58:08.023587
    		3.6 ms
  



  
    		2025-04-01 10:58:09.91146
    		-0.3 ms
  



  
    		2025-04-01 11:58:11.586361
    		1.2 ms
  



  
    		2025-04-01 12:58:13.848035
    		5.4 ms
  



  
    		2025-04-01 13:58:15.999094
    		-0.2 ms
  



  
    		2025-04-01 14:58:17.748597
    		-0.7 ms
  



  
    		2025-04-01 15:58:20.013515
    		-0.9 ms
  



  
    		2025-04-01 16:58:22.124562
    		1.8 ms
  



  
    		2025-04-01 17:58:24.803528
    		0.2 ms
  



  
    		2025-04-01 18:58:27.3178
    		-1.4 ms
  



  
    		2025-04-01 19:58:29.697151
    		0.9 ms
  



  
    		2025-04-01 20:58:32.267636
    		-1.1 ms
  



  
    		2025-04-01 21:58:34.776826
    		1.5 ms
  



  
    		2025-04-01 22:58:36.419989
    		0.6 ms
  



  
    		2025-04-01 23:58:38.271876
    		1.0 ms
  



  
    		2025-04-02 00:58:40.309598
    		0.0 ms
  



  
    		2025-04-02 01:58:42.081015
    		0.7 ms
  



  
    		2025-04-02 02:58:44.160688
    		-2.1 ms
  



  
    		2025-04-02 03:58:46.074477
    		-2.2 ms
  



  
    		2025-04-02 04:58:48.124913
    		-0.9 ms
  



  
    		2025-04-02 05:58:50.513368
    		1.6 ms
  



  
    		2025-04-02 06:58:52.738905
    		0.5 ms
  



  
    		2025-04-02 07:58:55.628525
    		2.8 ms
  



  
    		2025-04-02 08:58:57.189334
    		0.3 ms
  



  
    		2025-04-02 09:58:58.863596
    		0.4 ms
  



  
    		2025-04-02 10:59:01.137823
    		2.4 ms
  



  
    		2025-04-02 11:59:02.623808
    		1.0 ms
  



  
    		2025-04-02 12:59:04.682641
    		0.7 ms
  



  
    		2025-04-02 13:59:06.192344
    		-0.7 ms
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Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person´s screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.




  
    		Time
    		IP
    		Event
  


    
    		2025-03-21 08:50:33.643 UTC
    		195.159.90.220
    		Petter Schouw-Hansen Cheif of the Board (PSCotB) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
 
  
    		2025-03-21 08:51:01.408 UTC
    		195.159.90.220
    		Petter Schouw-Hansen Cheif of the Board (PSCotB) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-11 15:18:20 UTC.
  

  
    		2025-04-02 14:53:45.809 UTC
    		84.215.83.243
    		Pål Rasmussen Board Member (PRBM) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.
  


  
 
  
    		2025-04-02 14:54:49.642 UTC
    		84.215.83.243
    		Pål Rasmussen Board Member (PRBM) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-03-27 10:07:49 UTC.
  








