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Til lesere av rapporten

Neringslivet og offentlig sektor har stor pavirkning pA mennesker, samfunn, miljg, klima og dyr og kan bade
bidra positivt til utvikling, men ogs& medvirke negativt og forarsake skade. Virksomheter har derfor en
ngkkelrolle i 4 oppna FNs baerekraftsmél og Parisavtalens 1,5 graders mal.

Denne rapporten kan brukes som redegjgrelse etter 4penhetsloven, men rapporten favner bredere med klima og
miljg, sirkuleergkonomi og antikorrupsjon. Vare medlemmer er forpliktet til & jobbe med aktsomhetsvurderinger
og arlig rapportere pi arbeidet. Medlemmer i Etisk handel Norge som er pa Basisnival oppfyller ogsa
apenhetslovens aktsomhetsvurderingsplikt, og delvis informasjonsplikten.

OECDs begrep Responsible Business Conduct er det vi i Etisk handel Norge kaller for beerekraftig
forretningspraksis. Den systematiske innsatsen virksomheter gjgr for 4 kartlegge, forebygge, begrense og gjare
rede for hvordan de handterer risiko for negativ pavirkning, samt rette opp skade for mennesker, dyr, samfunn
og miljg - kalles aktsomhetsvurderinger (due diligence). Virksomheter over en viss stgrrelse er giennom
apenhetsloven palagt & gjore aktsomhetsvurderinger pA menneskerettigheter. Alle virksomheter, uavhengig av
starrelse, er av norske myndigheter forventet 4 gjgre aktsomhetsvurderinger ogsa p4 samfunn, miljg og dyr og
etterleve FNs veiledende prinsipper for naeringsliv og menneskerettigheter (UNGP) og OECDs retningslinjer for
flernasjonale selskaper. Dette gjelder badde neeringsliv, offentlig sektor og organisasjoner.

Etisk handel Norges prinsipper (vir Code of Conduct) for beerekraftig forretningspraksis dekker omridene
anstendig arbeid, menneskerettigheter, miljg/klima, antikorrupsjon og dyrevelferd. Rapporten viser &penhet om
hvordan virksomheten arbeider med aktsomhetsvurderinger i trdd med UNGP og OECDs retningslinjer. Alle
medlemsrapportene gjgres offentlig tilgjengelig pa Etisk handel Norges hjemmesider.

/Zécﬁ( @/ﬂiﬁ—"

Heidi Furustgl
Daglig leder
Etisk handel Norge
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Aktsomhetsvurderinger

Denne rapporten er bygget rundt FNs veiledende prinsipper for neaeringsliv og menneskerettigheter og OECDs

modell for aktsomhetsvurderinger for ansvarlig neeringsliv.

Modellen har seks trinn som beskriver hvordan virksomheter kan jobbe for mer ansvarlig og beerekraftig
forretningspraksis. A vaere god pa aktsomhetsvurderinger betyr ikke at en virksomhet ikke har negativ
pévirkning pd mennesker, samfunn og miljg, men heller at virksomheten er 4pen og erlig om utfordringer og
handterer dette pa best mulig mate i samr&d med sine interessenter. Denne rapporten er delt inn i kapitler basert

pa denne modellen.

Kommuniser
hvordan pavirkningen
er handtert

Forankre ansvarlighet
i retningslinjer
og styringssystemer

Overvak
giennomfering
og resultater

Kartlegg og vurder negativ
pavirkning/skade ut fra egen
virksomhet, leverandarkjede
og forretningsforbindelser

Serg for, eller
samarbeid om
gjenoppretting
og erstatning der
det er pakrevd

Stans, forebygg
eller reduser
negativ pavirkning/skade
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Forord av daglig leder

Sport Holding er Norges ledende faghandelsaktgr innen sport med fullsortimentsbutikker og spesialbutikker
over hele landet under konseptene Sport 1, Intersport, Loplabbet, Anton Sport, Sportsnett, Milsluker'n og
Skandinavisk Hgyfjellsutstyr.

Vi tilbyr sportsutstyr og bekledning av hgy kvalitet fra kjente merkevarer. Vire butikker har et sortiment som er
lokalt tilpasset slik at produktene og tjenestene vi selger tilfredsstiller vare kunders krav — enten det er
maratonlgperen eller barnefamilien.

Sport Holding er ogsa eier av den kjente, norske merkevaren Bergans of Norway som i mer enn 115 &r har utviklet
turutstyr og teknisk frilufts bekledning til dedikerte friluftsfolk.

Gjennom maélrettet samarbeid og utnyttelse av kompetanse pa tvers av konsernet kan vi maksimere effekten av
vart arbeid. Dette bidrar til & styrke gjennomfgringen av vare langsiktige mal om en ansvarlig, beerekraftig og
lgnnsom drift.

Vi ser at bide forbrukere og samarbeidspartnere stiller stadig hgyere krav. Denne gkende bevisstheten motiverer
oss til 4 intensivere vart arbeid med en ansvarlig verdikjede. 2024 har veert preget av globale utfordringer der krig
og konflikt, klimaendringer og samfunnspolarisering gjgr det viktigere enn noensinne 4 sette sgkelys pa de
forbedringene vi selv kan bidra med.

Apenhet i verdikjeden er et viktig prinsipp for oss. Vi jobber sa transparent som mulig og stiller tydelige krav til
at vare samarbeidspartnere respekterer grunnleggende menneskerettigheter og sikrer anstendige
arbeidsforhold. Vart felles kartleggings- og vurderingsverktgy, utviklet sammen med Norsk
Sportsbransjeforening, gjgr det mulig for oss & identifisere utfordringer og drive frem forbedringer i trad med
Apenhetslovens krav.

12024 har vi forberedt oss pA kommende regelverk fra EU, som vil kreve tydeligere rapportering og
dokumentasjon. Dette arbeidet fortsetter i 2025 med en konkretisering av mélsetninger og tiltak innenfor miljo,
sosiale forhold og forretningsetikk.

Vi ser frem til & fortsette dette viktige arbeidet i tett samarbeid med vare partnere, medarbeidere og forbrukere.
Sammen skal vi sikre at sportsutstyr og frilufts glede kan tilbys pa en méte som ikke gar pa bekostning av
mennesker, samfunn eller miljg.

e

Anders Fjeld
CEO
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Styrets signatur

Denne rapporten er signert elektronisk. Se siste side for verifikasjon.

Petter Schouw-Hansen Pal Heldrup Rasmussen
Styreleder Styremedlem
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Ngkkelinformasjon om virksomheten og
leverandgrkjeden

Ngkkelinformasjon om virksomheten

Navn pa virksomheten

Sport Holding AS

Adresse hovedkontor

Hovinmovegen 128, 2067 Jessheim

Viktigste merker, produkter og tjenester

Sport Holding er Norges ledende faghandelsaktgr innen sport med over 375 fullsortimentsbutikker og
spesialbutikker over hele landet under konseptene Sport 1, Intersport, Loplabbet, Anton Sport, Sportsnett,
Milslukern og Skandinavisk Heyfjellsutstyr. Sport Holding tilbyr sportsutstyr og bekledning av hgy kvalitet fra
kjente merkevarer, bade pa nett og i butikk. Vare butikker har et sortiment som er lokalt tilpasset slik at
produktene og tjenestene vi selger tilfredsstiller vare kunders krav — enten det er maratonlgperen eller
barnefamilien.

Beskrivelse av virksomhetens struktur

Hovedaksjonzarene i Sport Holding AS er Gjelsten Holding AS og O.N. Sunde AS.Selskapets hovedkontor og
hovedlager er lokalisert pA Gardermoen i Ullensaker. Administrasjonen bestir av ulike avdelinger som gkonomi,
HR, IT, kategori, salg og kundeservice.

I denne rapporten gjeldende for 2024 redegjares det for Sport Holding AS og datterselskaper per 31.12.2024 som
oppfert nedenfor, heretter kalt Sport Holding. Med mindre det er eksplisitt nevnt, vil retningslinjer, prosedyrer,
strategier og mal nevnt i denne rapporten vere aktuelt for Sport Holding AS og folgende selskaper:

Sport Holding Retail AS (Anton Sport, Milslukern, Intersport og Sportsnett butikker, samt kjedekontor)
Loplabbet AS (Loplabbet butikker og kjedekontor)

Sport 1 AS (kjedekontor)

Intersport Norge AS (kjedekontor)

Sport Holding Logistikk AS

Sport Holding er ogsa eier av den norske merkevaren Bergans of Norway. Bergans gjennomfarer egen
aktsomhetsvurdering for sin produksjon og publiserer sin redegjgrelse separat.

Omsetning i rapporteringsaret (NOK)
4 600 000 000
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Antall ansatte

1497

Er virksomheten omfattet av apenhetsloven?

Ja

Vesentlige organisatoriske endringer siden forrige rapportering og denne rapportens tidsperiode

Navn, tittel for kontaktperson for rapporten

Arve Remi Sehl, Leder Baerekraft

E-post adresse for kontaktperson for rapporten

arve.sehl@sportholding.no
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Informasjon om leverandgrkjeden

Generell beskrivelse av virksomhetens innkjspsmodell og leveranderkjede

Sport Holding AS driver sin forretningsvirksomhet innen utvikling, produksjon, innkjgp og salg av sportsartikler.
Selskapet bestér i hovedsak av kjedekonseptene Sport 1, Intersport, Anton Sport og Loplabbet, i tillegg til det
tradisjonsrike varemerket Bergans. I tillegg har selskapet andre kjedekonsept som Sportsnett, Skandinavisk
Hgayfjellsutstyr og Milslukern i sitt eie. Sport Holding er gjennom sine konsepter representert over hele landet.
Selskapet har egeneide butikker i tillegg til butikker som eies og driftes av medlemmer. For alle vareinnkjgp er
det en godkjenningsprosess som gjares etter selskapets rutiner og retningslinjer. Sport Holding har roller som
importer, distributgr og produsent av varer, og deler oppfelging og rapportering under fplgende definisjoner:

Leverandgrer

En leverandgr er en tredjeparts merkevareeier med ansvar/kontroll for egen verdikjede. Sport Holding har
samarbeid med et stort antall eksterne leverandgrer, og forhandler frem rammeavtaler med disse som gir
partene rettigheter og forpliktelser i forhold til samarbeidet.

Produsenter
Med produsenter mener vi fabrikker eller underleverandgrer til Sport Holdnings egne merker/produkter.

Medlemmer

ISport Holding har vi mange s&kalte medlemsbutikker, det vil si franchisetakere som selv eier en eller flere
butikker. Disse eierne har stor grad av lokal tilpasning av sin varepakke, noe som gjgr at de selv kan velge hvilke
merkevarer og handelspartnere de gnsker 4 handle med. Gjennom forhandlinger kjgper Sport Holding inn et
utvalg av varer fra de forskjellige handelspartnerne til sitt sentrallager, og distribuerer deretter disse varene ut til
medlemmene. Medlemmene kan ogsa kjgpe varer direkte fra handelspartnerne, som Sport Holding da innhenter
til en pa forhand avtalt pris. Sport Holding har derfor avtaler med et utstrakt antall handelspartnere og
merkevarer.

Antall leverandgrer som virksomheten har hatt kommersielle relasjoner med i rapporteringsaret

400

Kommentar til antall leveranderer

Istor grad innkj@p gjort fra Norske og europeiske leverandgrer, importgrer og merkevareleverandarer.
Minoritetsandel av Sport Holding sitt varesortiment er innKkjop direkte fra tilvirkere fra 3. land utenfor EU/E@S
der Sport Holding AS regnes som produsent til Norge/EU markedet og der tilvirkere er omtalt som produsenter i
rapporten.
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Type innkjgp/ leverandgrforhold

87.5%

Helt/delvis egeneid Innkjgp direkte fra Innkjgp via Annet
produksjon produsent agent/mellomledd/i
mportgr/merkevarel
everandgrer

Liste over forsteleddsprodusenter per land

kina:  SSN—
Bangladesh : -

Vietnam : l

Forsteleddsprodusenter egne merker tekstil og sykkel

Oppgi antall arbeidere hos fgrsteleddsprodusenter

Antall arbeidere

5347

Kommentar til antall arbeidere

Antall arbeidere pa tekstilfabrikkene i Kina vi gjorde risikovurderinger hos i 2024. Alle fabrikker benytter
midlertidig ansatte i hgysesong, sé totalt antall arbeidere pa disse fabrikkene vil variere i lgpet av et ar.

Viktigste innsatsfaktorer/ravarer for produkter eller tjenester og geografi
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Er virksomheten leverandgr til offentlig sektor?

Nei
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Mal og fremdrift

Prosessmal og fremdrift i rapporteringsaret

Status:

Status:

Mal:

Status:

Status:

12024 vil vi viderefgre arbeidet med beerekraftige produkter, en baerekraftig og rettferdig
verdikjede, et grgnt skifte og sirkulaer gkonomi samt et baerekraftig friluftsliv.

Arbeidet med kartlegging og oppfeling av verdikjeden har pigatt gijennom 2024 som planlagt.
Bade vart interne arbeid ovenfor tilvirkere og underleverandgrer til vare egne merkevarer, men
ogsa via vart felles initiativ giennom bransjesamarbeidet i Norsk Sportsbransjeforening, I 2024
har Sport Holding AS gjennomfgrt en analyse av selskapets vesentlige omréder innenfor ESG, og
arbeidet med utarbeidelse av tiltaksplaner, kvalitative- og kvantitative indikatorer og
maélsetninger er en pdgdende prosess som fortsetter i 2025. Resultatet av dette arbeidet vil
publiseres i integrert arsrapport 2025.

Oppstart av risikovurderinger av sykkelfabrikker i Kina

Sport Holding via Hillestad-Consulting gjennomforte risikovurderinger/audits ved alle 6
sykkelfabrikkene vi produserer hos i Kina i lgpet av 2024

Folge opp alle risikovurderinger pa tekstilfabrikkene i Kina med nye fabrikkbesgk

Dette har blitt gjerrnnomfgrt ved oppfolgingsvurderinger og arbeid med forbedringsplaner hos
alle fabrikker som fortsatt produserer for oss

Folge opp de 33 leverandprene som responderte pd kartleggingen til bransjesamarbeidet i 2023 og
lage handlingsplaner for videre fremdrift

Det er utarbeidet og distribuert resultatrapporter og informasjonsbrev for samtlige leverandgrer.
der leverandgrende har respondert pd en mate som indikerer risiko for brudd pa fundamentale
menneskerettigheter og/eller anstendige arbeidsforhold har leverandgrene blitt innkalt til
gjennomgang og utarbeidelse av handlingsplan for a lukke avvik. Progresjon i forhold til oppsatt
handlingsplan fplges opp av deltakere i bransjesamarbeidet og av virksomhetene hver for seg.
Leverandgrer som ikke har indikasjon pa brudd p4 fundamentale menneskerettigheter eller
anstendige arbeidsforhold har fétt tilsendt resultatrapport og informasjon inkludert forslag til
fremtidige forbedringer.

Sette i gang andre runde med bransjesamarbeidets kartlegging blant ytterligere 15 leverandorer
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12024 ble det gjort en oppdatering av spgrreskjema som ble benyttet i forste del av kartleggingen.
Oppdateringen er basert pé erfaringer fra forste versjon av spgrreundersgkelsen og har som
hensikt & forbedre kvalitet pa svarene og forenkle oppfglgingsarbeidet. En ny undersgkelse "batch
2" ble distribuert til 24 nye respondenter, i tillegg til et lite utvalg fra fgrste kartlegging der det var
behov for & gjennomfere en ny kartlegging, og til leverandgrer som ikke responderte pa forste
utsendelse. Det er ogsa lagt planer for en tredje pulje av felles leverandorer.

Status:

Mal: Arrangere kurs i brannsikkerhet og klagemekanismer med tekstilprodusenter i Kina

Oppstart av 'Factory Safety' oppleering i fabrikker skjedde noe senere enn planlagt. Vi

Status:
giennomfarte dette pa to fabrikker i 2024, og planlegger de resternde i 2025

12024 skal vi jobbe videre med intern forankring, herunder avklare ansvar for beerekraftig
Mal: forretningspraksis internt, avklare rapporteringsrutiner internt, samt utvikle en strategi for
arbeidet med beerekraftig forretningspraksis

Sport Holding AS er i en prosess for & sikre samsvar med direktivet for beerekraftrapportering
(CSRD), og arbeider for & styrke interne rutiner, strategiarbeid med tydelig definerte roller og

Status : ansvarsomrader i organisasjonen. Dette er ved rapporteringstidspunkt til arsrapport ved Etisk
Handel en pidgdende prosess.

Mal: Sikre gode rutiner for 4 hindtere spgrsmal fra forbruker

Status: Det er pa plass prosedyrer for hAndtering av henvendelser fra interne og eksterne interessenter.
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Prosessmal for kommende ar

Sport Holding AS har som mal & utarbeidelse av kvalitative og kvantitative méalsetninger innenfor selskapets
vesentlige omrader.

Sport Holding AS har som mal at de 24 leverandgrer som har fatt tilsendt undersgkelse fra samarbeidsprosjektet i
Norsk Sportsbransjeforening i "batch 2" ferdigstiller undersgkelsen som er distribuert i lgpet av 2025.

Sport Holding AS har som mal at alle leverandgrer som har respondert pa en méte som indikerer risiko for brudd
pa fundamentale menneskerettigheter og/eller anstendige arbeidsforhold har fatt giennomfart en
oppfolgingssamtale med utarbeidelse av handlingsplan for lukking av avvik.

Sport Holding AS har som mal 4 gjennomfgre egne risikovurderinger og kartlegginger av tilvirkere som har
produsert for varer for oss i Kina i lgpet av 2025.

Sport Holding AS har som mal & gjennomfgre kurs i sikkerhetsrutiner ('Factory Safety') pa tekstilfarikkene som
produserer for oss i Kina i 2025.
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Forankring av baerekraft i
virksomheten

Forankring av ansvarlighet knyttet til baerekraftig forretningspraksis i
virksomheten handler om 4 ha strategier, planer, relevante policyer og
retningslinjer for aktsomhetsvurderinger som er vedtatt av ledelsen. Disse
bgr omfatte hele virksomheten, samt virksomhetens leverandgrkjede og
forretningsforbindelser. Effektive styringssystemer for implementering er en
forutsetning for & lykkes, og arbeidet med aktsomhetsvurderinger bor vere
en integrert del av virksomhetens forretningsdrift. Tydelige forventninger fra
toppledelsen, samt tydelig plassering av ansvar innad i virksomheten for
implementering av de ulike delene av aktsomhetsvurderinger er viktig. Alle
involverte ma vite hva de skal gjgre. Apenhet om forpliktelser virksomheten
har til seg selv, utfordringer de stir overfor og hvordan dette hindteres, er
vesentlig.




1.A Policy for egen virksomhet

1.A.1 Lenke til offentlig tilgjengelig policy for egen virksomhet
https://sportholding.no/wp-content/uploads/2024/04/Sport-Holding-policy-for-baerekraftsarbeid-.pdf

1.A.2 Hva sier virksomheten offentlig om sine forpliktelser til a respektere mennesker, dyr, samfunn og miljg?

Sport Holding arbeider mélrettet og systematisk med beerekraftig forretningspraksis som tar hensyn til
mennesker, samfunn og miljg. Var virksomhet bygger pa en tydelig definert policy for beerekraftsarbeid, som
inneholder Kklare prinsipper og retningslinjer for hvordan vi utgver ansvarlighet og sikrer baerekraft i alle deler av
var drift.

For oss er beaerekraftig forretningspraksis avgjgrende for langsiktig verdiskaping og en beerekraftig utvikling.
Dette innebeerer at var virksomhet skal mgte dagens behov uten & kompromittere mulighetene for fremtidige
generasjoner til 4 dekke sine behov.

Vi benytter aktivt FNs beerekraftsmal som et rammeverk for & strukturere og styrke vart arbeid med beerekraft, og
for & sikre at innsatsen var bidrar til en bredere global sammenheng. Spesielt viktige for var virksomhet er
beerekraftsmal nummer 3 (god helse og livskvalitet), nummer 8 (anstendig arbeid og gkonomisk vekst), nummer
11 (baerekraftige byer og lokalsamfunn), nummer 12 (ansvarlig forbruk og produksjon), nummer 13 (stoppe
klimaendringene) og nummer 17 (samarbeid for 4 nd malene). Gjennom tydelige valg, konkrete tiltak og tett
samarbeid med partnere, bransjen og samfunnet rundt oss, jobber vi kontinuerlig for & gjgre en positiv forskjell
innen disse omradene.

1.A.3 Hvordan er policy for egen virksomhet blitt utviklet og forankret?

Policy er utviklet i trdd med Etisk Handel Norges prinsipperkleaering. Policy-dokumentet, inkludertprinsipper og
strategi for beerekraftig forretningspraksis, danner grunnlaget for vart beerekraftsarbeid. Resultat av lgpende
aktsomhets vurderinger vil fgre til oppdatering av policy nar det er ngdvendig.

Sport Holding mener at en samfunnsansvarlig plattform er essensielt for at ogsd kundene vare skal foreta gode
og ansvarlige valg. Malet vart er & bidra til en baerekraftig utvikling i alle vare lokalsamfunn der vi

er representert. Var policy er utviklet med tanke pa & oppna vare mal, kommunisere vare krav til vare
samarbeidspartnere og samtidig sikre en beerekraftig modell i vart selskap. I samarbeid med vare radgivere i
Etisk Handel Norge vil vi fortlgpende videreutvikle og justere var policy basert pa resultatene av

lgpende aktsomhetsvurderinger.
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1.B Organisering og internkommunikasjon

1.B.1 Hvordan er arbeidet med aktsomhetsvurderinger organisert i virksomheten, forankret i interne retningslinjer og
rutiner?

Organisering og ansvarsfordeling

Sport Holding AS har etablert en strukturert og risikobasert tilneerming til aktsomhetsvurderinger, forankret i
selskapets policy for beerekraftig forretningspraksis og i trdd med Etisk Handel Norges rammeverk samt FNs og
OECDs retningslinjer.

Styret har det overordnede ansvaret for forankring og oppfelging av arbeidet med aktsomhetsvurderinger. Saker
behandles i tilknytning til strategiarbeid og rapportering. Den operative giennomfgringen er delegert til et
tverrfaglig ESG-utvalg bestdende av representanter fra kategori, HR, baerekraft og ledelse. ESG-utvalget ledes av
selskapets beerekraftsansvarlig, som ogs har det faglige ansvaret for aktsomhetsarbeidet, herunder
risikokartlegging, leverandgroppfelging og rapportering.

For 4 sikre neerhet til produksjonsleddet er det etablert et regionalt team i Asia med atte medarbeidere, inkludert
en dedikert Compliance Officer med ansvar for giennomfgring av tilsyn og revisjon hos produsenter av egne
merkevarer.

Intern forankring og samhandling

Arbeidet med aktsomhetsvurderinger er integrert i stillingsbeskrivelser for ngkkelroller, og falges opp i
medarbeidersamtaler og gjennom digital oppleering via HR-system. Alle ansatte med relevante roller far
oppleering i etiske retningslinjer, HMS og baerekraft, og tilbys kurs og samlinger i regi av blant annet Norsk
Sportsbransjeforening og Etisk Handel Norge.

Gjennom en dobbel vesentlighetsanalyse er det gijennomfgrt dialog og kartlegging av interessentenes
forventninger, som har bidratt til & definere prioriterte omrader og hensiktsmessig organisering. Analysen er
basert pd innspill fra interne og eksterne interessenter og eksperter samt dokumenterte kilder.

Systemer, rutiner og verktgy

Aktsomhetsarbeidet er systematisert gjennom standardiserte prosedyrer og maler, herunder Integrity Due
Diligence (IDD) Survey for leverandgrer i et samararbeidsprosjekt i Norsk Sportbransjeforening og CSR Risk
Assessment Template for produsenter av egne merkevarer. Kartleggingene giennomfgres ved oppstart og
deretter regelmessig med en risikobarsert tilneerming, og resultatene brukes til 4 vurdere alvorlighetsgrad og
sannsynlighet for risiko, far det utarbeides risikomatriser og handlingsplaner med konkrete tiltak og tidsfrister.
For produsenter av egne merkevarer benyttes en metodikk som inkluderer fabrikkbesgk, intervjuer med
arbeidere, og gjennomgang av HMS-forhold og styringssystemer. Arbeidet utfgres av var Compliance Officer og
dokumenteres i forbedringsplaner som fglges opp i samarbeid med produsentene.

Bransjesamarbeid og kontinuerlig forbedring

Sport Holding er en aktiv deltaker i bransjesamarbeidet ledet av Norsk Sportsbransjeforening, hvor det er
utviklet et felles kartleggingsverktgy og tilneerming til aktsomhetsvurderinger. Dette sikrer effektiv ressursbruk,
erfaringsdeling og sammenlignbarhet mellom aktgrer, og gjor det mulig & koordinere tiltak overfor felles
leverandgrer.

Erfaringer fra risikokartlegging og leverandgrdialog brukes aktivt til & forbedre interne prosesser og utvikle nye
tiltak, i trdd med prinsippet om kontinuerlig forbedring. Arbeidet fglges opp av ESG-utvalget og rapporteres til
ledelsen og styret.
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1.B.2 Hvordan blir betydningen av virksomhetens aktsomhetsvurderinger konkretisert og tydeliggjort for de ansatte
gjennom stillingsbeskrivelse (eller lignende), arbeidsoppgaver og insentivordninger?

For Sport Holding AS er det avgjgrende at alle ansatte med beslutningsmyndighet eller som er involvert i
arbeidet med aktsomhetsvurderinger forstar hvordan selskapets policy og retningslinjer for beerekraftig
forretningspraksis pavirker deres roller, oppgaver og daglige praksis.

Tydeliggjoring gjennom styringssystemer og stillingsinstrukser

Virksomheten benytter et digitalt Human Resources Management-system hvor alle ansatte har tilgang til
personalhdndboken. Denne inneholder blant annet et eget kapittel om etiske retningslinjer som klargjar
forventninger til ansattes opptreden og etisk praksis. Her fremgéar det tydelig at ansatte forventes & bidra til
etterlevelse av Sport Holdings retningslinjer, og at ledere har et seerskilt ansvar for a etterleve og falge opp dette
arbeidet i sine respektive team.

Stillingsbeskrivelser for ngkkelpersoner — som beerekraftsansvarlig, innkjgpere og kategoriansvarlige -
inkluderer oppgaver knyttet til risikokartlegging, leverandgroppfelging og vurdering av pavirkning i verdikjeden.
Dette gir et konkret operasjonelt ansvar for aktsomhetsarbeidet. I tillegg er det utarbeidet en formell rolle- og
ansvarsbeskrivelse for ESG-styring, der styret i Sport Holding AS er definert som gverste beslutningsmyndighet.

Operasjonalisering gjennom roller og funksjoner

Sport Holding har i 2024 styrket kapasiteten ved 4 ansette en ny baerekraftsansvarlig med erfaring fra tilsvarende
arbeid i handelsvirksomheter. Rollen har et eksplisitt ansvar for oppfelging av aktsomhetsvurderinger, integrert
i bade strategisk og operativt beerekraftsarbeid.

I Asia har Sport Holding en innleid Compliance Officer som utfgrer fabrikkbesgk og risikovurderinger pa
bakgrunn av selskapets Code of Conduct og godkjente risikovurderingsverktgy. Disse verktgyene giennomgas og
oppdateres jevnlig for & veere tilpasset faktiske forhold i produksjonen.

Mekanismer for oppfelging og forankring

Varsling og forbedringssystemer: Personalhdndboken beskriver rutiner for varsling av kritikkverdige forhold,
som gir ansatte en lavterskel-kanal for 4 melde avvik.

Oppleering og kompetanse: Obligatorisk oppleering i etikk og baerekraft er integrert i oppleeringslgpet for nye og
eksisterende ansatte. Dette gjelder seerlig ledere og ansatte med pavirkning pa innkjgp og leverandgroppfalging.
Arlig oppfelging og evaluering: Arbeidet med aktsomhetsvurderinger fplges opp giennom medarbeidersamtaler,
og det evalueres lgpende som del av virksomhetens arbeid med forbedringer og risikostyring.
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1.B.3 Hvordan sikres det at relevante ansatte har tilstrekkelig kompetanse til 8 gjennomfgre arbeidet med
aktsomhetsvurderinger?

Sport Holding AS legger stor vekt pa kompetanseheving som en forutsetning for 4 kunne gjennomfgre
aktsomhetsvurderinger pa en ngyaktig og systematisk méte for 4 sikre at alle relevante ansatte har ngdvendig
forstaelse og kunnskap knyttet til menneskerettigheter, arbeidsforhold, miljg, dyrevelferd og forretningsetikk.

Kartlegging og vurdering av kompetansebehov

Kompetansebehov vurderes fortlepende gjennom:

- Medarbeidersamtaler og HR-prosesser, der ledere sammen med ansatte vurderer oppleeringsbehov i trdd med
endringer i ansvar, regelverk eller risikobilde.

- Resultater fra revisjoner, oppfelgingsmegter og leverandgrdialog, som kan avdekke behov for opplaering hos
béde interne ressurser og i verdikjeden.

- Erfaringsdeling i bransjesamarbeidet, som gir innsikt i kompetansegap og leeringsbehov pé tvers av aktgrer i
sportsbransjen.

Opplzringstiltak og metoder
Sport Holding AS benytter flere opplaeringskanaler for 4 sikre tilstrekkelig kompetanse:
- Obligatorisk oppleering i beerekraft er integrert i selskapets digitale oppleeringsplattform. Innholdet dekker
sentrale temaer som etiske retningslinjer, aktsomhetsvurderinger, miljgpavirkning og ansvarlig forbruk.
- Lederoppleering i HMS og beerekraft er obligatorisk og inkluderer konkret ansvar for & fremme etisk atferd og
sikre gode arbeidsforhold.
- Oppleering og informasjon til medlemsbedrifter for styrke deres rolle som veiledere for kunder som gnsker & ta
beerekraftige valg.
- Kurs og sertifiseringer er giennomfgrt blant annet i:

ESG-risikostyring

Revisorforeningens akademi for beerekraftrapportering

Miljefyrtarn-sertifisering
- Deltakelse i workshops, samlinger og fagfora i regi av Norsk Sportsbransjeforening, Etisk handel Norge og
relevante neeringslivsnettverk.

Deling og viderefgring av kompetanse

Ny kunnskap og innsikt deles aktivt internt:

- Gjennom faglige mgteplasser og presentasjoner internt i avdelinger og ledergrupper.

- Via bransjesamarbeidet, hvor aktgrene utgjar en kollektiv kompetanseressurs, og der felles oppleeringstiltak og
dialoger lpfter nivaet i hele bransjen.

Tilgang til ekstern spesialistkompetanse

Sport Holding benytter innleide eksperter og konsulenter for spesifikke oppgaver som factory audits og
vurdering av risikodata. Disse ressursene fungerer ogsad som kunnskapsbeerere og sparringspartnere for interne
ansatte, og sikrer kontinuerlig oppdatert praksis.
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1.C. Planer og ressurser

1.C.1 Hvordan er virksomhetens forpliktelser til a respektere mennesker, samfunn, dyr og miljs forankret i strategier
og handlingsplaner?

Sport Holding AS har systematiske rutiner for overviking av leverandgrenes etterlevelse gjennom jevnlige
rapporter og revisjoner. Selskapet benytter en standardisert arbeidsprosess for oppfelging av avvik, med klare
tidsfrister og ansvarspersoner for gijennomfgring av tiltak. Rapportering skjer internt til ledelsen og eksternt i
selskapets offentlige redegjorelser og rapportering. Selskapet er i prosess med utarbeidelse av fremtidige
strategier og handlingsplaner pé selskapets vesentlige omrader.

1.C.2 Hvordan fglges strategier og planer for baerekraftig forretningspraksis opp av ledelse og styre?

Sport Holding AS har etablert klare strukturer og ansvarsforhold for oppfelging av strategier og handlingsplaner
knyttet til baerekraftig forretningspraksis. Bade styret og ledelsen har en aktiv rolle i & sikre at selskapets
beerekraftsarbeid utvikles i trdd med regulatoriske krav, interessentforventninger og egne ambisjoner.

Forankringi styre og ledergruppe

Selskapets Code of Conduct, baerekraftsstrategi og tilhgrende policyer er utarbeidet og vedtatt av ledergruppen
og styret. Dette gir et tydelig mandat og et forpliktende rammeverk for arbeidet med aktsomhetsvurderinger og
beerekraftige prioriteringer i hele organisasjonen.

Styret er den gverste beslutningsmyndighet for ESG-omrédet og mottar jevnlige oppdateringer fra
administrasjonen om fremdrift, status og eventuelle kritiske funn. Spesielt prioriteres temaer som innebaerer hgy
risiko for negativ pavirkning p4 menneskerettigheter, arbeidsforhold eller miljg, og som samtidig har potensielle
strategiske eller forretningsmessige konsekvenser.

Operativ oppfelging og tverrfaglig samhandling

Oppfelging av strategier skjer operativt gjennom en tverrfaglig referansegruppe bestadende av representanter fra
beaerekraft, kategori, HR, gkonomi og ledelse. Gruppen ledes av selskapets baerekraftsansvarlig, og stgttes av
eksterne ressurser ved behov. Gruppen mgtes jevnlig for & diskutere fremdrift og behov for justeringer i tiltak og
prioriteringer.

Arbeidet er tett koblet til selskapets dobbelt vesentlighetsanalyse, som i 2024 har kartlagt hvilke baerekrafttemaer
som har stgrst pavirkning og interesse for bdde virksomheten og eksterne interessenter. I 2025 vil arbeidet med
malsettinger, indikatorer og handlingsplaner pa disse temaene intensiveres, med formell rapportering i integrert
arsrapport nar selskapet skal rapportere i henhold til kravene i baerekraft direktivet CSRD.

Baerekraftrapportering og internkontroll

Sport Holding omfattes av direktivet for beerekraftrapportering (CSRD) og har utarbeidet en plan for & sikre
samsvar med rapporteringskravene.

Planen inkluderer:

- Systemer for intern rapportering og internkontroll

- Tydelig rolle- og ansvarsfordeling for rapporteringsprosesser

- Arbeid med datagrunnlag og kvalitetskontroll for berekraftsindikatorer

Arbeidet med forankring og videreutvikling av selskapets vesentlige temaer er under videre utvikling og
evalueres fortlgpende. Inntil fullstendig strategisk rammeverk er implementert, styres arbeidet etter
handlingsplan og prioriterte risikoomrader fra 2023-redegjorelsen.
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1.D Partnerskap og samarbeid med leverandgrer og forretningsforbindelser

1.D.1 Hvordan tydeliggjer virksomheten viktigheten av baerekraftig forretningspraksis i mgte med leverandgrer og
forretningsforbindelser?

Sport Holding AS stiller tydelige krav og har etablert strukturerte rutiner for hvordan forventninger til
beerekraftig forretningspraksis kommuniseres, forankres og falges opp i mgte med leverandgrer og produsenter.

Formidling av krav og forventninger

Alle leverandgrer inngér i rammeavtaler hvor det eksplisitt stilles krav om at varer og tjenester skal veere
produsert og levert i henhold til Sport Holding sin Code of Conduct, nasjonal lovgivning og internasjonale
konvensjoner.

Dette inkluderer blant annet:

- Forbud mot barne- og tvangsarbeid

- Ikke-diskriminering og respekt for retten til organisering

- HMS-forhold og vern om miljp og dyr

- Sport Holding sin Code of Conduct for leverandgrer er tilgjengelig pa Sport Holding sinenettsider
Kravene gjelder uavhengig av om leverandgren selv eller deres underleverandgrer produserer varen, og
inkluderer tjenester som er ngdvendige for 4 bringe varen frem til leveringsstedet. Leverandgrene plikter & innga
tilsvarende forpliktelser med sine underleverandgrer.

Dialog og samarbeid for implementering

Ved oppstart av samarbeid med nye produsenter er giennomgang av Code of Conduct og risikovurdering
obligatorisk.

I dette inngér:

- Introduksjonsmegter med produsent og deres ledelse

- Risikokartlegging basert pa risikofaktorer som produksjonsland og produkttype.

- Regelmessige oppfolgingsmeter og revisjoner

12023 0g 2024 ble det gjennomfgrt introduksjonsseminarer for henholdsvis tekstilleverandgrer og
sykkelleverandgrer. Dialogen viderefares av vart representasjonskontor i Asia, som har lgpende kontakt med
produsenter og folger opp bade funn og forbedringsplaner.

Sammenheng mellom baerekraft og gvrige forretningsforhold

Sport Holding erkjenner at innkjgpspraksis har direkte pavirkning pa leveranderenes evne til & etterleve kravene.
Derfor tilpasses innkjgpspraksis gjennom:

- Langsiktige relasjoner med leverandgrer og produsenter

- Realistiske leveringsfrister og forutsigbarhet

- Koordinering av bestillinger i tett dialog med produksjonsleddet

Dette bidrar til at leverandgrene har gkonomisk og praktisk handlingsrom til & sikre anstendige arbeidsforhold,
etterlevelse av HMS-standarder og reduksjon av negativ miljgpavirkning.

Oppfelging og kontroll

Sport Holding forbeholder seg rett til 4 gijennomfgre inspeksjoner og tredjepartsrevisjoner hos alle leverandgrer
og produsenter. I tilfeller der det avdekkes risiko eller brudd, utarbeides konkrete handlingsplaner med
tidsfrister, og det fores tett oppfolging. Manglende etterlevelse kan fore til sanksjoner.
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1.E Erfaringer og endringer

1.E.1 Hvilke erfaringer har virksomheten gjort seg om arbeidet med baerekraftig forretningspraksis i
rapporteringsaret, og hva har endret seg som et resultat av dette?

Gjennom 2024 har Sport Holding AS gjort seg flere viktige erfaringer knyttet til arbeidet med beerekraftig
forretningspraksis. Erfaringene har resultert i styrket dialog med produsenter og leverandgrer, justeringer i
kartleggingsverktgy, og videreutvikling av metoder for samarbeid og oppfalging.

Produsenter: @kt tillit og samarbeid

Erfaringene fra oppfelgingen av produsenter av egne merkevarer har vist at tett og direkte kontakt gir best effekt:
- Fabrikker responderer positivt pd oppfelging etter besgk og inspeksjoner.

- Flere produsenter opplever samarbeidet som unikt, ettersom det er uvanlig at kundesiden folger opp
forbedringstiltak i dialog etter revisjoner.

- Det er observert en positiv utvikling hos mange fabrikker, bAde med hensyn til forstielse og implementering av
HMS- og etiske krav.

- Fabrikkene har gitt uttrykk for at dialogen bidrar til tillit og motivasjon for forbedring.

Som en konsekvens av dette har Sport Holding viderefart og styrket den tett-pa-strategien, hvor lokale
representanter (Compliance Officer og kvalitetskontrollgrer) folger opp fabrikker direkte og gjentatte ganger
gjennom aret.

Leverandgrer: Prioritering og forbedret verktay

Arbeidet med eksterne leverandgrer gjennom bransjesamarbeidet har gitt innsikt i store variasjoner i bade
samarbeidsvilje og modenhet:

- Flere leverandgrer fullforte aktsomhetsundersgkelsen etter tett oppfolging fra bade Sport Holding og andre
aktgrer i bransjefellesskapet.

- Det ble identifisert at tid og kapasitet er utfordringer for mange leveranderer, noe som har pavirket respons og
datakvalitet.

Som respons pa dette er sparreskjema og veiledninger forbedret:

- Endringer i formuleringer og svaralternativer har gjort undersgkelsen enklere & forsta og raskere a besvare.

- Det har fort til bedre datakvalitet og hgyere svarprosent, og gir et bedre grunnlag for risikovurdering.

Disse erfaringene har styrket var forstaelse av behovet for prioritering: fremover vil vi i storre grad fokusere pa
leverandgrer og produktkategorier som representerer hgyest risiko for negativ pavirkning.

Endringer i styringssystemer og implementering

Som fglge av erfaringene er det iverksatt flere forbedringer i styringssystemene:

- Videreutvikling av risikovurderingsverktgy for fabrikkrevisjoner, med tilpasninger til lokale forhold og mer
vekt pé tillitsbaserte vurderinger.

- Oppdaterte interne prosedyrer for oppfolging av leverandgrdata, med tydeligere rutiner for dokumentasjon og
rapportering.

- Tettere integrasjon mellom baerekraftsteamet og gvrige avdelinger, blant annet gjennom mer systematisert
informasjonsdeling internt.
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a Fastsette fokus for rapporten

Kartlegging av virksomhetens
pavirkning pa mennesker, dyr,
samfunn og miljg

Kartlegging handler om 4 identifisere virksomhetens risiko for, og faktiske
negative pavirkning/ skade, pd mennesker, dyr, samfunn og miljg, inkludert i
leverandgrkjeden og gjennom forretningsforbindelser. Det handler om & farst
danne seg et overordnet risikobilde, for s& & prioritere mest vesentlige
risikoomrader for grundigere kartlegging og hdndtering av funn. Hvordan
virksomheten er involvert i eventuell negativ pavirkning pd mennesker, dyr,
samfunn og miljg, er sentralt for 4 avgjgre riktig respons og tiltak. Involvering
av interessenter, spesielt pavirkede parter, er sentralt i kartleggingsarbeidet,
sd vel som i tiltak for & handtere utfordringene p& en god mate.




2.A Kartlegging og prioritering

PRIORITERT NEGATIV PAVIRKNING/SKADE FOR MENNESKER, DYR, SAMFUNN 0OG MILJ@

A prioritere en eller flere risikoomrader pa bakgrunn av alvorlighetsgrad, betyr ikke at noen risiko er viktigere
enn andre, eller at virksomheter ikke gjor noen med annen risiko, men at det som har storst negativ pavirkning
prioriteres fprst. Kartlegging og prioritering er en kontinuerlig prosess.

2.A.1 List opp prioritert risko for potensiell og/ eller faktiske negative konsekvenser for mennesker, dyr, samfunn og

BEGRUNNELSE FOR HVORFOR DISSE UTFORDRINGENE ER PRIORITERT SOM MEST VESENTLIGE
FOR MENNESKER, DYR, SAMFUNN OG MILJ@

2.A.2 Beskriv: a) virksomhetens rutiner for kartlegging og identifisering av risiko og hvordan den riskoen ble
identifisert og prioritert b) eventuelle deler av virksomheten som ikke er dekket i kartleggingen (produktgrupper,
egne produkter, avdelinger eller lignende) og hvorfor c) hvordan informasjon ble hentet inn, hvilke kilder som er
benyttet og hvilke interessenter som er involvert d) om det er identifisert omrader hvor det er manglende informasjon
for a vurdere risiko og hvordan dere vil ga frem for a fa mer informasjon om dette.
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a) Rutiner for kartlegging og identifisering av risiko, samt prioritering
Sport Holding AS benytter en systematisk tilneerming for 4 kartlegge og identifisere risikoer knyttet til
menneskerettigheter, arbeidsforhold, HMS og antikorrupsjon.

Kartleggingen sKkjer gjennom:

« SBF IDD Survey: Et spgrreskjema med 37 utsagn som dekker fire hovedkategorier: Compliance Management
System, Fundamental Human and Labor Rights, Health & Safety og Anti-corruption. Leverandgrer besvarte
utsagnene for bade egen virksomhet og underleverandgrer.

» Forelgpig risikovurdering: Prioritering av leverandgrer basert pa opprinnelsesland (TUC Global Rights
Index) og produkttype (DF@s hoyrisikoliste).

e Risikomatrise: Leverandgrenes svar danner en risikomatrise som tydelig viser omrader med hgy risiko, noe
som legger grunnlag for prioritering av forbedringstiltak.

« EMV-vurdering: Egne vurderinger av produsenter av selskapets egne merkevarer for a sikre etterlevelse av
relevante retningslinjer.

b) Deler av virksomheten som ikke er dekket i kartleggingen

» @vrige forretningsforbindelser: Enkelte produktgrupper og avdelinger ble ikke fullstendig kartlagt i 2023,
men det er igangsatt prosesser for vurdering av utvalgte forretningspartnere basert pa bransjerisiko og type
forretningsforbindelser .

c) Innsamling av informasjon, kilder og involverte interessenter

o Kilder: SBF IDD Survey, ITUC Global Rights Index, DF@s hgyrisikoliste, tredjeparts revisjonsrapporter (BSCI,
SA8000, SEDEX).

e Interessenter: Norske og internasjonale leverandgrer, underleverandgrer, ansatte, HR-medarbeidere,
verneombud, tillitsvalgte samt Norsk Sportsbransjeforening.

* Metoder: Spgrreundersgkelser, personlige oppfelgingssamtaler, dokumentasjonsinnhenting (audits) og
interessentdialoger.

d) Identifiserte manglende informasjon og fremgangsmate for & fremskaffe mer informasjon

- Enkelte hgyrisiko-temaer forblir uverifiserte ettersom SBF IDD Survey er basert pé tillitsbasert respons uten
dokumentert verifikasjon. Dette er gjort av hensyn til kartleggiingens omfang og kompleksitet som er testet
grundig av representanter internt i selskapene og av utvalgte leverandgrer i pilotundersgkelser. Det er valgt a
rekvirere utvidet dokumentasjon fra leverandgrer basert pa stikkprgver og risikovurderinger.

o For 4 lukke informasjonsgapene vil Sport Holding:

- Gjennomfare flere tredjepartsrevisjoner.

- Qke dialogen med leverandgrer og underleverandgrer.

- Kreve dokumentert fremgang pa tiltak via oppdaterte IDD Survey-rapporter.

Prioritering av risiko

Prioritering av risiko skjer basert pa:

« Alvorlighetsgrad: For eksempel risiko for barnearbeid og tvangsarbeid vurderes som alvorlige.
* Omfang: Risiko som pavirker store deler av verdikjeden prioriteres.

* Mulighet for reversering: Irreversible konsekvenser, som dedsfall, gis hay prioritet.

Begrunnelse for prioritering

Sport Holding prioriterer risikoer som kan medfgre betydelige konsekvenser for menneskerettigheter,
lokalsamfunn, dyrevelferd og miljg. Leverandgrer som ikke kan dokumentere etterlevelse av kravene, risikerer
sanksjoner, inkludert kansellering av kontrakter.

Produsenter

Prosedyre for riskokartlegging av leverandgrer.

Vi benytter annen metodikk for risikokartlegging av produsenter av egne merkevarer enn for eksterne
leverandgrer. Her faller alle produsentene under risiko kriteriene for produksjonsland og produkttype/gruppe,
og produsentene vurderes etter en revisjon/risikokartlegging ved tilstedeveerelse/tilsyn i produksjon/fabrikk.

Folgende prosedyre benyttes:
- Kartlegging av organisasjon
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Identifisere og dokumentere organisasjonens struktur, roller og ansvar hos produsenten.

Sikre at produsenten har tydelige ansvarsroller for beerekraftsarbeid og risikohandtering.

- Gjennomfering med fokus pa dialog og tillit

Etablere en apen dialog og god kommunikasjon med produsentene.

Fremme gjensidig tillit giennom jevnlig kontakt, mgter og seminarer.

- Vurdering av arbeidsmiljo og ledelse

Kartlegge arbeidsmiljget pa produksjonsstedene ved hjelp av intervjuer, befaringer og dokumentgjennomgang.
Vurdere tilliten og relasjonene mellom arbeidstakere og ledelsen pé fabrikkene for & identifisere eventuelle
utfordringer eller risikoomrader.

- HMS og sikkerhetsfokus

Gjennomfgre spesifikke HMS-vurderinger med seerlig vekt pa brannsikkerhet, personlig sikringsutstyr, og
rgmningsveier.

Utfore regelmessige inspeksjoner og revisjoner for & avdekke eventuelle avvik, og utarbeide handlingsplaner for
utbedring.

- Oppfoelging og kontinuerlig forbedring

Utvikle og implementere handlingsplaner for i redusere identifisert risiko med tydelige mal, tidsfrister og
ansvarsfordeling.

- Dokumentere og evaluere effekten av tiltakene systematisk for a sikre kontinuerlig forbedring.

Vart viktigste verktgy i arbeidet med aktsomhetsvurderinger er fabrikkbesgk, hvor var Compliance Officer
giennomfarer det vi kaller risikovurdering basert pa var Code of Conduct. Vi har besluttet & basere arbeidet vart
pa egne risikovurderinger fremfor & bruke eksterne tredjeparts aktgrer, da vi erfarer at dette gir tettere dialog og
samtidig bedre forutsetninger for & folge opp forbedringstiltakene med produsentene.

Nar vi gjennomfgrer risikovurderinger, gjores det ved at vAr Compliance Officer reiser til fabrikken og bruker en
dag pd vurderingen.

Metoden vi jobber etter er:

- Oppstartsmgte med fabrikkledelse og ansattrepresentanter

- Samtaler/intervjuer med arbeidere som vi selv velger ut

- Inspeksjon av produksjonsarealer, maskiner/utstyr, kantine/spiserom og boforhold for arbeidere dersom det
finnes pa fabrikkomrédet

« Gjennomgang av relevante rutiner (brannsikkerhet)

- Gjennomgang av dokumentasjon (offentlige godkjenninger, palagte sertifiseringer, etc.)

- Oppsummeringsmgte med gjennomgang av funn og behov for forbedringstiltak

Gjennom direkte dialog med bade ledelse og arbeidere ved fabrikkene har vi etter vart synt et godt grunnlag for &
avdekke de faktiske forholdene ved fabrikkene. Etter hver risikovurdering vi gjgr av fabrikker som produserer
vare egne merkevarer, ogsi ved oppfolgingsbesak, blir det laget en plan med forbedringstiltak i samarbeid med
produsent som fglges opp for a sikre gjennomforing av korrigerende tiltak.

Gjennomforing:

Ilgpet av 2024 gjennomfgrte vi 25 risikovurderinger pé tekstil- og sykkelfabrikker i Kina som produserer for oss,
alle disse fabrikkene er ferdigstillingsfabrikker. Vi prioriterte ferdigstillingsfabrikker da dette er den mest
arbeidsintensive delen av verdikjeden knyttet til produksjon.

Hgsten 2024 startet vi opp et program for giennomgang og forbedringer av tekstilfabrikkenes sikkerhetsrutiner
med spesielt fokus p& brannvern og remnings rutiner. Dette ble besluttet som en fglge av resultater fra
risikovurderingene vi giennomfarte i 2023. Vi gjennomfgrte denne treningen pa to fabrikker i 2024, og fortsetter
med de resterende fabrikkene i 2025.

Erfaringer/funn:

De fleste av risikovurderingene vi gjorde av tekstilfabrikker i 2024 var oppfelgingsbesgk, og vi s gode
forbedringer hos en del av fabrikkene, men ogsa lite utvikling hos andre. Vi opplever fortsatt god samarbeidsvilje
fra fabrikkene vi besgker, men det er utfordringer med noen av fabrikkene med 4 fa de til & gjennomfore og folge
opp tiltak som vi har blitt enige om under risikovurderingene. Vi tror at dette til en viss grad skyldes mangel pa
kompetanse og forstielse som vi haper blir forbedret etter at vi har gjennomfgrt trening i sikkerhetsrutiner pa
alle fabrikkene.

De viktigste avvikene vi fant ved fabrikkene i 2024 var knyttet til:
« Brannsikkerhet
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- Helse, miljg og sikkerhet
*Lonn
» Klagemekanismer og intern kommunikasjon

Konklusjon:
Vi erfarer at tett oppfolging av fabrikkene er viktig, og vi vil giennomfaere oppfolgingsbesgk av alle fabrikker som
produserer for oss i Kina i lgpet av 2025. Vi skal ogsa giennomfare trening i sikkerhetsrutiner som planlagt.

Leverandorer

Norsk Sportsbransjeforening har sammen med noen av de stgrste aktgrene i bransjen, inkludert Sport Holding,
jobbet med et bransjeprosjekt over lengre tid. Malet med prosjektet har veert & etablere en felles plattform og
rammeverk for & oppfylle kravene i Apenhetsloven. Denne loven krever at virksomheter gjennomforer
aktsomhetsvurderinger basert pa prinsippene og retningslinjene i OECDs veiledning for ansvarlig
forretningsforsel. Samarbeidet innen sportsbransjen rundt Apenhetsloven anses ikke som konkurransesensitivt,
da myndighetene oppfordrer sektorer til & samarbeide for & oppfylle lovens krav.

Utvikling av kartleggingsverktgy:

Gjennom et omfattende sportsbransjeprosjekt har bransjen blitt enig om innholdet i et kartleggingsverktgy. Dette
verktgyet kan brukes av hele bransjen for 4 giennomfore aktsomhetsvurderinger i henhold til Apenhetsloven.
Bruken av dette verktgyet forventes 4 styrke arbeidet med aktsomhetsvurderinger ved a gi stgrre
pavirkningsmuligheter, veere mindre ressurskrevende for hver enkelt virksomhet og heve bransjestandarden.

Risikovurdering og utvalg av leverandegrer:

Sport Holding hadde rundt 400 aktive vareleverandgrer i 2024. For a effektivisere aktsomhetsvurderingene ble
det giennomfgrt en prelimineer risikovurdering. Formélet med denne vurderingen var 4 identifisere
leverandgrer som antas i representere storst risiko for negative konsekvenser av virksomheten. Kriteriene som
ble brukt i denne vurderingen inkluderte opprinnelsesland og produkttype. Basert pa risikovurderingen ble det
valgt ut 37 leveranderer som skulle giennomgé aktsomhetsvurdering i 2022. Utvalget inkluderte bade norske og
internasjonale leverandgrer. De samme kriteriene ligger til grunn for utvelgelsen av de 24 leverandgrene som ble
valgt ut til 4 gienomga aktsomhetsundersgkelsen (Sportsbransjen Integrity Due Diligence 2024)

Undersokelsesverktoy og resultater:

I samarbeid med Norsk Sportsbransjeforening og noen av de stgrste aktgrene i bransjen ble det utviklet et
sperreskjema som dekket temaene menneske- og arbeidstakerrettigheter. Spgrreskjemaet inneholdt 37 utsagn og
dekket fire kategorier: Compliance Management System, Fundamental Human and Labor Rights, Health &
Safety og Anti-corruption. Gjennom undersgkelsen ble informasjon samlet inn om tilstanden innenfor disse
kategoriene i leverandgrenes virksomhet og blant deres underleverandgrer.

Resultater og oppfelging:

Av de 37 leveranderene som ble valgt ut for aktsomhetsvurdering i 2022, valgte atte leverandorer & ikke
giennomfere undersgkelsen til tross for gjentatte purringer. Disse tte leveranderene ble registrert som
hgyrisikoleverandgrer og vil bli fulgt opp deretter. Resultatrapporten fra aktsomhetsvurderingen viser ogsa "rgd-
flaggede" temaer, som er definert som temaer med hgy risiko og negativ respons fra leverandgrene. Videre vil det
bli satt i gang individuelle oppfelgingsdialoger med hver leverandgr for & konkretisere malsettinger,
handlingsplaner og oppfelgingstiltak. Leverandgrer som ikke etterlever krav og standarder kan bli sanksjonert i
henhold til hvert enkelt tilfelle.

Fremtidig bransjesamarbeid og kontaktutvalg:
Bransjesamarbeidet vil fortsette gjennom et spesifikt Kontaktutvalg. Dette utvalget vil jobbe med felles,
koordinerte tiltak mot leverandgrene og videreutvikling av aktsomhetsarbeidet.

ANNEN NEGATIV PAVIRKNING/SKADE

2.A.3 Beskriv annen risiko for negativ pavirkning/skade pa mennesker, dyr, samfunn og miljg som ble identifisert
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men ikke prioritert, og hvordan disse er handtert

Identifisert risiko som ikke ble prioritert

Gjennom kartleggingen ble det identifisert flere risikoer som ikke ble prioritert for umiddelbar oppfelging. Disse
inkluderer:

» Miljgrisiko knyttet til emballasje og avfallshiandtering: Enkelte leverandgrer mangler dokumenterte
rutiner for miljgvennlig emballasje og korrekt avfallshandtering.

o Arbeidstidsbestemmelser: Risiko for brudd pa arbeidstidsbestemmelser hos underleveranderer i enkelte
asiatiske land.

+ Manglende HMS-sertifiseringer: Enkelte leverandgrer har ikke fullstendige HMS-sertifiseringer, men anses &
ha moderate konsekvenser.

e Dyrevelferd: Noen produkter kan ha ramaterialer som ikke er dokumentert produsert i henhold til anerkjente
dyrevelferdsstandarder.

Begrunnelse for nedprioritering

+ Alvorlighetsgrad: Risikoene anses som mindre alvorlige sammenlignet med kritiske temaer som barnearbeid
og tvangsarbeid.

« Omfang: De aktuelle risikoene pavirker en begrenset del av verdikjeden.

* Mulighet for reversering: De identifiserte risikoene vurderes som reversible gjennom tilpassede
forbedringstiltak.

Handtering av nedprioriterte risikoer

» Miljgrisiko: Leverandgrer palegges til 4 implementere miljgvennlig emballasje og rapportere forbedringer arlig
i henhold til avfallsforskriften og Packaging and Packaging Waste Regulation (PPWR)

* Arbeidstidsbestemmelser: Oppfplging gjennom arlig revisjon og dokumentasjonskrav pa i egen oppfolging
og via revisjon av 3. parts social audits dokumentasjon.

« HMS-sertifiseringer: Produsentene gis en frist for & dokumentere eller oppdatere ngdvendige sertifiseringer.

« Dyrevelferd: Sport Holding AS vil oppdatere retningslinjer og policy for dyrevelferd og inkludere krav i
fremtidige leverandgravtaler.

Fremtidig tilneerming

« Risikoene vil bli vurdert pa nytt i kommende kartlegginger basert pa:

- Endringer i leverandgrkjeden.

- Ny informasjon fra interessentdialoger.

- Forbedret dokumentasjon fra leverandgrer.

- Endret risikobilde.

- Oppdatering av vesentlige omrader og identifisering av nye pavirkninger, risikoer og muligheter.

Sport Holding AS forplikter seg til & overvake risikoene (watch list) for 4 sikre at de ikke eskalerer til mer alvorlige
konsekvenser for mennesker, samfunn, dyr eller miljg.

Overtidsarbeid hos produsenter av egne merkevarer (EMV)

Sport Holding har tidligere identifisert overdreven bruk av overtid som en potensiell risiko hos flere av vare
produsenter i Kina. Det er ogsé Kjent fra bransjeerfaring at dokumentasjonen som produseres av fabrikkene
knyttet til arbeidstimer ofte er updlitelig, og at slike timelister kan veere manipulert ved inspeksjoner og
revisjoner.

Pa grunn av denne utfordringen har Sport Holding justert var metodikk for oppfelging og kontroll av
overtidsbruk, og baserer nd vurderingene i stgrre grad pa direkte dialog med béde fabrikkledelsen og arbeiderne
enn kun dokumentgjennomgang. Gjennom vare risikovurderinger i 2023 fant vi at overtidsarbeid var utbredt,
men samtidig at overtiden generelt var gnsket av bade arbeidere og ledelsen ved fabrikkene. Vare undersgkelser
avdekket ingen tilfeller av tvungen eller urimelig overtid.

Basert pa disse vurderingene har vi valgt & ikke prioritere overdreven bruk av overtid som en betydelig risiko i
2024. Vi vil imidlertid fortsette med lgpende overvakning og dialog rundt overtidsbruk under vare fremtidige
risikovurderinger for a sikre at situasjonen ikke forverres eller utvikler seg i negativ retning.
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Handtering av prioritert pavirkning

Stanse, forebygge eller redusere
negativ pavirkning

Stanse, forebygge eller redusere handler om & h&ndtere funn fra
kartleggingen pa en god méte. Virksomhetens mest vesentlige negative
pévirkning pd mennesker, dyr, samfunn og miljg prioriteres fgrst. Dette betyr
ikke at annen risiko er uvesentlig eller at det ikke handteres. Hvordan
virksomheten er involvert, er sentralt for & treffe riktige tiltak. Faktisk negativ
pavirkning/skade som virksomheten forarsaker eller bidrar til mé stanses,
forebygges og reduseres. Virksomheter som er direkte forbundet med negativ
pavirkning méa bruke sin innflytelse til & fi forretningsforbindelser (f.eks.
leverandgrer) til 4 stanse, forebygge og redusere dette. Dette innebeerer a
utvikle og iverksettes planer og rutiner for & hindtere risiko, og kan kreve
endringer i egne policyer og styringssystemer. Virksomheters vellykkede
handtering av negativ pavirkning pd mennesker, dyr samfunn og miljg er et
avgjgrende bidrag til FNs baerekraftsmal.
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3.A Stanse, forebygge eller redusere

3.A.1 Beskriv mal og status for de tiltakene virksomheten har iverksatt for a redusere prioritert risiko

() | Sport Holding AS | 29
Transaksjon 09222115557546955336 &8 Signert PSS, PHRS




() | Sport Holding AS | 30

Transaksjon 09222115557546955336 Signert PSS, PHRS




() | Sport Holding AS | 31

Transaksjon 09222115557546955336 Signert PSS, PHRS




() | Sport Holding AS | 32

Transaksjon 09222115557546955336 Signert PSS, PHRS




() | Sport Holding AS | 33

Transaksjon 09222115557546955336 Signert PSS, PHRS




() | Sport Holding AS | 34

Transaksjon 09222115557546955336 Signert PSS, PHRS




() | Sport Holding AS | 35

Transaksjon 09222115557546955336 Signert PSS, PHRS




3.B Andre tiltak for @ handtere risko for negativ pavirkning/skade

3.B.1 Reduksjon av natur- og miljgpavirkning

Sport Holding besluttet & bli Miljefyrtarn sertifisert virksomhet som et ledd i selskapets miljg og
beaerekraftstrategi. Vi gnsker 4 jobbe konkret med baerekraft innen omrader som arbeidsmiljg, avfallshdndtering,
energibruk, innkjgp og transport. Verktgyene i Miljgfyrtirn gjgr at vi kan jobbe helhetlig, systematisk og
langsiktig med tiltak som vil forbedre vare resultater p& miljgtiltak, redusere klimagassutslippene.

Videre revideres selskapets strategiske prioriteringer for baerekraft etter definerte vesentlige omrader for
virksomheten.

3.B.2 Reduksjon av klimagassutslipp

12025 vil Sport Holding intensivere arbeidet med a kartlegge klimagassutslipp i egen virksomhet, oppstrgms- og
nedstrgms verdikjede i Scope 1,2,3 i relevante kategorier. Mélsetninger, tiltak og overgansplan mot netto
nullutslipp vil inngd som en del av dette arbeidet og publises i integrert arsrapport i henhold til kravene i CSRD.

3.B.3 Tilpasning av egen innkjgpspraksis

Produksjon

Sport Holding sin sourcing strategi er basert pa langsiktig samarbeid med partnere, og selskapet bytter sjelden
produsenter. Flertallet av selskapets produsenter har samarbeidet med Sport Holding i mer enn 10 ar.
Produktutvikling, bestillingstidspunkt og leveringstider skjer basert pa planlegging i samarbeid med selskapets
produsenter etter faste rutiner hvor det lages tidsplaner basert pa informasjon som hentes inn fra produsentene.

3.B.4 Valg av produkter og sertifiseringer

Produksjon

Sport Holding benytter i liten grad sertifisering av ravarer, men vi stiller krav til produsentene i form av
kontrakter som omfatter dyrevelferd og kjemikalier. Sport Holding har tett dialog med produsentene pa disse
omrédene, og ettersom vi har samarbeidet med disse i mange 4r, og kjenner de godt, s har vi besluttet & folge
opp disse feltene basert pa tillitsbaserte vurderinger.

Eksterne leverandorer.

Sport Holding distribuerer et bredt spekter av produkter i ulike produktkategorier. Flere av disse merkevarene
benytter sertifisering og eco-labeling. Sport Holding krever at alle pastander og sertifiseringer kan dokumenteres
og er i trdd med markedsfgringsregelverk og praksis for 8 unnga grennvasking.
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3.B.5 Stotte aktivt opp om fri fagorganisering og kollektive forhandlinger, eller der lovverket ikke tillater dette, stgtte
aktivt opp om andre former for demokratisk valgt arbeiderrepresentasjon

Produksjon

Det aller meste av Sport Holding sin egenproduksjon skjer i Kina hvor det ikke er fri fagforening. Veldig fa
fabrikker i Kina har ansattrepresentanter som er demokratisk valgt og som faktisk representerer arbeidernes
interesser.

Med utgangpunkt i dette har vi ikke mulighet til & pavirke en fri fagforening hos vare produsenter, men i vart
arbeid med produsentene har vi hgyt fokus pé dialog pé arbeidsplassen, klagemekanismer og lignende. Var
Compliance Officer tar opp disse temaene bade i mgter med fabrikkledelse og i intervjuer med arbeidere.

12023 har vi opprettet en 'CSR Hotline' tjeneste som er introdusert for fabrikkene vi produserer hos. Sa langt har
vi ikke fatt noen henvendelser gjennom denne tjenesten.

Egen virksomhet og Eksterne leverandgrer
Fri fagorganisering og rett til kollektive forhandlinger er nedfelt i Sport Holding Code of Conduct. Det inkluderes
ogsa i bransjesamarbeidets kartleggingsverktay.
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3.B.6 Bidrag til utvikling, kompetanseheving og opplaering internt og av leverandgrer og arbeidere i leverandgrkjeden

Sport Holding har iverksatt flere tiltak for 4 sikre ngdvendig utvikling og kompetanseheving internt og blant
leverandgrer og arbeidere i leverandgrkjeden:

« Etisk Handel: Vart medlemskap i Etisk handel Norge vil bidra til intern kompetanseheving gjennom blant
annet kurs og veiledning. Vi lager ogsa planer for og falger opp forbedringstiltak i samarbeid med leverandgrer,
som kan bidra til kompetanseheving for produsentene i arbeidet med ansvarlig forretningspraksis

¢ Leverandgropplaering: Sport Holding tilbyr tilpasset oppleering til leveranderer for a sikre at de forstar og
etterlever kravene i Sport Holding Code of Conduct. Leverandgrer blir invitert til informasjonmegter, direkte
oppfelging i leverandgrmgter

* Bransjesamarbeid: Gjennom deltakelse i Norwegian Sporting Goods Industry - Integrity Due Diligence Survey
har Sport Holding bidratt til felles oppleeringstiltak i sportsbransjen. Dette inkluderer workshops og felles
handlingsplaner med andre store aktgrer i bransjen for a styrke kunnskapen om aktsomhetsvurderinger.

e Produksjon: Alle produsenter far en introduksjon til Sport Holding sine krav og forventinger basert pa var
Code of Conduct. I denne introduksjonen gjgr vi ogsa en vurdering av produsentenes kompetanse og behov for
oppleering. Kompetansehevingstiltak er ogsd en kontinuerlig del av vére rutiner nar vi gjennomfgrer
risikovurderinger av fabrikkene som produserer for oss. Dette gjores bade i lgpet av risikovurderingene pa
fabrikkene og i oppfelgingsarbeidet med forbedringsplaner. I tillegg gjennomfarer vi egne oppleeringstiltak pa
fabrikker hvis vi mener det er behov for dette.

Vurdering av behovet for opplzering:

Sport Holding vurderer kontinuerlig behovet for oppleering og kompetanseheving giennom:

*» Medarbeiderundersokelser og -samtaler: Regelmessige tilbakemeldinger fra ansatte brukes til 4 identifisere
kompetansegap og behov for ytterligere oppleering.

e Leverandgrvurderinger: Gjennom analyser av leverandgrenes svar i SBF IDD Survey og oppfalgingssamtaler
identifiseres behov for oppleering hos leverandgrer og deres arbeidere.

* Revisjoner og tilsyn: Resultater fra interne revisjoner og tredjepartsrevisjoner brukes til & bestemme hvor det
er behov for ekstra oppleering.

Hvordan tiltakene stotter virksomhetens strategi og langsiktige planer:

Tiltakene for oppleering og kompetanseheving statter Sport Holdings strategi og langsiktige planer ved a:

« Bidra til en mer bzerekraftig verdikjede: Gjennom kompetente leverandgrer og arbeidstakere som folger
etiske retningslinjer og HMS-standarder.

« Sikre etterlevelse av lover og standarder: Gjennom Kontinuerlig oppleering i relevante lover, retningslinjer
og etiske standarder.

o Styrke risikostyring: Ved & sikre at ansatte og leverandgrer har tilstrekkelig kunnskap til 4 identifisere og
handtere risiko i verdikjeden.

Sport Holding vil fortsette & overvake effekten av disse tiltakene og tilpasse dem etter hvert som nye behov
identifiseres i samsvar med selskapets overordnede strategi.

Beskrivelse av satsning pa sikkerhet pa arbeidsplassen:

Sport Holding har satt i gang en mélrettet satsning pa workplace safety training for leverandgrer og arbeidere,
med seerlig fokus pa fabrikker som er identifisert med mangelfulle sikkerhetsforhold. Oppleeringen startet ved to
fabrikker i november 2024 og skal rulles ut pa samtlige fabrikker med identifisert risiko i lgpet av 2025.
Oppleringsprogrammet gjennomfgres direkte pd fabrikkene og er spesifikt tilpasset lokale forhold og behov. Det
stilles obligatoriske krav til deltakelse fra fabrikkledelsen og beslutningstakere for & sikre at kompetansen blir
integrert og forankret i fabrikkens drift. Kurset bestar av bade teoretiske moduler og praktiske gvelser, inkludert
fabrikkrunder hvor deltakerne aktivt identifiserer sikkerhetsutfordringer og utarbeider forslag til
forbedringstiltak.

Erfaringene fra den fgrste gjennomfaringen viser at oppleringsformen, med stor grad av aktiv involvering fra
deltakerne, har veert uvant, men samtidig sveert positivt mottatt. Deltakerne har vist betydelig engasjement og
entusiasme under treningen, noe som allerede har fgrt til konkrete endringer og forbedringer ved flere fabrikker.
Sport Holding fglger aktivt opp effekten av oppleringen gjennom de arlige risikovurderingene. Det benyttes en
strukturert mal for registrering og dokumentasjon av gjennomfgrt oppleering, noe som sikrer systematisk
evaluering og kontinuerlig kompetanseheving i leverandgrkjeden.
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3.B.7 Bekjempelse av korrupsjon og bestikkelser i egen virksomhet og leverandgrkjeden

Internt arbeid med anti-korrupsjon:

Sport Holding har etablert rutiner for & forhindre korrupsjon og bestikkelser:

¢ Retningslinjer og styringssystemer: Sport Holding Code of Conduct stiller krav om nulltoleranse for
korrupsjon og bestikkelser for alle leverandgrer og forretningspartnere.

* Oppleering og bevisstgjoring: Ansatte, inkludert ledere, far oppleering og informasjon om anti-korrupsjon
som del av Sport Holding Code of Conduct

¢ Varslingskanaler og kontrolltiltak: Alle varsler blir registrert, besvart og behandlet etter selskapets rutiner
for varsling av krittikverdige forhold.

Tiltak for etterlevelse internt:

- Risikovurderinger: Regelmessige revisjoner og risikovurderinger giennomfares for a identifisere og forhindre
potensielle risiko for korrupsjon.

s Ledelsesansvar: Konsernledelsen og styret gijennomgér arlig eventuelle rapporterte tilfeller og iverksetter
ngdvendige tiltak.

e Sanksjoner: Ved brudd pa retningslinjene vil ngdvendige disiplineertiltak iverksettes, inkludert vurdering av
oppsigelse av leverandgravtaler, oppsigelse av arbeidsforhold og eventuelt rettslig forfalgelse.

Arbeid med etterlevelse i leverandgrkjeden

Leverandgroppfelging:

«Leverandgrer far oppfeling og ma signere Sport Holding Code of Conduct.

«Leverandgrer tilbys oppleering og veiledning for a forstd og implementere antikorrupsjonstiltak.
«Gjennom SBF Integrity Due Diligence Survey vurderes leverandgrenes rutiner for antikorrupsjon.

Bransjesamarbeid og langsiktige planer:

« Sport Holding deltar aktivt i bransjesamarbeid gjennom Sportsbransjeforeningen for & styrke
antikorrupsjonsarbeidet.

- Fremtidige tiltak inkluderer videreutvikling av digitale overvakingsverktgy og utvidede
oppleeringsprogrammer for leverandgrer.

Sport Holding har som malsetning 4 opprettholde en robust verdikjede uten korrupsjon og bestikkelser gjennom
kontinuerlig overvéking, oppleering og samarbeid med relevante interessenter.
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3.B.8 Annen relevant informasjon for hvordan dere arbeider med a redusere, forhindre og handtere negativ
pavirkning

Sirkuleer forretningspraksis:

Sport Holding har blant annet via eierskap i Bergans pa plass tiltak for & redusere miljgpavirkningen. Bergans
tilbyr reparasjon og re-design, hvor brukte tekstiler og kleer gis nytt liv. Det er ogsé introdusert
gjenbruksordninger, hvor kunder kan returnere brukte produkter for reparasjon og videresalg til redusert pris via
en panteordning.

Blant annet har brukte telt og ryggsekKker blitt redesignet til unike Kleer. Slike initiativ gir innsikt for videre arbeid
med sirkuleere forretningsmodeller for & reduser avfall og skape bevissthet om gjenbruk i friluftslivssegmentet.
Sport Holding har via Sport 1 samarbeidet med BUA for & bidra til gkt delingsgkonomi og senke terskelen for
deltakelse i idrett og friluftsliv.

Innovative investeringer:

Sport Holding har investert i miljgvennlig logistikk, inkludert Autostore og emballasje med redusert negativ
pavirkning. Bergans har utviklet kleer laget av resirkulerte fibre. Disse tiltakene har bidratt til betydelige
reduksjoner i karbonavtrykk og gir oss verdifull innsikt for eventuell fremtidig investering i sirkuleere modeller.

Bransjesamarbeid:
Sport Holding deltar i ulike bransjesamarbeid og utforsker initiativer for sirkuleere forretningsmodeller
reparasjon og ombruk av produkter bade via kjedekonseptene og eksterne partnere.

Fremtidige planer:

- Implementering av produktlivssyklusanalyser for produktlinjer for & identifisere og redusere miljgpévirkning.
« Bruk av digitale plattformer og produktpass som gir kunder detaljert innsikt i produktenes miljp fotavtrykk.

« Utforske og utvide reparasjonstjenester for stgrre deler av virksomheten for & fremme lenger levetid for
produktene og skape nye forretningsomrader for selskapet.
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Overvaking av gjennomfgring og
resultater

Overvakning av gjennomfgring og resultater handler om 4 male effekten av
systematikken og eget arbeid i hvert trinn i aktsomhetsvurderingene, og viser
hvorvidt virksomheten gjor gode aktsomhetsvurderinger. Virksomheten mé
ha systematikk og rutiner pa plass for & kunne fange opp og kritisk vurdere
egne konklusjoner, prioriteringer og tiltak som er gjort som en del av
aktsomhetsvurderinger. Eksempelvis: Er kartlegging og prioritering av mest
negativ pavirkning gjort pa en faglig god og troverdig mate, og som
reflekterer de faktiske forholdene? Virker tiltakene for & stanse, forebygge
og/eller redusere virksomhetens negative pavirkning/skade etter hensikten?
Er skade gjenopprettet der det er relevant? Dette kan gjelde tiltak
virksomheten gjar selv og som utfgres av eller i samarbeid med andre.
Erfaringene virksomheten gjgr seg med arbeidet med aktsomhetsvurderinger
brukes for 4 forbedre prosesser og resultater i fremtiden.




4.A Overvakning og evaluering

4.A.1 Beskriv a) hvem som har ansvar for a overvake effekten og resultatene av tiltak iverksatt og hvordan dette
gjennomfgres i praksis, b) hvem som har ansvar for a evaluere arbeidet med aktsomhetsvurderinger, og hvordan
dette gjennomfgres i praksis

a) Ansvar for overvéaking av effekten og resultatene av tiltak

Sport Holding har etablert klare ansvarsfordelinger for overvaking av effekten og resultatene av iverksatte tiltak
for vesentlige temaer inkludert det som omfattes av Apenhetsloven (ihht. ESRS G1-1):

* Overordnet ansvar: Styret har det overordnede ansvaret for & overvadke implementeringen og resultatene av
beaerekrafts- og risikoreduserende tiltak.

* Operasjonelt ansvar: Ansatte i baerekraftsteamet i Sport Holding fgrer tilsyn med tiltakene pa operativt niva.
De samarbeider tett med kvalitets- og innkjgpsteamene i tillegg til aktgrene i bransjesamarbeidet for & sikre
praktisk gjennomforing.

* Gjennomfering i praksis:

- Regelmessige revisjoner: Kvalitetsrevisjoner giennomfgres kvartalsvis eller hyppigere i drifts og
kontaktutvalget i Sportsbransjen for & vurdere fremdrift og effektivitet av tiltak i samarbeidsprosjektet.
Revisjonsrapporter fra produsenter av EMV evalueres fortlgpende av beerekraftsteamet i Sport Holding i samrad
med var partner Hillestad-Consulting. Ledergruppen i Sport holding og relevante kategoriansvarlige oppdateres
med jevne mellomrom, eller umiddelbart dersom det er forhold som krever umiddelbare tiltak ovenfor
produsenter eller leverandgrer.

- Kontinuerlig datainnsamling: Bruk av digitale plattformer for sanntidsrapportering av KPI-er relatert til
beaerekraft og etiske retningslinjer i leveranderkjeden der leveranderer og produsenter ogsa kan oppdatere sine
resultater fortlgpende.

- Samarbeid med tredjepartsrevisorer: Uavhengige revisorer giennomfgrer arlige vurderinger for & verifisere
rapporterte resultater.

b) Ansvar for evaluering av arbeidet med aktsomhetsvurderinger

Evalueringen ledes av konsernledelsen i Sport Holding, stattet av eksterne eksperter for a sikre objektiv
vurdering:

* Fordeling av ansvar:

- Konsernledelsen evaluerer arlig den strategiske effekten av aktsomhetsvurderingene i forbindelse med
rapportering eller hyppigere ved behov.

- Beerekraftteamet i Sport Holding evaluerer operasjonelle aspekter, inkludert leverandgroppfelging og
oppleeringsprogrammer.

« Praktisk gjennomfering av evalueringen:

- Arlig strategigiennomgang: Konsernledelsen gjennomgar fremdrift i forhold til malsetninger og tiltak opp mot
selskapets overordnede strategi og strategiplaner.

- Leverandgrevaluering: Leverandgrer vurderes basert pa etterlevelse av Sport Holding Code of Conduct, med
krav om forbedringsplaner der mangler avdekkes.

- Interessentdialoger: Sport Holding gjennomf@rer mgter med ngkkelinteressenter, inkludert arbeidstakere,
NGOs, franchisetakere, leverandgrer og eiere for & samle inn tilbakemeldinger.

e Data- og resultatkommunikasjon:

- Resultatene fra evalueringer og overvaking rapporteres i konsernets integrerte arsrapport fra FY 2025.

- Sport Holding og Bergans publiserer en egen arsrapport til Etisk Handel med detaljerte analyser av
aktsomhetsvurderingene og fremtidige mal.

Produksjon

Etter hver audit av fabrikker som produserer vare egne merkevarer, ogsa ved oppfalgingsbesgk, blir det laget en
plan med forbedringstiltak i samarbeid med produsent. I disse planene spesifiseres avvikene som skal forbedres,
hvilke tiltak som skal gjennomfgres samt frist for giennomfering. Tiltakene falges opp lepende, og vi felger ogsa
opp med radgiving og oppleering der det er ngdvendig. Fysiske tiltak i fabrikker kontrolleres ved
oppfolgingsbesgk som gjennomferes bide av Compliance Manager og kvalitetskontrollgrer.
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Sport Holding AS har et samarbeid med Hillestad-Consulting AS, et samarbeid som skal bidra til at var
egenproduksjon skjer i trdd med vare retningslinjer og gjeldende regelverk. Hillestad-Consulting foretar
oppfelging pa vegne av Sport Holding og av at Sport Holding Code of Conduct fplges av fabrikker i Kina, samt
andre asiatiske land som produserer produkter knyttet til konsernets egne merkevarer (EMV). Oppfelging foretas
blant annet via fysiske besgk og tilstedeveerelse pa fabrikkene, samt korrigerende tiltak ved behov.
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4.A.2 Beskriv hvordan dere sannsynliggjer og/ eller maler effekten av tiltak for a redusere risiko

Sport Holding jobber kontinuerlig med & utarbeide robuste metoder for 4 sannsynliggjore og méle effekten av
tiltak rettet mot risikoreduksjon. I Q4 2024 startet Sport holding et arbeid med 4 implementere et ESG ERM
system for & identifisere, vurdere og behandle ESG relatert pavirkning, risiko og muligheter. Dette vil hjelpe oss
med 4 overvake at tiltakene har gnsket effekt og bidrar til beerekraftige forbedringer.

Metoder for & sannsynliggjore effekten av tiltak:

 Benchmarking mot industristandarder: Resultater ssmmenlignes med bransjestandarder og beste praksis
for & vurdere tiltakets relative effektivitet.

¢ Bruk av ngkkelindikatorer (KPI-er):

- Méling av CO2- utslipp og karbonintensitet pr solgte enhet/omsetning/ansatt

- Andel leverandgrer som oppfyller miljg- og etiske standarder.

- @kning i resirkulerte materialer brukt i produksjonen.

e Scenarioanalyser:

- Modellering av alternative tiltak for & identifisere mest effektive lgsninger.

- Utregning av mulig finansiell effekt som fglge av risiko og muligheter.

- Testing av tiltak i pilotprosjekter for & forutsi effekt i stgrre skala som for eksempel med sirkuleere
forretningsmodeller.

o Interessent dialog:

- Dialog eller undersgkelser blant ansatte, leverandgrer og kunder for & vurdere oppfatningen av selskapets tiltak
innenfor vesentlige baerekrafttemaer.

- Publiserte rangeringer og rapporter fra eksterne kilder.

Metoder for miling av effekten:

* Datadrevet overvaking:

- Bruk av digitale verktgy for kontinuerlig innsamling og analyse av data relatert til baerekraft og
risikohandtering.

- Sanntidsdashbord som viser fremdrift p& definerte KPI-er innenfor ulike baerekrafttemaer.

« Eksterne og interne revisjoner:

- Uavhengige revisjoner gjennomfart av revisorfor & sikre objektivitet vil bli implementert som en del av den
innfasing av direktivet for beerekraftrapportering.

- Internrevisjon og overvakning av indikatorer, progresjon og effekt av tiltak.

» Maling av effekt av tiltak knyttet til leverandeor kjeden:

- Arlig vurdering av leveranderers fremdrift knyttet til etterlevelse av Sport Holding Code of Conduct gjennom
leverandgrdialog, kartlegging og tilbakemeldinger.

- Kontroll av tiltak som adresserer kritiske risikoomrader som arbeidsforhold og miljgpavirkning.

Kommunikasjon av resultater:

« Baerekraftsrapporter: Arlige rapporter som dokumenterer arbeid, mal, tiltak, planer og strategier for selskapets
vesentlige temaer innen baerekraft.

- Internrapportering: Oppdateringer til interne interessenter og eiere om fremdrift og resultater fra tiltakene.

Produksjon

Var viktigste oppfelging av tiltak er giennom dialog og oppfalgings inspeksjoner av fabrikker som gjennomfgres
av var Compliance Officer. Var erfaring er at tilstedeveerelse og tett dialog med fabrikkene er ngdvendig for at
forbedringstiltak skal gijennomfgres. Denne maten & arbeide pé gir oss ogsé veldig nyttig kunnskap om hvordan
tiltakene fungerer for fabrikkene.

Leverandorer

Felles tilneerming i et bransjesamarbeid blant de stgrste aktgrene innenfor sportsbransjen. Et felles
rapporteringssystem og samarbeid om tiltak og oppfeling vil sikre et bedre kvalitet, og et samsvarende system for
& male effekt av tiltakene pa tvers av leverandgrkjeder.
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Kommunikasjon av hvordan
negativ pavirkning/skade er
handtert

Forutsetningen for god ekstern kommunikasjon om arbeidet knyttet til
virksomheters aktsomhetsvurderinger for baerekraftig forretningspraksis er
at den bygger pa konkrete aktiviteter og resultater. Virksomheten skal
kommunisere offentlig om relevante styringsdokumentet knyttet til
aktsomhetsvurderinger, eksempelvis policyer, retningslinjer, prosesser og
aktiviteter knyttet til 4 identifisere og hdndtere virksomhetens faktiske og
potensielle negative pavirkning p4 mennesker, dyr, samfunn og miljg.
Kommunikasjonen bgr inkludere hvordan risikoen er avdekket og handtert,
samt hvilke effekter man oppnadde av tiltakene/aktivitetene. Etter
apenhetslovens §4 skal virksomheter som er omfattet arlig offentliggjore en
redegjorelse for aktsomhetsvurderinger.
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5.A. Kommunisere eksternt

5.A.1 Beskriv hvordan virksomheten kommuniserer med bergrte interessenter om handteringen av negativ
pavirkning/skade

Sport Holding gnsker & opprettholde dpen, tydelig og regelmessig kommunikasjon med alle bergrte
interessenter, bade internt i virksomheten og i leveranderkjeden.

Kommunikasjonsstrategier med bergrte interessenter:

* Direkte kommunikasjon med arbeidere i leverandgrkjeden:

- Gjennomfgrelse av regelmessige audits p& produksjonssteder for & informere om tiltak relatert til
menneskerettigheter, arbeidsforhold og HMS, inkludert temaer som overtid og trygge arbeidsmiljger.

- Etablering og implementering av klage- og varslingskanaler, tilgjengelige pa lokale sprak, som muliggjgr
rapportering av brudd pé etiske retningslinjer uten frykt for represalier.

* Dialog med egne ansatte:

- Medarbeidersamtaler, varslingskanaler og ved ansatterepresentasjon ha en dpen dialog med ansatte i egen
virksomhet.

* Oppfolging av kritiske hendelser:

- Rask og &pen kommunikasjon med bergrte interessenter dersom det oppdages alvorlige brudd, for eksempel
tilfeller av barnearbeid, overdreven overtid eller farlige arbeidsforhold.

- Utarbeidelse av handlingsplaner i samarbeid med interessenter for & handtere slike hendelser og forhindre
fremtidige forekomster.

Metoder for a sikre effektiv kommunikasjon:

* Regelmessige rapporter og oppdateringer:

- Publisering baerekraftsrapport som dokumenterer fremdrift og tiltak for & redusere negativ pavirkning.

- Regelmessig internrapportering pa selskapets vesentlige omréder etter definerte KPIer.

- Spesialrapporter ved handtering av alvorlige hendelser, katastrofer, tilbakekallinger og annet som distribueres
til relevante interessenter.

* Bruk av digitale plattformer:

- Plattformer for interessentdialog hvor ansatte og andre aktgrer kan stille spgrsmal, gi tilbakemeldinger og fa
tilgang til informasjon om tiltak og resultater.

o Tilpasset kommunikasjon:

- Informasjon tilpasses ulike interessenter basert pa deres behov og preferanser, inkludert bruk av visuelle
hjelpemidler og lokale sprak for & sikre forstaelse.

Sport Holding har tro p& dpenhet, og har sommal 4 ha en &pen og transparent kommunikasjon rundt alle
problemstillinger og utfordringer knyttet til var innvirkning p4 mennesker, natur og klima.Var Code of Conduct,
var policy for berekraftsarbeid samt klimaregnskap er tilgjengelig for alle pd vare nettsider.

Vi kommuniserer med interessenter gjennom besgk, telefon eller mail, sammen diskuterer vi risikoer i forhold til
vare omrader og legger planer for eventuelle forbedringer badde hos oss, leverandgrene og produsentene.

Produksjon

Vart representasjonskontor i Kina har tett kommunikasjon med alle tekstilprodusenter. Vi har etablerte
rapporteringsrutiner mellom produsentene og teamet. Teamet har instruks om a rapportere umiddelbart til
Compliance Officer ved mistanke om negativ pavirkning/skade.
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5.A.2 Beskriv hvordan virksomheten kommuniserer offentlig rundt eget arbeid med kartlegging og handtering av
negativ pavirkning/skade

Offentlig kommunikasjon om aktsomhetsvurderinger

« Arlige baerekraftsrapporter:

- Sport Holding og Bergans publiserer informasjon i Etisk Handles arsrapport som redegjgr for tiltak, prioriterte
risikoomrader og resultater av arbeidet.

- Det forberedes ogsé for integrert &rsrapportering pé vesentlige omrader innen beerekraft i henhold til direktivet
for beerekraftrapportering.

- Transparente resultater og og A&penhet om utfordringer:

- Rapportene inneholder ogsé identifiserte pavirkninger og risikoer innenfor omrader som krever videre arbeid.

Digitale kommunikasjonskanaler:

* Nettsider:

- I tillegg til Arsrapport fra Etisk Handel Norge er det kommunisert informasjon om retningslinjer for beerekraftig
forretningspraksis pa nettsidene til Sport Holding, kjedekonseptenes og Bergans. Fremover planlegges det for
publisere mer informasjon som kan veere viktig for forbrukernes valg pa fra Sport Holding AS sine medlemmer
og kjedekonseptene sine nettsider.

 Sosiale medier:

- Gjennom plattformer som Instagram, LinkedIn og Facebook deler selskapene jevnlig innhold om sitt arbeid.
Dette inkluderer blant annet tiltak hos vére kjedekonsept eller merkevarer som kan ha forankring i
beerekrafttematikk.

Handtering av prioriterte og ikke-prioriterte omrader:

- Sport Holding har utfert en analyse av selskapets vesentlige temaer innen baerekraft. Selskapet vil utarbeidet
strategiplaner for maloppnéelse innenfor vesentlige omréader. Dette arbeidet er pdgdende ut i 2025 og strategi,
planer, tiltak, méalsetninger og resultater vil publiseres i selskapets integrerte arsrapport. Det er mulighet for at
selskapet ogsa vil prioritere temaer som ikke er definert som vesentlige.

* Eksterne vurderinger og attestasjon:

- Resultater fra tredjepartsrevisjoner og vurderinger vil bli publisert for & bekrefte paliteligheten av
informasjonen som er rapportert i henhold til krav om ekstern attestasjon nar baerekraftrapportering integreres
som del av styrets arsberetning.
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5.A.3 Beskriv virksomhetens rutine for a ivareta og besvare eksterne henvendelser relatert til informasjonskravet
palagt virksomheter under apenhetsloven.

Sport Holding har etablert rutiner for & sikre at eksterne henvendelser knyttet til informasjonskravet i
apenhetsloven handteres effektivt, transparent og i henhold til lovpalagte frister.

Rutiner for mottak og behandling av eksterne henvendelser:

¢ Dedikert kontaktpunkt:

- Sport Holding har etablert en egen e-postadresse:baerekraft@sportholding.no som fungerer som det primeere
kontaktpunktet for alle eksterne henvendelser knyttet til &penhetsloven.

- Kontaktinformasjonen er lett tilgjengelig pa Sport Holding og Kjedekonseptenes nettsider.

+ Saksbehandling og vurdering:

- Et tverrfaglig team bestdende av representanter baerekraftsteamet og relevante personer vurderer og besvarer
alle henvendelser og har tilgang til kontoen

- Vurderingene skjer i henhold til prosedyre som sikrer samsvar med informasjonskravene i 4penhetsloven.

o Svarfrist og kvalitetssikring:

- Sport Holding forplikter seg til & svare pé alle forespgrsler innen tidsfrister som fremkommer i trdd med lovens
krav.

- Svarene kvalitetssikres for & sikre at informasjonen er korrekt, fullstendig og forstéelig.

Metoder for kommunikasjon og oppfelging:

* Oppfolging og dokumentasjon:

- Alle henvendelser og tilhgrende svar dokumenteres og lagres sikkert i selskapenes interne
saksbehandlingssystem.

- Henvendelser som avdekker potensielle forbedringsomrader behandles som en del av selskapenes
kontinuerlige forbedringsprosesser.

Ekstern kommunikasjon utenfor apenhetsloven:

Selv om henvendelser ikke alltid omfattes av Apenhetsloven, praktiseres som regel tilsvarende standarder for
apenhet.

Dette inkluderer:

- Apen dialog gjennom bzerekraftsrapporter.

- Offentlige deltakelse pa webinarer og arrangementer hvor interessenter kan stille spgrsmal direkte til
beerekraftansvarlig eller andre representanter for virksomheten.

« Partnerskap med bransjeorganisasjoner for & fremme felles standarder for ansvarlig virksomhet.
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Gjenoppretting der dette er
pakrevd

Nar en virksomhet har identifisert at den har forérsaket eller bidratt til skade
p& mennesker, dyr, samfunn eller miljg hdndteres skaden gjennom & sgrge
for gjenoppretting, eller samarbeide om gjenoppretting. Gjenoppretting kan
innebere gkonomisk erstatning eller kompensasjon, en offentlig beklagelse,
eller at skaden pé annet vis rettes opp. Det handler ogsa om 4 sgrge for tilgang
til Klageordninger for arbeidere og/eller lokalsamfunn slik at de kan fa sin sak
hert og hindtert.




6.A Gjenoppretting

6.A.1 Beskriv virksomhetens policy for gjenoppretting ved negative konsekvenser

Utdrag fra var policy som ligger tilgjengelig p vare nettsider:

Sport Holding skal giennomfare aktsomhetsvurderinger for beerekraftig forretningspraksis. Det vil si: gjore egne
risikokartlegginger av negativ pavirkning p4 mennesker, samfunn og miljg, og stanse, forebygge og redusere slik
pavirkning. Tiltakene overvakes og vurderes effekten av, og kommuniseres til de bergrte. Der vare aktiviteter
forarsaker eller medvirker til negativ pavirkning pA mennesker, samfunn eller miljg skal vi stanse denne
aktiviteten, og vi vil sgke & gjenopprette skaden. Der leverandgren er ansvarlig for den negative
pévirkningen/skaden er leverandgren ogsa ansvarlig for gjenoppretting.

Var Code of Conduct har ogsé et eget punkt som omhandler vare krav til utbedring og korrigerende tiltak i tilfelle
brudd:

In the event of a breach of the code of conduct, Sport Holding and the supplier will jointly prepare a plan for
remedying the breach. Remediation must take place within a reasonable period of time. The contract will only be
terminated if the supplier remains unwilling to remedy the breach following repeated enquiries.

Beskriv eventuelle tilfeller av gjenoppretting i rapporteringsperioden

I rapporteringsaret har vi ikke funnet avvik som krever umiddelbare tiltak. De fleste funnene dreier seg om
kontinuerlig forbedringsarbeid.
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6.B Sikre tilgang til klagemekanismer

6.B.1 Beskriv hva virksomheten gjgr for a sikre at ansatte og andre interessenter, spesielt pavirkede arbeidere og
lokalsamfunn har tilgang til varslingskanaler og klagemekanismer

Internt benytter Sport Holding et digitalt Human Resources Management system med personalhdndbgker som
tar for seg de stegene ansatte i Sport Holding kan, og oppfordres til 4 fplge ved varsling av eventuelle
kritikkverdige forhold pa arbeidsplassen.

I lgpet av rapporteringsaret har Sport Holding ogsé introdusert en 'CSR hotline' hos alle produsentene av egne
merkevarer i Kina hvor vi har giennomfgrt risikovurdering. Tjenesten har blitt introdusert for bdde arbeider og
ledelse ved fabrikkene, og plakater med informasjon har blitt hengt opp pa fabrikkene.
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Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Transaction ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.
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For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2025-05-16 09:22:46.872427 UTC ±5 ms

    		2025-05-16 08:37:37.584606 UTC

    		

      34.88.23.66

      

        Go-http-client/2.0

      

    

    		

      

        The initiator Etisk handel Norge (EhN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2025-08-14 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2025-05-16 09:22:46.872427 UTC ±5 ms

    		2025-05-16 08:37:37.584606 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (petter@gjelsten.no) to Petter Schouw-Hansen Styreleder (PSS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-05-16 09:22:46.872427 UTC ±5 ms

    		2025-05-16 08:37:37.584606 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (pal.rasmussen@onsunde.no) to Pål Heldrup Rasmussen Styremedlem (PHRS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2025-05-16 09:22:53.280393 UTC ±5 ms

    		2025-05-16 08:37:37.584606 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Petter Schouw-Hansen Styreleder (PSS) was delivered.

      


    

  



  

  

    		2025-05-16 09:22:53.296297 UTC ±5 ms

    		2025-05-16 08:37:37.584606 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Pål Heldrup Rasmussen Styremedlem (PHRS) was delivered.

      


    

  



  

  

    		2025-05-16 09:23:35.201215 UTC ±5 ms

    		2025-05-16 08:37:37.584606 UTC

    		

      188.95.247.249

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36 Edg/136.0.0.0

      

    

    		

      

        The party Pål Heldrup Rasmussen Styremedlem (PHRS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-16 11:55:21.777428 UTC ±10 ms

    		2025-05-16 11:37:43.131689 UTC

    		

      195.159.90.220

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36

      

    

    		

      

        The party Petter Schouw-Hansen Styreleder (PSS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-16 11:56:12.240167 UTC ±10 ms

    		2025-05-16 11:37:43.131689 UTC

    		

      195.159.90.220

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Petter Schouw-Hansen Styreleder (PSS) signed the document.

      


    

  



  

  

    		2025-05-16 12:46:30.116471 UTC ±8 ms

    		2025-05-16 12:37:44.811333 UTC

    		

      188.95.247.249

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36 Edg/136.0.0.0

      

    

    		

      

        The party Pål Heldrup Rasmussen Styremedlem (PHRS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2025-05-16 12:52:46.027949 UTC ±11 ms

    		2025-05-16 12:37:44.811333 UTC

    		

      188.95.247.249

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/136.0.0.0 Safari/537.36 Edg/136.0.0.0

      

    

    		

      

        The signatory Pål Heldrup Rasmussen Styremedlem (PHRS) signed the document.

      


    

  



  

  

    		2025-05-16 12:52:46.027949 UTC ±11 ms

    		2025-05-16 12:37:44.811333 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2025-05-16 12:52:46.297772 UTC ±11 ms

    		2025-05-16 12:37:44.811333 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 5.4 patchlevel 2 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: -0.01 ms

		standard deviation: 1.80 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈83.579%

		|e| < 5 ms: ≈99.460%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2025-04-04 21:01:06.735324 UTC and 2025-05-16 12:37:44.811333 UTC:







  		Time collected

  		Clock offset







  

    		2025-04-04 21:01:06.735324

    		-0.3 ms

  





  

    		2025-04-04 22:01:08.795951

    		-2.3 ms

  





  

    		2025-04-04 23:01:10.66277

    		-2.4 ms

  





  

    		2025-04-05 00:01:12.799991

    		-2.1 ms

  





  

    		2025-04-05 01:01:15.167707

    		-2.2 ms

  





  

    		2025-04-05 02:01:16.912727

    		1.2 ms

  





  

    		2025-04-05 03:01:19.335304

    		-1.2 ms

  





  

    		2025-04-05 04:01:21.484615

    		-3.4 ms

  





  

    		2025-04-05 05:01:23.425114

    		-0.9 ms

  





  

    		2025-04-05 06:01:25.613418

    		-0.6 ms

  





  

    		2025-04-05 07:01:27.602896

    		1.3 ms

  





  

    		2025-04-05 08:01:31.245712

    		0.9 ms

  





  

    		2025-04-05 09:01:33.338916

    		2.0 ms

  





  

    		2025-04-05 10:01:35.104826

    		0.2 ms

  





  

    		2025-04-05 11:01:37.07978

    		-1.0 ms

  





  

    		2025-04-05 12:01:39.726137

    		2.1 ms

  





  

    		2025-04-05 13:01:42.043603

    		0.0 ms

  





  

    		2025-04-05 14:01:44.299934

    		0.3 ms

  





  

    		2025-04-05 15:01:46.025277

    		3.8 ms

  





  

    		2025-04-05 16:01:48.171921

    		0.1 ms

  





  

    		2025-04-05 17:01:50.411839

    		0.7 ms

  





  

    		2025-04-05 18:01:52.141533

    		1.5 ms

  





  

    		2025-04-05 19:01:54.676719

    		0.0 ms

  





  

    		2025-04-05 20:01:57.763586

    		-3.6 ms

  





  

    		2025-04-05 21:02:00.347568

    		-5.6 ms

  





  

    		2025-04-05 22:02:02.944111

    		-2.2 ms

  





  

    		2025-04-05 23:02:05.712325

    		-2.8 ms

  





  

    		2025-04-06 00:02:07.902017

    		-0.4 ms

  





  

    		2025-04-06 01:02:09.933349

    		-4.5 ms

  





  

    		2025-04-06 02:02:11.738033

    		-3.3 ms

  





  

    		2025-04-06 03:02:13.712616

    		-6.3 ms

  





  

    		2025-04-06 04:02:15.748256

    		2.7 ms

  





  

    		2025-04-06 05:02:17.572017

    		2.0 ms

  





  

    		2025-04-06 06:02:19.380844

    		-1.2 ms

  





  

    		2025-04-06 07:02:21.940336

    		-2.6 ms

  





  

    		2025-04-06 08:02:25.468387

    		0.3 ms

  





  

    		2025-04-06 09:02:28.953595

    		-0.4 ms

  





  

    		2025-04-06 10:02:32.067715

    		8.3 ms

  





  

    		2025-04-06 11:02:34.421007

    		1.8 ms

  





  

    		2025-04-06 12:02:37.753632

    		-0.3 ms

  





  

    		2025-04-06 13:02:39.855558

    		1.1 ms

  





  

    		2025-04-06 14:02:41.661152

    		-1.2 ms

  





  

    		2025-04-06 15:02:43.263663

    		0.1 ms

  





  

    		2025-04-06 16:02:45.634663

    		-1.1 ms

  





  

    		2025-04-06 17:02:48.151628

    		-0.7 ms

  





  

    		2025-04-06 18:02:51.109878

    		0.3 ms

  





  

    		2025-04-06 19:02:54.174753

    		-0.5 ms

  





  

    		2025-04-06 20:02:56.616583

    		-2.0 ms

  





  

    		2025-04-06 21:02:58.663323

    		-3.2 ms

  





  

    		2025-04-06 22:03:00.928766

    		-0.3 ms

  





  

    		2025-04-06 23:03:02.981142

    		2.2 ms

  





  

    		2025-04-07 00:03:05.224433

    		-1.2 ms

  





  

    		2025-04-07 01:03:07.46113

    		0.1 ms

  





  

    		2025-04-07 02:03:09.672339

    		-0.1 ms

  





  

    		2025-04-07 03:03:11.770069

    		-1.0 ms

  





  

    		2025-04-07 04:03:13.610967

    		-0.7 ms

  





  

    		2025-04-07 05:03:16.639015

    		0.0 ms

  





  

    		2025-04-07 06:03:19.497754

    		3.4 ms

  





  

    		2025-04-07 07:03:21.733704

    		0.4 ms

  





  

    		2025-04-07 08:03:25.132753

    		0.8 ms

  





  

    		2025-04-07 09:03:27.522365

    		-0.2 ms

  





  

    		2025-04-07 10:03:29.58077

    		2.0 ms

  





  

    		2025-04-07 11:03:32.128775

    		1.2 ms

  





  

    		2025-04-07 12:03:34.019518

    		2.7 ms

  





  

    		2025-04-07 13:03:36.456667

    		0.9 ms

  





  

    		2025-04-07 14:03:37.972808

    		0.7 ms

  





  

    		2025-04-07 15:03:39.606587

    		0.0 ms

  





  

    		2025-04-07 16:03:41.925756

    		0.0 ms

  





  

    		2025-04-07 17:03:44.814275

    		-0.2 ms

  





  

    		2025-04-07 18:03:46.761802

    		2.4 ms

  





  

    		2025-04-07 19:03:49.264285

    		-0.5 ms

  





  

    		2025-04-07 20:03:51.411804

    		-0.6 ms

  





  

    		2025-04-07 21:03:54.251811

    		-2.5 ms

  





  

    		2025-04-07 22:03:57.649713

    		-2.4 ms

  





  

    		2025-04-07 23:04:00.666997

    		-1.4 ms

  





  

    		2025-04-08 00:04:03.170419

    		-0.5 ms

  





  

    		2025-04-08 01:04:06.015292

    		2.9 ms

  





  

    		2025-04-08 02:04:08.372704

    		0.4 ms

  





  

    		2025-04-08 03:04:10.349572

    		-1.3 ms

  





  

    		2025-04-08 04:04:13.988905

    		-3.4 ms

  





  

    		2025-04-08 05:04:16.13028

    		-4.2 ms

  





  

    		2025-04-08 06:04:18.737006

    		-1.1 ms

  





  

    		2025-04-08 07:04:21.697236

    		2.0 ms

  





  

    		2025-04-08 08:04:23.182111

    		-0.4 ms

  





  

    		2025-04-08 09:04:25.049387

    		-1.4 ms

  





  

    		2025-04-08 10:04:26.777403

    		6.5 ms

  





  

    		2025-04-08 11:04:28.943842

    		1.1 ms

  





  

    		2025-04-08 12:04:30.728481

    		-0.6 ms

  





  

    		2025-04-08 13:04:32.819887

    		1.5 ms

  





  

    		2025-04-08 14:04:34.435209

    		0.5 ms

  





  

    		2025-04-08 15:04:36.69115

    		0.7 ms

  





  

    		2025-04-08 16:04:38.958127

    		1.5 ms

  





  

    		2025-04-08 17:04:41.566813

    		-1.3 ms

  





  

    		2025-04-08 18:04:43.314409

    		3.9 ms

  





  

    		2025-04-08 19:04:45.058522

    		2.0 ms

  





  

    		2025-04-08 20:04:48.217434

    		1.6 ms

  





  

    		2025-04-08 21:04:52.318006

    		1.7 ms

  





  

    		2025-04-08 22:04:54.46896

    		3.5 ms

  





  

    		2025-04-08 23:04:56.824065

    		2.7 ms

  





  

    		2025-04-09 00:04:58.550134

    		-0.1 ms

  





  

    		2025-04-09 01:05:01.25712

    		-6.9 ms

  





  

    		2025-04-09 02:05:03.209776

    		-1.5 ms

  





  

    		2025-04-09 03:05:06.484083

    		1.3 ms

  





  

    		2025-04-09 04:05:09.708901

    		0.8 ms

  





  

    		2025-04-09 05:05:11.762156

    		0.3 ms

  





  

    		2025-04-09 06:05:13.942983

    		0.5 ms

  





  

    		2025-04-09 07:05:15.653775

    		-0.6 ms

  





  

    		2025-04-09 08:05:17.41718

    		1.3 ms

  





  

    		2025-04-09 09:05:19.887341

    		-0.7 ms

  





  

    		2025-04-09 10:05:22.349173

    		5.4 ms

  





  

    		2025-04-09 11:05:24.150306

    		-1.7 ms

  





  

    		2025-04-09 12:05:25.632707

    		3.2 ms

  





  

    		2025-04-09 13:05:27.309316

    		0.6 ms

  





  

    		2025-04-09 14:05:28.791061

    		2.2 ms

  





  

    		2025-04-09 15:05:30.957567

    		-0.1 ms

  





  

    		2025-04-09 16:05:32.483058

    		-1.5 ms

  





  

    		2025-04-09 17:05:35.579376

    		2.8 ms

  





  

    		2025-04-09 18:05:37.565499

    		-2.5 ms

  





  

    		2025-04-09 19:05:39.935535

    		0.2 ms

  





  

    		2025-04-09 20:05:42.554733

    		-3.9 ms

  





  

    		2025-04-09 21:05:45.233121

    		1.2 ms

  





  

    		2025-04-09 22:05:47.138876

    		0.4 ms

  





  

    		2025-04-09 23:05:49.090445

    		3.7 ms

  





  

    		2025-04-10 00:05:51.208653

    		2.2 ms

  





  

    		2025-04-10 01:05:53.419137

    		0.3 ms

  





  

    		2025-04-10 02:05:55.583068

    		3.6 ms

  





  

    		2025-04-10 03:05:57.607415

    		0.7 ms

  





  

    		2025-04-10 04:05:59.834342

    		4.1 ms

  





  

    		2025-04-10 05:06:01.825692

    		2.9 ms

  





  

    		2025-04-10 06:06:04.200159

    		2.9 ms

  





  

    		2025-04-10 07:06:07.065028

    		-4.8 ms

  





  

    		2025-04-10 08:06:09.934052

    		-4.9 ms

  





  

    		2025-04-10 09:06:12.463186

    		-4.1 ms

  





  

    		2025-04-10 10:06:14.108331

    		13.0 ms

  





  

    		2025-04-10 11:06:16.528376

    		3.2 ms

  





  

    		2025-04-10 12:06:18.97767

    		2.4 ms

  





  

    		2025-04-10 13:06:21.395983

    		-2.1 ms

  





  

    		2025-04-10 14:06:24.18997

    		0.6 ms

  





  

    		2025-04-10 15:06:26.333011

    		1.6 ms

  





  

    		2025-04-10 16:06:34.055644

    		1.2 ms

  





  

    		2025-04-10 17:06:36.866612

    		1.2 ms

  





  

    		2025-04-10 18:06:39.955518

    		1.4 ms

  





  

    		2025-04-10 19:06:42.271341

    		-0.5 ms

  





  

    		2025-04-10 20:06:44.049983

    		-3.3 ms

  





  

    		2025-04-10 21:06:46.14392

    		-1.3 ms

  





  

    		2025-04-10 22:06:48.554445

    		0.5 ms

  





  

    		2025-04-10 23:06:50.824131

    		-2.2 ms

  





  

    		2025-04-11 00:06:53.275002

    		0.3 ms

  





  

    		2025-04-11 01:06:55.336986

    		-0.9 ms

  





  

    		2025-04-11 02:06:57.147868

    		-1.6 ms

  





  

    		2025-04-11 03:06:59.766183

    		1.0 ms

  





  

    		2025-04-11 04:07:02.147084

    		-0.7 ms

  





  

    		2025-04-11 05:07:04.279585

    		1.3 ms

  





  

    		2025-04-11 06:07:06.392911

    		-0.5 ms

  





  

    		2025-04-11 07:07:08.190905

    		0.3 ms

  





  

    		2025-04-11 08:07:10.826467

    		2.5 ms

  





  

    		2025-04-11 09:07:12.353985

    		3.7 ms

  





  

    		2025-04-11 10:07:13.796268

    		0.9 ms

  





  

    		2025-04-11 11:07:15.647385

    		0.0 ms

  





  

    		2025-04-11 12:07:18.261319

    		-0.4 ms

  





  

    		2025-04-11 13:07:21.345236

    		-0.7 ms

  





  

    		2025-04-11 14:07:24.027677

    		-0.6 ms

  





  

    		2025-04-11 15:07:26.964998

    		-0.1 ms

  





  

    		2025-04-11 16:07:29.471589

    		-1.3 ms

  





  

    		2025-04-11 17:07:32.446034

    		2.3 ms

  





  

    		2025-04-11 18:07:34.638236

    		-1.4 ms

  





  

    		2025-04-11 19:07:37.183871

    		-2.0 ms

  





  

    		2025-04-11 20:07:39.072579

    		-2.0 ms

  





  

    		2025-04-11 21:07:41.228003

    		-4.0 ms

  





  

    		2025-04-11 22:07:43.215194

    		-0.9 ms

  





  

    		2025-04-11 23:07:45.30682

    		0.3 ms

  





  

    		2025-04-12 00:07:47.367119

    		-1.1 ms

  





  

    		2025-04-12 01:07:49.271504

    		-1.3 ms

  





  

    		2025-04-12 02:07:51.520172

    		-2.1 ms

  





  

    		2025-04-12 03:07:53.816191

    		-1.5 ms

  





  

    		2025-04-12 04:07:55.843524

    		1.2 ms

  





  

    		2025-04-12 05:07:58.134667

    		1.1 ms

  





  

    		2025-04-12 06:08:00.607916

    		1.3 ms

  





  

    		2025-04-12 07:08:03.27949

    		0.1 ms

  





  

    		2025-04-12 08:08:05.325785

    		2.4 ms

  





  

    		2025-04-12 09:08:07.760813

    		1.3 ms

  





  

    		2025-04-12 10:08:09.393463

    		1.8 ms

  





  

    		2025-04-12 11:08:11.5956

    		-0.5 ms

  





  

    		2025-04-12 12:08:13.516212

    		0.1 ms

  





  

    		2025-04-12 13:08:15.399906

    		-0.6 ms

  





  

    		2025-04-12 14:08:17.916643

    		1.5 ms

  





  

    		2025-04-12 15:08:20.848575

    		0.0 ms

  





  

    		2025-04-12 16:08:24.04212

    		3.0 ms

  





  

    		2025-04-12 17:08:26.880654

    		1.0 ms

  





  

    		2025-04-12 18:08:29.484062

    		-1.8 ms

  





  

    		2025-04-12 19:08:32.082477

    		1.1 ms

  





  

    		2025-04-12 20:08:35.196335

    		-2.4 ms

  





  

    		2025-04-12 21:08:37.795537

    		-1.5 ms

  





  

    		2025-04-12 22:08:39.994442

    		-1.6 ms

  





  

    		2025-04-12 23:08:42.787909

    		-1.3 ms

  





  

    		2025-04-13 00:08:44.824538

    		-1.8 ms

  





  

    		2025-04-13 01:08:47.025293

    		0.0 ms

  





  

    		2025-04-13 02:08:49.326518

    		1.0 ms

  





  

    		2025-04-13 03:08:51.186988

    		1.6 ms

  





  

    		2025-04-13 04:08:53.650752

    		1.1 ms

  





  

    		2025-04-13 05:08:55.868267

    		0.0 ms

  





  

    		2025-04-13 06:08:57.888809

    		-0.2 ms

  





  

    		2025-04-13 07:09:00.696312

    		0.0 ms

  





  

    		2025-04-13 08:09:03.511001

    		2.2 ms

  





  

    		2025-04-13 09:09:06.42031

    		0.3 ms

  





  

    		2025-04-13 10:09:09.04752

    		1.7 ms

  





  

    		2025-04-13 11:09:11.156411

    		0.1 ms

  





  

    		2025-04-13 12:09:13.304697

    		1.1 ms

  





  

    		2025-04-13 13:09:16.952781

    		0.0 ms

  





  

    		2025-04-13 14:09:19.725143

    		0.3 ms

  





  

    		2025-04-13 15:09:22.08911

    		1.3 ms

  





  

    		2025-04-13 16:09:24.470122

    		-1.0 ms

  





  

    		2025-04-13 17:09:27.415601

    		0.4 ms

  





  

    		2025-04-13 18:09:28.998073

    		1.2 ms

  





  

    		2025-04-13 19:09:30.904573

    		1.5 ms

  





  

    		2025-04-13 20:09:33.222373

    		-1.2 ms

  





  

    		2025-04-13 21:09:35.637058

    		-0.5 ms

  





  

    		2025-04-13 22:09:37.856529

    		1.1 ms

  





  

    		2025-04-13 23:09:40.55926

    		-1.4 ms

  





  

    		2025-04-14 00:09:42.690939

    		-1.3 ms

  





  

    		2025-04-14 01:09:44.863711

    		0.4 ms

  





  

    		2025-04-14 02:09:47.025927

    		-1.1 ms

  





  

    		2025-04-14 03:09:49.099027

    		0.7 ms

  





  

    		2025-04-14 04:09:51.665292

    		-1.6 ms

  





  

    		2025-04-14 05:09:53.704585

    		-0.8 ms

  





  

    		2025-04-14 06:09:56.636334

    		2.7 ms

  





  

    		2025-04-14 07:09:59.662597

    		0.0 ms

  





  

    		2025-04-14 08:10:02.378128

    		1.8 ms

  





  

    		2025-04-14 09:10:04.779971

    		0.9 ms

  





  

    		2025-04-14 10:10:06.502287

    		-0.6 ms

  





  

    		2025-04-14 11:10:08.208677

    		-0.8 ms

  





  

    		2025-04-14 12:10:10.645802

    		-3.3 ms

  





  

    		2025-04-14 13:10:13.169604

    		0.3 ms

  





  

    		2025-04-14 14:10:15.200275

    		-0.3 ms

  





  

    		2025-04-14 15:10:17.183689

    		1.7 ms

  





  

    		2025-04-14 16:10:19.494468

    		-0.4 ms

  





  

    		2025-04-14 17:10:21.378029

    		1.0 ms

  





  

    		2025-04-14 18:10:23.367411

    		0.5 ms

  





  

    		2025-04-14 19:10:25.766099

    		-3.0 ms

  





  

    		2025-04-14 20:10:28.909854

    		-3.7 ms

  





  

    		2025-04-14 21:10:31.623208

    		-1.6 ms

  





  

    		2025-04-14 22:10:33.81554

    		-1.1 ms

  





  

    		2025-04-14 23:10:36.301206

    		0.0 ms

  





  

    		2025-04-15 00:10:38.137962

    		-1.4 ms

  





  

    		2025-04-15 01:10:39.881208

    		-1.8 ms

  





  

    		2025-04-15 02:10:41.312909

    		0.0 ms

  





  

    		2025-04-15 03:10:43.920151

    		1.4 ms

  





  

    		2025-04-15 04:10:46.351497

    		0.3 ms

  





  

    		2025-04-15 05:10:47.992973

    		0.6 ms

  





  

    		2025-04-15 06:10:50.584513

    		2.2 ms

  





  

    		2025-04-15 07:10:53.075323

    		3.4 ms

  





  

    		2025-04-15 08:10:56.293905

    		1.9 ms

  





  

    		2025-04-15 09:10:58.38819

    		-0.2 ms

  





  

    		2025-04-15 10:11:00.554154

    		-0.1 ms

  





  

    		2025-04-15 11:11:02.111791

    		2.3 ms

  





  

    		2025-04-15 12:11:04.823371

    		-1.1 ms

  





  

    		2025-04-15 13:11:06.281646

    		-0.8 ms

  





  

    		2025-04-15 14:11:09.066421

    		-1.1 ms

  





  

    		2025-04-15 15:11:10.627987

    		-0.2 ms

  





  

    		2025-04-15 16:11:12.550943

    		1.8 ms

  





  

    		2025-04-15 17:11:15.237743

    		1.3 ms

  





  

    		2025-04-15 18:11:17.109911

    		-1.2 ms

  





  

    		2025-04-15 19:11:18.92034

    		-1.2 ms

  





  

    		2025-04-15 20:11:21.119288

    		-6.0 ms

  





  

    		2025-04-15 21:11:22.746261

    		-2.6 ms

  





  

    		2025-04-15 22:11:24.877262

    		3.9 ms

  





  

    		2025-04-15 23:11:26.344968

    		-0.6 ms

  





  

    		2025-04-16 00:11:28.003641

    		1.3 ms

  





  

    		2025-04-16 01:11:30.318555

    		-0.8 ms

  





  

    		2025-04-16 02:11:32.069788

    		-0.8 ms

  





  

    		2025-04-16 03:11:34.016269

    		-2.0 ms

  





  

    		2025-04-16 04:11:36.179277

    		-1.7 ms

  





  

    		2025-04-16 05:11:39.575274

    		-1.7 ms

  





  

    		2025-04-16 06:11:41.339015

    		-1.9 ms

  





  

    		2025-04-16 07:11:43.032169

    		2.1 ms

  





  

    		2025-04-16 08:11:46.689163

    		-0.8 ms

  





  

    		2025-04-16 09:11:48.782767

    		-1.2 ms

  





  

    		2025-04-16 10:11:51.07488

    		1.6 ms

  





  

    		2025-04-16 11:11:53.624675

    		1.8 ms

  





  

    		2025-04-16 12:11:55.258173

    		-0.3 ms

  





  

    		2025-04-16 13:11:57.060359

    		-1.6 ms

  





  

    		2025-04-16 14:11:58.951249

    		0.0 ms

  





  

    		2025-04-16 15:12:00.870131

    		1.7 ms

  





  

    		2025-04-16 16:12:02.374008

    		-0.9 ms

  





  

    		2025-04-16 17:12:03.883319

    		1.3 ms

  





  

    		2025-04-16 18:12:05.806334

    		-1.6 ms

  





  

    		2025-04-16 19:12:08.506816

    		-1.3 ms

  





  

    		2025-04-16 20:12:11.407595

    		0.4 ms

  





  

    		2025-04-16 21:12:14.054355

    		2.2 ms

  





  

    		2025-04-16 22:12:16.38522

    		-0.5 ms

  





  

    		2025-04-16 23:12:18.583927

    		3.5 ms

  





  

    		2025-04-17 00:12:20.541625

    		0.1 ms

  





  

    		2025-04-17 01:12:22.939416

    		-3.8 ms

  





  

    		2025-04-17 02:12:25.061106

    		-3.2 ms

  





  

    		2025-04-17 03:12:27.936305

    		-5.0 ms

  





  

    		2025-04-17 04:12:30.583207

    		1.0 ms

  





  

    		2025-04-17 05:12:32.699479

    		-1.4 ms

  





  

    		2025-04-17 06:12:35.451335

    		-0.8 ms

  





  

    		2025-04-17 07:12:38.308989

    		0.8 ms

  





  

    		2025-04-17 08:12:40.288663

    		-1.2 ms

  





  

    		2025-04-17 09:12:43.217846

    		0.3 ms

  





  

    		2025-04-17 10:12:45.27443

    		0.8 ms

  





  

    		2025-04-17 11:12:46.806564

    		0.4 ms

  





  

    		2025-04-17 12:12:48.858907

    		0.9 ms

  





  

    		2025-04-17 13:12:50.852461

    		-1.6 ms

  





  

    		2025-04-17 14:12:53.282486

    		-0.4 ms

  





  

    		2025-04-17 15:12:55.961894

    		0.2 ms

  





  

    		2025-04-17 16:12:59.404358

    		-0.5 ms

  





  

    		2025-04-17 17:13:01.509385

    		-11.7 ms

  





  

    		2025-04-17 18:13:05.758568

    		-1.5 ms

  





  

    		2025-04-17 19:13:08.200559

    		1.6 ms

  





  

    		2025-04-17 20:13:10.178962

    		2.1 ms

  





  

    		2025-04-17 21:13:12.846833

    		0.6 ms

  





  

    		2025-04-17 22:13:15.286192

    		-1.9 ms

  





  

    		2025-04-17 23:13:17.700387

    		-2.4 ms

  





  

    		2025-04-18 00:13:19.793473

    		-0.8 ms

  





  

    		2025-04-18 01:13:21.990511

    		0.8 ms

  





  

    		2025-04-18 02:13:24.502805

    		-1.0 ms

  





  

    		2025-04-18 03:13:27.165656

    		1.9 ms

  





  

    		2025-04-18 04:13:29.442137

    		-0.2 ms

  





  

    		2025-04-18 05:13:32.039035

    		0.1 ms

  





  

    		2025-04-18 06:13:34.315249

    		2.2 ms

  





  

    		2025-04-18 07:13:37.183192

    		1.4 ms

  





  

    		2025-04-18 08:13:39.413755

    		-0.9 ms

  





  

    		2025-04-18 09:13:42.493371

    		2.6 ms

  





  

    		2025-04-18 10:13:44.418353

    		1.7 ms

  





  

    		2025-04-18 11:13:45.992133

    		1.9 ms

  





  

    		2025-04-18 12:13:47.599237

    		0.3 ms

  





  

    		2025-04-18 13:13:51.193354

    		-0.5 ms

  





  

    		2025-04-18 14:13:54.08781

    		2.4 ms

  





  

    		2025-04-18 15:13:57.151841

    		0.6 ms

  





  

    		2025-04-18 16:13:58.596764

    		-0.5 ms

  





  

    		2025-04-18 17:14:00.263005

    		-0.5 ms

  





  

    		2025-04-18 18:14:03.170611

    		-1.4 ms

  





  

    		2025-04-18 19:14:05.781128

    		-0.8 ms

  





  

    		2025-04-18 20:14:08.043102

    		2.2 ms

  





  

    		2025-04-18 21:14:10.678881

    		0.0 ms

  





  

    		2025-04-18 22:14:12.917162

    		0.8 ms

  





  

    		2025-04-18 23:14:15.224806

    		-2.6 ms

  





  

    		2025-04-19 00:14:17.911602

    		-1.9 ms

  





  

    		2025-04-19 01:14:20.943519

    		-0.2 ms

  





  

    		2025-04-19 02:14:23.658621

    		-1.7 ms

  





  

    		2025-04-19 03:14:26.096691

    		0.4 ms

  





  

    		2025-04-19 04:14:28.486989

    		-1.0 ms

  





  

    		2025-04-19 05:14:31.013506

    		-0.4 ms

  





  

    		2025-04-19 06:14:33.139223

    		1.7 ms

  





  

    		2025-04-19 07:14:35.911306

    		0.1 ms

  





  

    		2025-04-19 08:14:37.939107

    		2.4 ms

  





  

    		2025-04-19 09:14:39.629214

    		2.1 ms

  





  

    		2025-04-19 10:14:42.431163

    		-2.1 ms

  





  

    		2025-04-19 11:14:45.426864

    		-0.7 ms

  





  

    		2025-04-19 12:14:47.804419

    		1.8 ms

  





  

    		2025-04-19 13:14:49.653429

    		-0.4 ms

  





  

    		2025-04-19 14:14:51.821538

    		1.9 ms

  





  

    		2025-04-19 15:14:53.511294

    		-2.2 ms

  





  

    		2025-04-19 16:14:55.1085

    		2.1 ms

  





  

    		2025-04-19 17:14:58.010134

    		-0.7 ms

  





  

    		2025-04-19 18:14:59.591989

    		-0.6 ms

  





  

    		2025-04-19 19:15:01.530413

    		-0.6 ms

  





  

    		2025-04-19 20:15:04.516091

    		-0.4 ms

  





  

    		2025-04-19 21:15:07.070489

    		1.0 ms

  





  

    		2025-04-19 22:15:09.539668

    		-1.4 ms

  





  

    		2025-04-19 23:15:11.938499

    		-1.9 ms

  





  

    		2025-04-20 00:15:14.163852

    		0.8 ms

  





  

    		2025-04-20 01:15:16.016201

    		0.5 ms

  





  

    		2025-04-20 02:15:18.694601

    		-0.8 ms

  





  

    		2025-04-20 03:15:20.738925

    		1.5 ms

  





  

    		2025-04-20 04:15:22.791185

    		-0.9 ms

  





  

    		2025-04-20 05:15:25.255456

    		-0.9 ms

  





  

    		2025-04-20 06:15:27.80631

    		1.8 ms

  





  

    		2025-04-20 07:15:29.568822

    		1.4 ms

  





  

    		2025-04-20 08:15:32.196404

    		0.0 ms

  





  

    		2025-04-20 09:15:34.137021

    		-0.8 ms

  





  

    		2025-04-20 10:15:36.697044

    		-0.6 ms

  





  

    		2025-04-20 11:15:39.158827

    		1.1 ms

  





  

    		2025-04-20 12:15:41.63132

    		-0.8 ms

  





  

    		2025-04-20 13:15:43.657726

    		1.2 ms

  





  

    		2025-04-20 14:15:45.721412

    		-0.9 ms

  





  

    		2025-04-20 15:15:47.36816

    		-0.7 ms

  





  

    		2025-04-20 16:15:49.650531

    		-1.2 ms

  





  

    		2025-04-20 17:15:52.95878

    		2.2 ms

  





  

    		2025-04-20 18:15:55.210535

    		1.6 ms

  





  

    		2025-04-20 19:15:57.683755

    		-0.8 ms

  





  

    		2025-04-20 20:15:59.772721

    		-1.1 ms

  





  

    		2025-04-20 21:16:01.636074

    		-1.3 ms

  





  

    		2025-04-20 22:16:04.386396

    		-1.7 ms

  





  

    		2025-04-20 23:16:07.066728

    		0.2 ms

  





  

    		2025-04-21 00:16:09.499339

    		-1.7 ms

  





  

    		2025-04-21 01:16:12.105623

    		0.6 ms

  





  

    		2025-04-21 02:16:14.850117

    		-1.7 ms

  





  

    		2025-04-21 03:16:17.355486

    		-1.4 ms

  





  

    		2025-04-21 04:16:20.121665

    		-0.5 ms

  





  

    		2025-04-21 05:16:23.095036

    		-0.7 ms

  





  

    		2025-04-21 06:16:25.595487

    		1.3 ms

  





  

    		2025-04-21 07:16:28.130844

    		-0.3 ms

  





  

    		2025-04-21 08:16:31.510069

    		0.0 ms

  





  

    		2025-04-21 09:16:35.801687

    		1.2 ms

  





  

    		2025-04-21 10:16:37.256272

    		2.5 ms

  





  

    		2025-04-21 11:16:38.983004

    		1.3 ms

  





  

    		2025-04-21 12:16:41.488066

    		0.7 ms

  





  

    		2025-04-21 13:16:43.613782

    		0.4 ms

  





  

    		2025-04-21 14:16:46.37903

    		1.5 ms

  





  

    		2025-04-21 15:16:48.732304

    		-0.2 ms

  





  

    		2025-04-21 16:16:50.494986

    		1.8 ms

  





  

    		2025-04-21 17:16:52.313754

    		-1.0 ms

  





  

    		2025-04-21 18:16:54.270943

    		-0.8 ms

  





  

    		2025-04-21 19:16:56.314771

    		1.4 ms

  





  

    		2025-04-21 20:16:58.257865

    		0.7 ms

  





  

    		2025-04-21 21:17:00.213486

    		-1.9 ms

  





  

    		2025-04-21 22:17:02.545485

    		2.3 ms

  





  

    		2025-04-21 23:17:05.537721

    		-0.6 ms

  





  

    		2025-04-22 00:17:08.004872

    		1.3 ms

  





  

    		2025-04-22 01:17:10.587184

    		0.8 ms

  





  

    		2025-04-22 02:17:13.042059

    		0.8 ms

  





  

    		2025-04-22 03:17:15.767814

    		1.9 ms

  





  

    		2025-04-22 04:17:18.492947

    		2.5 ms

  





  

    		2025-04-22 05:17:21.151314

    		1.2 ms

  





  

    		2025-04-22 06:17:23.046193

    		0.0 ms

  





  

    		2025-04-22 07:17:25.504104

    		-0.1 ms

  





  

    		2025-04-22 08:17:26.969937

    		1.8 ms

  





  

    		2025-04-22 09:17:29.12228

    		0.0 ms

  





  

    		2025-04-22 10:17:30.94269

    		4.3 ms

  





  

    		2025-04-22 11:17:33.544961

    		-2.1 ms

  





  

    		2025-04-22 12:17:35.286754

    		-0.9 ms

  





  

    		2025-04-22 13:17:36.854711

    		1.2 ms

  





  

    		2025-04-22 14:17:38.807073

    		-1.5 ms

  





  

    		2025-04-22 15:17:40.350661

    		-0.6 ms

  





  

    		2025-04-22 16:17:43.377639

    		-1.0 ms

  





  

    		2025-04-22 17:17:45.508013

    		1.2 ms

  





  

    		2025-04-22 18:17:47.605398

    		-0.1 ms

  





  

    		2025-04-22 19:17:49.337169

    		-1.5 ms

  





  

    		2025-04-22 20:17:52.693811

    		-1.3 ms

  





  

    		2025-04-22 21:17:55.22284

    		-0.6 ms

  





  

    		2025-04-22 22:17:56.967296

    		0.9 ms

  





  

    		2025-04-22 23:17:59.338508

    		-2.1 ms

  





  

    		2025-04-23 00:18:01.277865

    		-0.7 ms

  





  

    		2025-04-23 01:18:03.262188

    		-0.7 ms

  





  

    		2025-04-23 02:18:05.457813

    		-1.1 ms

  





  

    		2025-04-23 03:18:08.197536

    		-1.4 ms

  





  

    		2025-04-23 04:18:10.14116

    		-0.7 ms

  





  

    		2025-04-23 05:18:11.730069

    		1.8 ms

  





  

    		2025-04-23 06:18:15.853917

    		0.8 ms

  





  

    		2025-04-23 07:18:18.47254

    		-0.6 ms

  





  

    		2025-04-23 08:18:21.114239

    		2.3 ms

  





  

    		2025-04-23 09:18:23.705909

    		0.7 ms

  





  

    		2025-04-23 10:18:25.619466

    		1.4 ms

  





  

    		2025-04-23 11:18:27.850895

    		0.4 ms

  





  

    		2025-04-23 12:18:29.765023

    		0.2 ms

  





  

    		2025-04-23 13:18:31.636801

    		1.5 ms

  





  

    		2025-04-23 14:18:33.381025

    		1.3 ms

  





  

    		2025-04-23 15:18:35.75685

    		-0.4 ms

  





  

    		2025-04-23 16:18:37.532269

    		1.7 ms

  





  

    		2025-04-23 17:18:39.997693

    		-0.8 ms

  





  

    		2025-04-23 18:18:43.296888

    		0.2 ms

  





  

    		2025-04-23 19:18:46.067245

    		-4.5 ms

  





  

    		2025-04-23 20:18:48.861022

    		-3.0 ms

  





  

    		2025-04-23 21:18:50.99071

    		-2.2 ms

  





  

    		2025-04-23 22:18:53.452078

    		1.0 ms

  





  

    		2025-04-23 23:18:55.96054

    		4.2 ms

  





  

    		2025-04-24 00:18:58.53055

    		-0.5 ms

  





  

    		2025-04-24 01:19:00.8267

    		-2.7 ms

  





  

    		2025-04-24 02:19:02.559117

    		0.2 ms

  





  

    		2025-04-24 03:19:04.477593

    		-1.5 ms

  





  

    		2025-04-24 04:19:06.7463

    		-0.7 ms

  





  

    		2025-04-24 05:19:08.934259

    		-0.1 ms

  





  

    		2025-04-24 06:19:10.883061

    		0.2 ms

  





  

    		2025-04-24 07:19:12.872591

    		-0.5 ms

  





  

    		2025-04-24 08:19:15.064958

    		1.5 ms

  





  

    		2025-04-24 09:19:17.054098

    		-1.8 ms

  





  

    		2025-04-24 10:19:19.673128

    		-4.2 ms

  





  

    		2025-04-24 11:19:21.306489

    		-0.7 ms

  





  

    		2025-04-24 12:19:23.909996

    		-0.4 ms

  





  

    		2025-04-24 13:19:26.465052

    		-2.1 ms

  





  

    		2025-04-24 14:19:28.259198

    		-3.1 ms

  





  

    		2025-04-24 15:19:30.20677

    		-0.7 ms

  





  

    		2025-04-24 16:19:33.112759

    		1.8 ms

  





  

    		2025-04-24 17:19:36.381198

    		-94.9 ms

  





  

    		2025-04-24 18:19:40.345877

    		-5.3 ms

  





  

    		2025-04-24 19:19:42.254557

    		-2.4 ms

  





  

    		2025-04-24 20:19:44.76131

    		-3.4 ms

  





  

    		2025-04-24 21:19:46.868582

    		-4.1 ms

  





  

    		2025-04-24 22:19:49.072282

    		-4.9 ms

  





  

    		2025-04-24 23:19:51.554588

    		-2.4 ms

  





  

    		2025-04-25 00:19:54.063167

    		-2.0 ms

  





  

    		2025-04-25 01:19:55.916022

    		2.2 ms

  





  

    		2025-04-25 02:19:57.73582

    		0.4 ms

  





  

    		2025-04-25 03:20:00.149806

    		-1.3 ms

  





  

    		2025-04-25 04:20:02.000834

    		0.0 ms

  





  

    		2025-04-25 05:20:04.101227

    		0.9 ms

  





  

    		2025-04-25 06:20:06.975351

    		-0.6 ms

  





  

    		2025-04-25 07:20:10.337664

    		0.1 ms

  





  

    		2025-04-25 08:20:12.816758

    		0.2 ms

  





  

    		2025-04-25 09:20:15.121214

    		2.2 ms

  





  

    		2025-04-25 10:20:17.169337

    		6.7 ms

  





  

    		2025-04-25 11:20:19.905484

    		-0.1 ms

  





  

    		2025-04-25 12:20:21.426255

    		2.1 ms

  





  

    		2025-04-25 13:20:23.569273

    		-1.3 ms

  





  

    		2025-04-25 14:20:25.338635

    		-0.1 ms

  





  

    		2025-04-25 15:20:26.890609

    		0.7 ms

  





  

    		2025-04-25 16:20:28.943255

    		2.5 ms

  





  

    		2025-04-25 17:20:31.712208

    		-1.4 ms

  





  

    		2025-04-25 18:20:33.25674

    		-0.5 ms

  





  

    		2025-04-25 19:20:35.220198

    		-0.5 ms

  





  

    		2025-04-25 20:20:37.202996

    		0.1 ms

  





  

    		2025-04-25 21:20:38.844465

    		-2.9 ms

  





  

    		2025-04-25 22:20:40.585353

    		-1.5 ms

  





  

    		2025-04-25 23:20:42.712782

    		0.8 ms

  





  

    		2025-04-26 00:20:44.660316

    		1.1 ms

  





  

    		2025-04-26 01:20:47.060165

    		-0.5 ms

  





  

    		2025-04-26 02:20:49.073179

    		-2.1 ms

  





  

    		2025-04-26 03:20:51.272671

    		1.0 ms

  





  

    		2025-04-26 04:20:53.280299

    		-1.6 ms

  





  

    		2025-04-26 05:20:55.740326

    		-1.0 ms

  





  

    		2025-04-26 06:20:57.766704

    		-1.1 ms

  





  

    		2025-04-26 07:21:01.690661

    		-1.4 ms

  





  

    		2025-04-26 08:21:03.359997

    		2.1 ms

  





  

    		2025-04-26 09:21:05.524976

    		-0.8 ms

  





  

    		2025-04-26 10:21:07.130456

    		6.1 ms

  





  

    		2025-04-26 11:21:08.919206

    		-0.3 ms

  





  

    		2025-04-26 12:21:11.62853

    		0.7 ms

  





  

    		2025-04-26 13:21:13.933376

    		-0.7 ms

  





  

    		2025-04-26 14:21:15.426936

    		-1.7 ms

  





  

    		2025-04-26 15:21:17.206052

    		2.0 ms

  





  

    		2025-04-26 16:21:19.473483

    		-0.2 ms

  





  

    		2025-04-26 17:21:21.665398

    		-0.6 ms

  





  

    		2025-04-26 18:21:23.920062

    		-0.1 ms

  





  

    		2025-04-26 19:21:25.684449

    		2.0 ms

  





  

    		2025-04-26 20:21:28.048598

    		0.8 ms

  





  

    		2025-04-26 21:21:30.840824

    		1.9 ms

  





  

    		2025-04-26 22:21:33.354924

    		1.3 ms

  





  

    		2025-04-26 23:21:35.69964

    		2.0 ms

  





  

    		2025-04-27 00:21:38.09903

    		-0.4 ms

  





  

    		2025-04-27 01:21:40.124128

    		1.0 ms

  





  

    		2025-04-27 02:21:42.144002

    		-1.2 ms

  





  

    		2025-04-27 03:21:44.407469

    		-4.0 ms

  





  

    		2025-04-27 04:21:46.801267

    		-2.2 ms

  





  

    		2025-04-27 05:21:49.017801

    		0.3 ms

  





  

    		2025-04-27 06:21:50.927279

    		2.9 ms

  





  

    		2025-04-27 07:21:54.258167

    		4.5 ms

  





  

    		2025-04-27 08:21:56.81057

    		2.1 ms

  





  

    		2025-04-27 09:21:59.029891

    		0.7 ms

  





  

    		2025-04-27 10:22:00.460428

    		-1.0 ms

  





  

    		2025-04-27 11:22:01.985654

    		-1.0 ms

  





  

    		2025-04-27 12:22:04.629002

    		2.0 ms

  





  

    		2025-04-27 13:22:06.246207

    		1.7 ms

  





  

    		2025-04-27 14:22:09.1742

    		1.9 ms

  





  

    		2025-04-27 15:22:11.992025

    		1.1 ms

  





  

    		2025-04-27 16:22:13.509151

    		-1.9 ms

  





  

    		2025-04-27 17:22:15.850696

    		2.5 ms

  





  

    		2025-04-27 18:22:18.759272

    		1.9 ms

  





  

    		2025-04-27 19:22:20.795624

    		-0.3 ms

  





  

    		2025-04-27 20:22:23.65804

    		1.5 ms

  





  

    		2025-04-27 21:22:26.700401

    		-1.3 ms

  





  

    		2025-04-27 22:22:28.736849

    		-0.5 ms

  





  

    		2025-04-27 23:22:31.142024

    		1.6 ms

  





  

    		2025-04-28 00:22:33.347057

    		-1.5 ms

  





  

    		2025-04-28 01:22:35.418497

    		-0.6 ms

  





  

    		2025-04-28 02:22:37.908431

    		-1.2 ms

  





  

    		2025-04-28 03:22:40.020237

    		1.3 ms

  





  

    		2025-04-28 04:22:41.97198

    		-0.6 ms

  





  

    		2025-04-28 05:22:44.165214

    		1.2 ms

  





  

    		2025-04-28 06:22:47.296713

    		2.7 ms

  





  

    		2025-04-28 07:22:48.878906

    		-0.1 ms

  





  

    		2025-04-28 08:22:50.758064

    		0.5 ms

  





  

    		2025-04-28 09:22:52.325817

    		-0.1 ms

  





  

    		2025-04-28 10:22:53.965749

    		4.3 ms

  





  

    		2025-04-28 11:22:56.031006

    		0.4 ms

  





  

    		2025-04-28 12:22:59.095174

    		0.8 ms

  





  

    		2025-04-28 13:23:00.790898

    		0.2 ms

  





  

    		2025-04-28 14:23:03.48938

    		1.9 ms

  





  

    		2025-04-28 15:23:05.985599

    		0.8 ms

  





  

    		2025-04-28 16:23:07.630074

    		1.9 ms

  





  

    		2025-04-28 17:23:09.567345

    		1.4 ms

  





  

    		2025-04-28 18:23:11.662361

    		-1.7 ms

  





  

    		2025-04-28 19:23:13.596142

    		1.2 ms

  





  

    		2025-04-28 20:23:15.523134

    		-3.5 ms

  





  

    		2025-04-28 21:23:17.69803

    		-1.3 ms

  





  

    		2025-04-28 22:23:19.730109

    		-1.7 ms

  





  

    		2025-04-28 23:23:22.489422

    		0.0 ms

  





  

    		2025-04-29 00:23:24.789188

    		-2.2 ms

  





  

    		2025-04-29 01:23:26.879769

    		-1.4 ms

  





  

    		2025-04-29 02:23:29.059

    		-0.9 ms

  





  

    		2025-04-29 03:23:31.146876

    		-0.8 ms

  





  

    		2025-04-29 04:23:33.178564

    		1.2 ms

  





  

    		2025-04-29 05:23:35.708227

    		-1.0 ms

  





  

    		2025-04-29 06:23:38.476593

    		-0.9 ms

  





  

    		2025-04-29 07:23:40.026303

    		10.7 ms

  





  

    		2025-04-29 08:23:42.034006

    		-0.2 ms

  





  

    		2025-04-29 09:23:44.181822

    		-1.8 ms

  





  

    		2025-04-29 10:23:46.27446

    		3.4 ms

  





  

    		2025-04-29 11:23:48.586004

    		0.0 ms

  





  

    		2025-04-29 12:23:50.266728

    		0.7 ms

  





  

    		2025-04-29 13:23:53.504757

    		0.3 ms

  





  

    		2025-04-29 14:23:55.618755

    		-1.7 ms

  





  

    		2025-04-29 15:23:57.60404

    		-1.4 ms

  





  

    		2025-04-29 16:23:59.318733

    		-1.3 ms

  





  

    		2025-04-29 17:24:01.325546

    		0.2 ms

  





  

    		2025-04-29 18:24:03.084823

    		1.8 ms

  





  

    		2025-04-29 19:24:05.841937

    		-0.8 ms

  





  

    		2025-04-29 20:24:08.721257

    		-1.9 ms

  





  

    		2025-04-29 21:24:12.339311

    		-2.7 ms

  





  

    		2025-04-29 22:24:14.632106

    		0.4 ms

  





  

    		2025-04-29 23:24:17.476314

    		2.2 ms

  





  

    		2025-04-30 00:24:19.827303

    		-1.0 ms

  





  

    		2025-04-30 01:24:21.892582

    		0.0 ms

  





  

    		2025-04-30 02:24:24.351696

    		1.8 ms

  





  

    		2025-04-30 03:24:27.120565

    		-1.1 ms

  





  

    		2025-04-30 04:24:29.161841

    		1.5 ms

  





  

    		2025-04-30 05:24:32.102406

    		2.5 ms

  





  

    		2025-04-30 06:24:33.752651

    		-0.7 ms

  





  

    		2025-04-30 07:24:35.807761

    		0.8 ms

  





  

    		2025-04-30 08:24:37.499151

    		1.2 ms

  





  

    		2025-04-30 09:24:39.330462

    		0.1 ms

  





  

    		2025-04-30 10:24:41.375306

    		3.6 ms

  





  

    		2025-04-30 11:24:43.608115

    		1.2 ms

  





  

    		2025-04-30 12:24:45.906861

    		-0.3 ms

  





  

    		2025-04-30 13:24:47.64731

    		0.5 ms

  





  

    		2025-04-30 14:24:50.442865

    		-0.3 ms

  





  

    		2025-04-30 15:24:52.291495

    		2.6 ms

  





  

    		2025-04-30 16:24:54.846981

    		0.7 ms

  





  

    		2025-04-30 17:24:57.650385

    		-0.1 ms

  





  

    		2025-04-30 18:25:00.522816

    		-0.6 ms

  





  

    		2025-04-30 19:25:02.426749

    		-0.6 ms

  





  

    		2025-04-30 20:25:04.401421

    		-0.8 ms

  





  

    		2025-04-30 21:25:06.246885

    		-1.3 ms

  





  

    		2025-04-30 22:25:08.429653

    		1.6 ms

  





  

    		2025-04-30 23:25:10.434591

    		-0.5 ms

  





  

    		2025-05-01 00:25:12.212315

    		-1.3 ms

  





  

    		2025-05-01 01:25:14.197971

    		-1.1 ms

  





  

    		2025-05-01 02:25:16.206005

    		-1.1 ms

  





  

    		2025-05-01 03:25:18.209061

    		-1.1 ms

  





  

    		2025-05-01 04:25:20.069591

    		-0.8 ms

  





  

    		2025-05-01 05:25:22.126667

    		-0.7 ms

  





  

    		2025-05-01 06:25:24.013218

    		2.2 ms

  





  

    		2025-05-01 07:25:25.683965

    		0.4 ms

  





  

    		2025-05-01 08:25:28.373178

    		1.8 ms

  





  

    		2025-05-01 09:25:31.026208

    		1.2 ms

  





  

    		2025-05-01 10:25:32.568893

    		3.6 ms

  





  

    		2025-05-01 11:25:34.744428

    		2.2 ms

  





  

    		2025-05-01 12:25:36.236866

    		0.8 ms

  





  

    		2025-05-01 13:25:37.721635

    		-0.5 ms

  





  

    		2025-05-01 14:25:39.357551

    		-0.4 ms

  





  

    		2025-05-01 15:25:42.107711

    		0.0 ms

  





  

    		2025-05-01 16:25:43.762486

    		-0.8 ms

  





  

    		2025-05-01 17:25:46.834955

    		-0.3 ms

  





  

    		2025-05-01 18:25:48.991835

    		-1.4 ms

  





  

    		2025-05-01 19:25:50.838897

    		-1.4 ms

  





  

    		2025-05-01 20:25:53.046398

    		-0.5 ms

  





  

    		2025-05-01 21:25:55.248985

    		2.1 ms

  





  

    		2025-05-01 22:25:56.848843

    		2.6 ms

  





  

    		2025-05-01 23:25:59.24132

    		2.0 ms

  





  

    		2025-05-02 00:26:01.635486

    		-2.4 ms

  





  

    		2025-05-02 01:26:03.529938

    		-1.8 ms

  





  

    		2025-05-02 02:26:05.456227

    		-2.0 ms

  





  

    		2025-05-02 03:26:07.910482

    		0.2 ms

  





  

    		2025-05-02 04:26:09.673483

    		-2.6 ms

  





  

    		2025-05-02 05:26:11.960941

    		-1.3 ms

  





  

    		2025-05-02 06:26:15.227426

    		1.3 ms

  





  

    		2025-05-02 07:26:18.271562

    		-0.5 ms

  





  

    		2025-05-02 08:26:21.058032

    		0.0 ms

  





  

    		2025-05-02 09:26:23.44819

    		2.4 ms

  





  

    		2025-05-02 10:26:26.489037

    		1.2 ms

  





  

    		2025-05-02 11:26:28.254528

    		-1.3 ms

  





  

    		2025-05-02 12:26:29.99633

    		-0.4 ms

  





  

    		2025-05-02 13:26:32.026264

    		3.1 ms

  





  

    		2025-05-02 14:26:34.153545

    		-0.4 ms

  





  

    		2025-05-02 15:26:36.929153

    		0.4 ms

  





  

    		2025-05-02 16:26:40.013655

    		1.3 ms

  





  

    		2025-05-02 17:26:42.139155

    		2.0 ms

  





  

    		2025-05-02 18:26:44.681411

    		1.4 ms

  





  

    		2025-05-02 19:26:46.665487

    		-0.7 ms

  





  

    		2025-05-02 20:26:48.452241

    		0.3 ms

  





  

    		2025-05-02 21:26:50.552971

    		-1.5 ms

  





  

    		2025-05-02 22:26:52.339145

    		0.0 ms

  





  

    		2025-05-02 23:26:54.064509

    		0.5 ms

  





  

    		2025-05-03 00:26:55.920974

    		-6.2 ms

  





  

    		2025-05-03 01:26:58.970538

    		-0.8 ms

  





  

    		2025-05-03 02:27:01.107115

    		1.5 ms

  





  

    		2025-05-03 03:27:03.168547

    		1.4 ms

  





  

    		2025-05-03 04:27:05.171721

    		1.1 ms

  





  

    		2025-05-03 05:27:06.944076

    		-0.6 ms

  





  

    		2025-05-03 06:27:08.890088

    		-0.9 ms

  





  

    		2025-05-03 07:27:11.341835

    		1.7 ms

  





  

    		2025-05-03 08:27:13.699685

    		-0.6 ms

  





  

    		2025-05-03 09:27:15.261397

    		1.9 ms

  





  

    		2025-05-03 10:27:16.896024

    		1.3 ms

  





  

    		2025-05-03 11:27:18.456795

    		3.2 ms

  





  

    		2025-05-03 12:27:20.003047

    		1.2 ms

  





  

    		2025-05-03 13:27:21.653759

    		1.4 ms

  





  

    		2025-05-03 14:27:23.181483

    		-1.1 ms

  





  

    		2025-05-03 15:27:25.361738

    		-0.7 ms

  





  

    		2025-05-03 16:27:27.924034

    		-1.7 ms

  





  

    		2025-05-03 17:27:30.334648

    		-1.5 ms

  





  

    		2025-05-03 18:27:31.859138

    		1.2 ms

  





  

    		2025-05-03 19:27:34.179716

    		-0.3 ms

  





  

    		2025-05-03 20:27:36.677155

    		-0.3 ms

  





  

    		2025-05-03 21:27:38.985592

    		0.4 ms

  





  

    		2025-05-03 22:27:41.474847

    		-3.5 ms

  





  

    		2025-05-03 23:27:43.916667

    		-3.4 ms

  





  

    		2025-05-04 00:27:45.9133

    		-1.4 ms

  





  

    		2025-05-04 01:27:47.680681

    		-0.7 ms

  





  

    		2025-05-04 02:27:49.525207

    		-0.7 ms

  





  

    		2025-05-04 03:27:51.622471

    		2.1 ms

  





  

    		2025-05-04 04:27:53.43646

    		2.8 ms

  





  

    		2025-05-04 05:27:55.164325

    		-0.4 ms

  





  

    		2025-05-04 06:27:57.124875

    		-0.7 ms

  





  

    		2025-05-04 07:27:59.454996

    		-0.1 ms

  





  

    		2025-05-04 08:28:02.149308

    		0.4 ms

  





  

    		2025-05-04 09:28:05.512394

    		2.2 ms

  





  

    		2025-05-04 10:28:07.531356

    		-1.6 ms

  





  

    		2025-05-04 11:28:09.28575

    		1.3 ms

  





  

    		2025-05-04 12:28:10.894857

    		-0.9 ms

  





  

    		2025-05-04 13:28:12.734863

    		-1.5 ms

  





  

    		2025-05-04 14:28:14.84866

    		1.0 ms

  





  

    		2025-05-04 15:28:16.901107

    		0.3 ms

  





  

    		2025-05-04 16:28:18.451015

    		-1.2 ms

  





  

    		2025-05-04 17:28:19.874456

    		-1.3 ms

  





  

    		2025-05-04 18:28:22.593778

    		-1.7 ms

  





  

    		2025-05-04 19:28:24.244512

    		1.4 ms

  





  

    		2025-05-04 20:28:26.977277

    		2.4 ms

  





  

    		2025-05-04 21:28:29.791201

    		0.0 ms

  





  

    		2025-05-04 22:28:32.311202

    		-1.6 ms

  





  

    		2025-05-04 23:28:34.93243

    		-0.8 ms

  





  

    		2025-05-05 00:28:36.97798

    		-2.8 ms

  





  

    		2025-05-05 01:28:40.372688

    		-1.5 ms

  





  

    		2025-05-05 02:28:42.825104

    		-0.9 ms

  





  

    		2025-05-05 03:28:45.228151

    		0.7 ms

  





  

    		2025-05-05 04:28:47.142394

    		0.7 ms

  





  

    		2025-05-05 05:28:49.642589

    		0.5 ms

  





  

    		2025-05-05 06:28:52.393626

    		1.0 ms

  





  

    		2025-05-05 07:28:54.94349

    		0.8 ms

  





  

    		2025-05-05 08:28:56.90916

    		0.4 ms

  





  

    		2025-05-05 09:28:59.25214

    		-0.6 ms

  





  

    		2025-05-05 10:29:00.856483

    		2.2 ms

  





  

    		2025-05-05 11:29:02.442292

    		-0.6 ms

  





  

    		2025-05-05 12:29:04.210811

    		1.0 ms

  





  

    		2025-05-05 13:29:06.623858

    		2.2 ms

  





  

    		2025-05-05 14:29:09.350268

    		1.7 ms

  





  

    		2025-05-05 15:29:11.011818

    		2.4 ms

  





  

    		2025-05-05 16:29:12.708175

    		-0.6 ms

  





  

    		2025-05-05 17:29:14.334862

    		1.5 ms

  





  

    		2025-05-05 18:29:16.467533

    		-0.5 ms

  





  

    		2025-05-05 19:29:18.787342

    		1.5 ms

  





  

    		2025-05-05 20:29:20.487063

    		-1.1 ms

  





  

    		2025-05-05 21:29:22.577738

    		-1.5 ms

  





  

    		2025-05-05 22:29:24.913193

    		-1.1 ms

  





  

    		2025-05-05 23:29:26.724343

    		-1.3 ms

  





  

    		2025-05-06 00:29:28.559417

    		0.4 ms

  





  

    		2025-05-06 01:29:30.208528

    		1.3 ms

  





  

    		2025-05-06 02:29:31.995433

    		-2.5 ms

  





  

    		2025-05-06 03:29:34.063675

    		-0.2 ms

  





  

    		2025-05-06 04:29:35.903035

    		2.6 ms

  





  

    		2025-05-06 05:29:38.211821

    		0.3 ms

  





  

    		2025-05-06 06:29:40.618886

    		0.7 ms

  





  

    		2025-05-06 07:29:42.740308

    		2.1 ms

  





  

    		2025-05-06 08:29:44.456394

    		3.0 ms

  





  

    		2025-05-06 09:29:46.00371

    		-1.0 ms

  





  

    		2025-05-06 10:29:47.46668

    		-1.4 ms

  





  

    		2025-05-06 11:29:50.184178

    		0.1 ms

  





  

    		2025-05-06 12:29:52.821496

    		2.0 ms

  





  

    		2025-05-06 13:29:55.039929

    		2.6 ms

  





  

    		2025-05-06 14:29:56.634235

    		-0.9 ms

  





  

    		2025-05-06 15:29:58.402556

    		0.8 ms

  





  

    		2025-05-06 16:30:00.003513

    		-0.7 ms

  





  

    		2025-05-06 17:30:01.841267

    		4.4 ms

  





  

    		2025-05-06 18:30:04.618918

    		5.5 ms

  





  

    		2025-05-06 19:30:06.653374

    		3.2 ms

  





  

    		2025-05-06 20:30:12.560516

    		-0.5 ms

  





  

    		2025-05-06 21:30:14.640496

    		-2.7 ms

  





  

    		2025-05-06 22:30:16.59015

    		-5.2 ms

  





  

    		2025-05-06 23:30:18.396952

    		-1.2 ms

  





  

    		2025-05-07 00:30:20.029935

    		-5.1 ms

  





  

    		2025-05-07 01:30:21.718479

    		-6.6 ms

  





  

    		2025-05-07 02:30:23.545153

    		1.1 ms

  





  

    		2025-05-07 03:30:25.296503

    		0.4 ms

  





  

    		2025-05-07 04:30:26.74293

    		0.3 ms

  





  

    		2025-05-07 05:30:28.861676

    		-3.4 ms

  





  

    		2025-05-07 06:30:30.893605

    		-0.3 ms

  





  

    		2025-05-07 07:30:33.043069

    		1.3 ms

  





  

    		2025-05-07 08:30:34.663317

    		6.5 ms

  





  

    		2025-05-07 09:30:36.303985

    		-0.5 ms

  





  

    		2025-05-07 10:30:37.904993

    		-0.7 ms

  





  

    		2025-05-07 11:30:40.991708

    		-1.9 ms

  





  

    		2025-05-07 12:30:43.134783

    		-1.1 ms

  





  

    		2025-05-07 13:30:44.83813

    		1.1 ms

  





  

    		2025-05-07 14:30:46.643295

    		0.7 ms

  





  

    		2025-05-07 15:30:48.57361

    		1.4 ms

  





  

    		2025-05-07 16:30:50.993372

    		1.3 ms

  





  

    		2025-05-07 17:30:52.826019

    		0.1 ms

  





  

    		2025-05-07 18:30:55.890665

    		1.2 ms

  





  

    		2025-05-07 19:30:58.644891

    		-0.7 ms

  





  

    		2025-05-07 20:31:01.071179

    		1.6 ms

  





  

    		2025-05-07 21:31:02.986474

    		-1.0 ms

  





  

    		2025-05-07 22:31:04.839448

    		1.4 ms

  





  

    		2025-05-07 23:31:06.601907

    		-1.6 ms

  





  

    		2025-05-08 00:31:08.156276

    		-2.2 ms

  





  

    		2025-05-08 01:31:09.747817

    		-1.9 ms

  





  

    		2025-05-08 02:31:11.522495

    		-2.6 ms

  





  

    		2025-05-08 03:31:13.260679

    		-2.0 ms

  





  

    		2025-05-08 04:31:14.988119

    		2.3 ms

  





  

    		2025-05-08 05:31:17.054302

    		1.4 ms

  





  

    		2025-05-08 06:31:19.435828

    		0.7 ms

  





  

    		2025-05-08 07:31:21.284416

    		2.1 ms

  





  

    		2025-05-08 08:31:23.258422

    		0.5 ms

  





  

    		2025-05-08 09:31:24.983343

    		0.5 ms

  





  

    		2025-05-08 10:31:26.951215

    		2.0 ms

  





  

    		2025-05-08 11:31:29.160466

    		2.5 ms

  





  

    		2025-05-08 12:31:31.13973

    		-1.1 ms

  





  

    		2025-05-08 13:31:34.268556

    		2.3 ms

  





  

    		2025-05-08 14:31:37.266175

    		-0.7 ms

  





  

    		2025-05-08 15:31:38.926309

    		2.0 ms

  





  

    		2025-05-08 16:31:40.952714

    		-1.3 ms

  





  

    		2025-05-08 17:31:43.888931

    		-4.4 ms

  





  

    		2025-05-08 18:31:46.259622

    		-2.5 ms

  





  

    		2025-05-08 19:31:48.594062

    		-2.9 ms

  





  

    		2025-05-08 20:31:50.496559

    		0.4 ms

  





  

    		2025-05-08 21:31:52.217396

    		0.7 ms

  





  

    		2025-05-08 22:31:54.199606

    		-0.2 ms

  





  

    		2025-05-08 23:31:56.435278

    		-1.1 ms

  





  

    		2025-05-09 00:31:58.07317

    		-0.3 ms

  





  

    		2025-05-09 01:31:59.813068

    		1.5 ms

  





  

    		2025-05-09 02:32:01.654354

    		-0.9 ms

  





  

    		2025-05-09 03:32:03.801054

    		-1.1 ms

  





  

    		2025-05-09 04:32:05.730422

    		0.9 ms

  





  

    		2025-05-09 05:32:07.436205

    		-1.3 ms

  





  

    		2025-05-09 06:32:09.653933

    		1.8 ms

  





  

    		2025-05-09 07:32:12.188695

    		2.0 ms

  





  

    		2025-05-09 08:32:14.696429

    		1.0 ms

  





  

    		2025-05-09 09:32:16.531838

    		2.9 ms

  





  

    		2025-05-09 10:32:18.707822

    		1.9 ms

  





  

    		2025-05-09 11:32:21.205298

    		3.1 ms

  





  

    		2025-05-09 12:32:23.036316

    		3.0 ms

  





  

    		2025-05-09 13:32:24.647074

    		0.3 ms

  





  

    		2025-05-09 14:32:26.357851

    		-0.8 ms

  





  

    		2025-05-09 15:32:28.987887

    		-2.0 ms

  





  

    		2025-05-09 16:32:31.173042

    		0.3 ms

  





  

    		2025-05-09 17:32:32.91631

    		0.9 ms

  





  

    		2025-05-09 18:32:34.563904

    		-1.9 ms

  





  

    		2025-05-09 19:32:36.11708

    		-2.0 ms

  





  

    		2025-05-09 20:32:38.961217

    		0.5 ms

  





  

    		2025-05-09 21:32:40.636514

    		-2.4 ms

  





  

    		2025-05-09 22:32:42.34811

    		-4.5 ms

  





  

    		2025-05-09 23:32:44.059819

    		-4.1 ms

  





  

    		2025-05-10 00:32:45.789741

    		-1.3 ms

  





  

    		2025-05-10 01:32:47.331337

    		-1.9 ms

  





  

    		2025-05-10 02:32:48.9425

    		-1.9 ms

  





  

    		2025-05-10 03:32:50.669949

    		-2.4 ms

  





  

    		2025-05-10 04:32:52.342613

    		1.2 ms

  





  

    		2025-05-10 05:32:53.878314

    		1.4 ms

  





  

    		2025-05-10 06:32:55.701306

    		1.9 ms

  





  

    		2025-05-10 07:32:58.078084

    		1.6 ms

  





  

    		2025-05-10 08:32:59.565487

    		1.8 ms

  





  

    		2025-05-10 09:33:01.426149

    		1.7 ms

  





  

    		2025-05-10 10:33:03.597013

    		-1.2 ms

  





  

    		2025-05-10 11:33:05.600552

    		0.9 ms

  





  

    		2025-05-10 12:33:07.40334

    		-0.6 ms

  





  

    		2025-05-10 13:33:10.001704

    		0.7 ms

  





  

    		2025-05-10 14:33:11.751442

    		0.0 ms

  





  

    		2025-05-10 15:33:13.590951

    		1.8 ms

  





  

    		2025-05-10 16:33:15.133775

    		-1.4 ms

  





  

    		2025-05-10 17:33:16.673288

    		0.0 ms

  





  

    		2025-05-10 18:33:18.68405

    		0.6 ms

  





  

    		2025-05-10 19:33:20.956415

    		-1.4 ms

  





  

    		2025-05-10 20:33:22.64946

    		-1.3 ms

  





  

    		2025-05-10 21:33:24.313622

    		-4.5 ms

  





  

    		2025-05-10 22:33:25.990227

    		-5.9 ms

  





  

    		2025-05-10 23:33:27.6121

    		-8.5 ms

  





  

    		2025-05-11 00:33:29.880444

    		2.4 ms

  





  

    		2025-05-11 01:33:31.754148

    		4.4 ms

  





  

    		2025-05-11 02:33:33.571039

    		-1.3 ms

  





  

    		2025-05-11 03:33:35.927129

    		0.7 ms

  





  

    		2025-05-11 04:33:37.710699

    		-1.2 ms

  





  

    		2025-05-11 05:33:39.687467

    		-3.5 ms

  





  

    		2025-05-11 06:33:41.715046

    		-1.6 ms

  





  

    		2025-05-11 07:33:43.592099

    		0.8 ms

  





  

    		2025-05-11 08:33:46.042905

    		3.8 ms

  





  

    		2025-05-11 09:33:47.729462

    		1.1 ms

  





  

    		2025-05-11 10:33:50.758961

    		1.2 ms

  





  

    		2025-05-11 11:33:52.763464

    		-1.6 ms

  





  

    		2025-05-11 12:33:55.013975

    		-0.6 ms

  





  

    		2025-05-11 13:33:56.735418

    		0.8 ms

  





  

    		2025-05-11 14:33:59.448014

    		-0.1 ms

  





  

    		2025-05-11 15:34:01.91036

    		0.3 ms

  





  

    		2025-05-11 16:34:03.977933

    		0.2 ms

  





  

    		2025-05-11 17:34:05.839189

    		-0.9 ms

  





  

    		2025-05-11 18:34:07.653498

    		-1.5 ms

  





  

    		2025-05-11 19:34:09.309319

    		-1.2 ms

  





  

    		2025-05-11 20:34:11.191404

    		-2.5 ms

  





  

    		2025-05-11 21:34:13.242931

    		1.0 ms

  





  

    		2025-05-11 22:34:15.087986

    		-1.0 ms

  





  

    		2025-05-11 23:34:17.425981

    		-1.6 ms

  





  

    		2025-05-12 00:34:19.728758

    		0.3 ms

  





  

    		2025-05-12 01:34:21.734038

    		0.5 ms

  





  

    		2025-05-12 02:34:23.889868

    		-7.8 ms

  





  

    		2025-05-12 03:34:26.029957

    		-5.1 ms

  





  

    		2025-05-12 04:34:28.305795

    		-0.8 ms

  





  

    		2025-05-12 05:34:30.221528

    		0.3 ms

  





  

    		2025-05-12 06:34:31.853435

    		-2.5 ms

  





  

    		2025-05-12 07:34:34.633102

    		1.6 ms

  





  

    		2025-05-12 08:34:36.683208

    		2.3 ms

  





  

    		2025-05-12 09:34:38.69496

    		1.8 ms

  





  

    		2025-05-12 10:34:40.41535

    		-1.0 ms

  





  

    		2025-05-12 11:34:42.795312

    		2.6 ms

  





  

    		2025-05-12 12:34:44.606501

    		1.5 ms

  





  

    		2025-05-12 13:34:46.309995

    		-1.0 ms

  





  

    		2025-05-12 14:34:49.459396

    		0.4 ms

  





  

    		2025-05-12 15:34:51.254473

    		2.8 ms

  





  

    		2025-05-12 16:34:53.381992

    		-0.7 ms

  





  

    		2025-05-12 17:34:55.648493

    		1.2 ms

  





  

    		2025-05-12 18:34:57.628762

    		3.7 ms

  





  

    		2025-05-12 19:34:59.42965

    		1.7 ms

  





  

    		2025-05-12 20:35:00.834055

    		-5.3 ms

  





  

    		2025-05-12 21:35:02.296952

    		-1.5 ms

  





  

    		2025-05-12 22:35:03.853935

    		-7.0 ms

  





  

    		2025-05-12 23:35:05.534236

    		-0.4 ms

  





  

    		2025-05-13 00:35:07.128854

    		-1.5 ms

  





  

    		2025-05-13 01:35:08.923696

    		-1.4 ms

  





  

    		2025-05-13 02:35:10.459191

    		-1.2 ms

  





  

    		2025-05-13 03:35:11.934562

    		-1.4 ms

  





  

    		2025-05-13 04:35:13.472377

    		-2.4 ms

  





  

    		2025-05-13 05:35:15.782491

    		-0.9 ms

  





  

    		2025-05-13 06:35:17.677299

    		1.6 ms

  





  

    		2025-05-13 07:35:19.237178

    		1.7 ms

  





  

    		2025-05-13 08:35:20.662422

    		5.1 ms

  





  

    		2025-05-13 09:35:22.146606

    		2.4 ms

  





  

    		2025-05-13 10:35:24.194966

    		-0.6 ms

  





  

    		2025-05-13 11:35:26.077225

    		-0.7 ms

  





  

    		2025-05-13 12:35:27.976224

    		-2.6 ms

  





  

    		2025-05-13 13:35:29.515436

    		0.3 ms

  





  

    		2025-05-13 14:35:31.699074

    		-0.3 ms

  





  

    		2025-05-13 15:35:33.588071

    		1.9 ms

  





  

    		2025-05-13 16:35:36.822102

    		-1.4 ms

  





  

    		2025-05-13 17:35:38.481212

    		0.1 ms

  





  

    		2025-05-13 18:35:40.095102

    		-1.5 ms

  





  

    		2025-05-13 19:35:42.376339

    		1.5 ms

  





  

    		2025-05-13 20:35:43.918171

    		-1.5 ms

  





  

    		2025-05-13 21:35:45.425263

    		1.7 ms

  





  

    		2025-05-13 22:35:46.989205

    		-1.4 ms

  





  

    		2025-05-13 23:35:48.906583

    		-0.6 ms

  





  

    		2025-05-14 00:35:50.67475

    		-2.2 ms

  





  

    		2025-05-14 01:35:52.330867

    		-2.3 ms

  





  

    		2025-05-14 02:35:54.28777

    		1.0 ms

  





  

    		2025-05-14 03:35:55.824656

    		1.1 ms

  





  

    		2025-05-14 04:35:57.439305

    		1.3 ms

  





  

    		2025-05-14 05:35:59.080855

    		-1.3 ms

  





  

    		2025-05-14 06:36:00.788014

    		-1.4 ms

  





  

    		2025-05-14 07:36:02.928384

    		0.3 ms

  





  

    		2025-05-14 08:36:04.625681

    		1.2 ms

  





  

    		2025-05-14 09:36:06.894047

    		-1.4 ms

  





  

    		2025-05-14 10:36:08.762012

    		-0.6 ms

  





  

    		2025-05-14 11:36:10.53652

    		1.8 ms

  





  

    		2025-05-14 12:36:12.909353

    		1.4 ms

  





  

    		2025-05-14 13:36:15.061005

    		-0.2 ms

  





  

    		2025-05-14 14:36:16.784376

    		1.6 ms

  





  

    		2025-05-14 15:36:19.263596

    		-1.1 ms

  





  

    		2025-05-14 16:36:21.906303

    		-0.3 ms

  





  

    		2025-05-14 17:36:24.385965

    		1.0 ms

  





  

    		2025-05-14 18:36:26.939637

    		-2.5 ms

  





  

    		2025-05-14 19:36:28.910886

    		-1.7 ms

  





  

    		2025-05-14 20:36:31.262006

    		1.7 ms

  





  

    		2025-05-14 21:36:32.810945

    		0.9 ms

  





  

    		2025-05-14 22:36:34.386623

    		2.3 ms

  





  

    		2025-05-14 23:36:35.789658

    		2.0 ms

  





  

    		2025-05-15 00:36:38.888342

    		2.4 ms

  





  

    		2025-05-15 01:36:40.643088

    		1.1 ms

  





  

    		2025-05-15 02:36:42.24073

    		-3.7 ms

  





  

    		2025-05-15 03:36:43.777903

    		2.1 ms

  





  

    		2025-05-15 04:36:45.580137

    		0.6 ms

  





  

    		2025-05-15 05:36:47.386765

    		-11.9 ms

  





  

    		2025-05-15 06:36:49.520878

    		-23.6 ms

  





  

    		2025-05-15 07:36:51.822164

    		0.5 ms

  





  

    		2025-05-15 08:36:53.520009

    		-4.8 ms

  





  

    		2025-05-15 09:36:55.001612

    		1.3 ms

  





  

    		2025-05-15 10:36:56.489249

    		1.5 ms

  





  

    		2025-05-15 11:36:58.173128

    		-1.0 ms

  





  

    		2025-05-15 12:37:01.121532

    		8.7 ms

  





  

    		2025-05-15 13:37:03.529731

    		2.5 ms

  





  

    		2025-05-15 14:37:05.170432

    		0.4 ms

  





  

    		2025-05-15 15:37:06.924254

    		-1.2 ms

  





  

    		2025-05-15 16:37:08.895904

    		2.1 ms

  





  

    		2025-05-15 17:37:10.432289

    		-0.9 ms

  





  

    		2025-05-15 18:37:12.997908

    		-2.4 ms

  





  

    		2025-05-15 19:37:14.594393

    		-9.8 ms

  





  

    		2025-05-15 20:37:16.606966

    		1.4 ms

  





  

    		2025-05-15 21:37:18.140858

    		1.8 ms

  





  

    		2025-05-15 22:37:19.599032

    		-0.1 ms

  





  

    		2025-05-15 23:37:21.240056

    		-2.2 ms

  





  

    		2025-05-16 00:37:23.586607

    		1.1 ms

  





  

    		2025-05-16 01:37:25.593224

    		2.9 ms

  





  

    		2025-05-16 02:37:27.023564

    		1.2 ms

  





  

    		2025-05-16 03:37:28.954519

    		1.8 ms

  





  

    		2025-05-16 04:37:30.400529

    		1.4 ms

  





  

    		2025-05-16 05:37:31.997166

    		0.0 ms

  





  

    		2025-05-16 06:37:33.845484

    		0.7 ms

  





  

    		2025-05-16 07:37:35.4452

    		1.2 ms

  





  

    		2025-05-16 08:37:37.584606

    		1.6 ms

  





  

    		2025-05-16 09:37:39.187693

    		1.1 ms

  





  

    		2025-05-16 10:37:40.77711

    		1.7 ms

  





  

    		2025-05-16 11:37:43.131689

    		-0.1 ms

  





  

    		2025-05-16 12:37:44.811333

    		-3.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2025-05-16 11:55:23.04 UTC

    		195.159.90.220

    		Petter Schouw-Hansen Styreleder (PSS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-16 11:56:11.826 UTC

    		195.159.90.220

    		Petter Schouw-Hansen Styreleder (PSS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-05-09 17:40:15 UTC.

  

  

    		2025-05-16 12:46:31.479 UTC

    		188.95.247.249

    		Pål Heldrup Rasmussen Styremedlem (PHRS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2025-05-16 12:52:45.685 UTC

    		188.95.247.249

    		Pål Heldrup Rasmussen Styremedlem (PHRS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2025-05-09 17:40:15 UTC.

  









