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Aktsomhetsvurderinger for baerekraftig forretningspraksis

for Mgller Mobility Group

Moller

Mobility Group

Etisk handel Norge har vurdert at rapporten til Moller Mobility Group oppfyller vdre krav til
basisniva. Les mer om basisniva her.



https://etiskhandel.no/basisniva
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Til lesere av rapporten

Neeringslivet, offentlig sektor og organisasjoner har stor pavirkning pd mennesker, samfunn, miljg, klima og dyr.
Virksomheter bidrar til utvikling, innovasjon og bedre levekar, men aktiviteten medfgrer ogsi risiko og reell
skade. Derfor har virksomheter en ngkkelrolle i arbeidet for 8 nd FNs baerekraftsméal og Parisavtalens 1,5-
gradersmal. Dette gjares best i samarbeid. Etisk handel Norge er en medlemsorganisasjon og flerpartssamarbeid
med neeringsliv, fagbevegelse, arbeidsgiverorganisasjoner, sivilsamfunn og offentlig sektor som sammen
adresserer de komplekse utfordringene i de globale leverandgrkjedene som den enkelte virksomhet ikke kan Igse
alene.

Apenhet, ansvarlighet og kontinuerlig forbedring er grunnleggende i dette arbeidet. Denne medlemsrapporten
kan brukes som redegjgrelse etter &penhetsloven, men favner bredere temaer som klima, miljg og antikorrupsjon.
Vart rammeverk bygger pa FNs veiledende prinsipper for naeringsliv og menneskerettigheter og OECDs modell
for aktsomhetsvurderinger — internasjonale anerkjente standarder som ligger til grunn for Etisk handel Norges 13
prinsipper for beerekraftig forretningspraksis. Disse prinsippene omfatter menneskerettigheter, anstendig arbeid,
miljg/klima, dyrevelferd og antikorrupsjon.

Alle medlemmer i Etisk handel Norge er forpliktet til & giennomfore risikobaserte aktsomhetsvurderinger og arlig
rapportere pa fremdrift i et eget arbeid. Virksomheter pa vart kvalitetsniva Basis tilfredsstiller &penhetslovens
krav til redegjorelse om aktsomhetsvurderinger. Medlemmer kan ogsa strekke seg etter niviene Gjennomfgrer og
nai2026 Ledende.

Gode aktsomhetsvurderinger handler ikke om & veere «risikofri», men om & veere transparent og systematisk: &
identifisere risiko, forebygge og redusere negativ pavirkning, kommunisere 4pent om handtering og — der det er
ngdvendig - bidra til gjenoppretting.

Jeg vil takke alle medlemmer for innsatsen, &penheten og viljen til 4 bidra til ansvarlige leverandarkjeder.
Sammen viser vi hvordan ansvarlig handel kan veere til det beste for mennesker, dyr, samfunn og miljg.

Wil Bt
Heidi Furustgl

Daglig leder
Etisk handel Norge
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Aktsomhetsvurderinger

Denne rapporten er bygget rundt FNs veiledende prinsipper for naeringsliv og menneskerettigheter og OECDs

modell for aktsomhetsvurderinger for ansvarlig neeringsliv.

Modellen har seks trinn som beskriver hvordan virksomheter kan jobbe for mer ansvarlig og beerekraftig
forretningspraksis. A veere god pa aktsomhetsvurderinger betyr ikke at en virksomhet ikke har negativ
pévirkning pd mennesker, samfunn og miljg, men heller at virksomheten er dpen og erlig om utfordringer og
handterer dette pa best mulig mate i samrid med sine interessenter. Denne rapporten er delt inn i kapitler basert

pa denne modellen.

Kommuniser
hvordan pavirkningen
er handtert

i retningslinjer

Overvak
gjiennomfering
og resultater

Forankre ansvarlighet

og styringssystemer

Kartlegg og vurder negativ
pavirkning/skade ut fra egen
virksomhet, leveranderkjede
og forretningsforbindelser

Serg for, eller
samarbeid om
gjenoppretting
og erstatning der
det er pakrevd

Stans, forebygg
eller reduser
negativ pavirkning/skade
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Forord av daglig leder

Enverden irask endring krever tydelig ansvar

Menneskerettigheter og anstendige arbeidsforhold er under press i flere deler av verden. Internasjonalt
samarbeid og en regelstyrt verdensorden utfordres av geopolitikk, konflikt og fragmentering. I en slik situasjon
blir det stadig tydeligere at neeringslivet ma ga foran og ta ansvar. Mgller Mobility Group vil sikre framtidig
relevans gjennom 4 ta ansvar for bide egen drift og de verdikjedene og samfunnene vi inngér i. Vi tror at sterke,
verdidrevne virksomheter kan bidra til & opprettholde tillit, fremme samarbeid og sette standarder nar
omgivelsene og politikken er uoversiktlig.

Mgller Mobility Group er et familieeid konsern med virksomhet innen import, salg, service og finansiering av
biler og mobilitetslgsninger i Norge, Sverige, Danmark, Estland, Latvia og Litauen.

Vér historie gar tilbake til 1936, da Harald Aars Mgller etablerte selskapet med en enkel, men kraftfull leveregel:
«Man skal holde sin sti ren.» Dette mottoet har preget oss i snart 90 ar, og fungerer fortsatt som var moralske
rettesnor. Det handler om & opptre redelig, ta ansvar og gjgre det vi sier, ogsd nar ingen ser oss.

Verdiene vare - apen og erlig, tydelig, initiativrik og omtenksom - er integrert i maten vi driver forretning
pA. De former kulturen var og setter standarden for hvordan vi mater kunder, utvikler mennesker, tar
beslutninger og bygger en baerekraftig forretningskultur.

Vi arbeider systematisk for & forebygge, begrense og hindtere negativ pavirkning pd mennesker, arbeidsforhold
og samfunn i var egen virksomhet og i verdikjeden. Det innebaerer klare forventninger til samarbeidspartnere og
leverandgrer, tydelige standarder for ansvarlig forretningspraksis og hay grad av apenhet om hvordan vi vurderer
risiko og prioriterer tiltak. Vi opplever at denne tilneermingen bidrar til forutsigbarhet, bedre samarbeid og mer
beaerekraftige resultater over tid.

12025 har vi fortsatt arbeidet med & profesjonalisere rapportering og styring. Vi har valgt et nytt system for
klimaregnskap og styrket datainnsamlingen pa tvers av land og enheter. Dette gir bedre datakvalitet, mer
konsistente metoder og bedre kontrollspor. Samtidig har vi videreutviklet rutiner for innsamling, kvalitetssikring
og konsolidering av informasjon som understgtter kravene i de europeiske rapporteringsstandardene. Mélet er &
sikre at beslutninger tas pi et godt faktagrunnlag, og at vi rapporterer pa en méate som er etterprgvbar, relevant og
forstielig.

Omnibus-endringer i EU-regelverket har gitt oss anledning til & bruke 2025 til 4 styrke oversikten over vesentlige
risikoer, avhengigheter og databehov. Vi har oppdatert vare aktsomhetsvurderinger og koblet dem tettere til
dobbel vesentlighet, slik at vurderinger av negativ pavirkning og finansiell risiko ses i sammenheng.

Parallelt har vi viderefgrt og videreutviklet arbeidet med strategi og konkrete tiltak. Vi fortsetter 4 stotte
overgangen til mer beerekraftig mobilitet og redusere vart klima- og miljgfotavtrykk i drift og logistikk. I 2025 var
snaue 99 prosent av de nye personbilene vi solgte i Norge fullelektriske, og ogsd fremover vil vi veere en tydelig
padriver for det gronne skiftet, bade i varebilsegmentet og i vare gvrige markeder. Gjennom eierskapet i
bildelingstjenesten Hyre tar vi stadig nye steg i utviklingen av framtidens mobilitetslgsninger. Vi styrker
satsingen pa reparasjon, ombruk og mer effektiv ressursutnyttelse giennom bilens livslgp, og vi bygger videre
kunnskap om var miljgpavirkning, blant annet knyttet til mikroplast. P4 den sosiale siden arbeider vi for et trygt
og inkluderende arbeidsmiljg, med engasjerte og dyktige medarbeidere. Ogsa i 2025 ble vi sertifisert som «Great
Place to Work» i alle markeder. Vi har satt oss mél om & jobbe mer innsiktsbasert med HMS, og har blant annet
fatt pa plass et nytt avvikssystem for hele Mgller Mobility Group i 2025. I tett samarbeid med vére eiere i Aars har
vi ogsé begynt arbeidet med a ta vart engasjement for arbeidsinkludering et steg videre, og i 2026 skal vi
utarbeide nye ambisjoner og tiltak for & bidra til varig inkludering av flere i arbeidslivet.

Ileverandgrkjeden prioriterer vi en risikobasert tilneerming med klare krav, lgpende oppfaelging og dialog om
forbedringer. Der vi avdekker avvik, sgker vi & iverksette korrigerende tiltak i samarbeid med leverandgren, og vi
vurderer eskalering dersom forbedring uteblir. Vi har etablert kanaler for varsling og henvendelser, og vi legger
vekt pa rettferdig og effektiv handtering av saker, inkludert tiltak for gjenoppretting der det er relevant.

Denne redegjgrelsen beskriver var tilneerming, de viktigste risikoene vi har identifisert i 2025, og hvilke tiltak vi
har gjennomfprt eller planlegger 4 giennomfare. Arbeidet er langsiktig og bygger pa kontinuerlig forbedring. Vi
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vil fortsette 4 utvikle metoder, datagrunnlag og samarbeid internt og eksternt, slik at vi kan forebygge og redusere

negativ pavirkning og samtidig bidra positivt til mennesker, arbeidsforhold og samfunn i de markedene vi er en
del av.

Petter Hellman
Konsernsjef
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Styrets signatur

Denne rapporten er signert elektronisk. Se siste side for verifikasjon.

@yvind Schage Farde Harald Mgller
Styreleder og eier Styremedlem og eier
Jon Morten Mgller Anne Catrine Mgller
Styremedlem og eier Styremedlem og eier
Laxmi Akkaraju Geir Karlsen
Styremedlem Styremedlem

Anne Dingstad Petter Hellman
Styremedlem Konsernsjef

()| Meller Mobility Group | 6

Dokument-ID 09222115557575613478

Signert @SFSoe, HMSoe, JMMSoe, ACMSoe, LAS, GKS, ADS, PHK =




Ngkkelinformasjon om virksomheten og
leverandgrkjeden

Ngkkelinformasjon om virksomheten

Navn pa virksomheten

Mgller Mobility Group

Adresse hovedkontor

Frysjavn 31B, Postboks 6671 Etterstad, N-0609 Oslo

Viktigste merker, produkter og tjenester

Import, salg, service og finansiering av bilmerkene Volkswagen, Volkswagen Nyttekjoretgy, Audi, SKODA, SEAT
og CUPRA. Salg og service for Porsche i Norge og Sverige. Virksomhet i Norge, Sverige, Danmark (gjennom Hyre),
Estland, Latvia og Litauen.
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Beskrivelse av virksomhetens struktur

Mgller Mobility Group (MMG) er en ledende aktgr i mobilitetsbransjen i Norge og har en sterk posisjon ogsa i
Sverige og Baltikum. Konsernet eies av Mgller-familien, og har i dag virksomhet innen import, salg, service og
finansiering av Volkswagen personbiler og nyttekjgretoy, Audi, Skoda, SEAT og CUPRA. I Norge og Sverige eier og
driver MMG ogsé Porsche-forhandlere gjennom Mgller Bil. Med eierskap i Hyre bidrar konsernet aktivt til &
utvikle fremtidens beerekraftige mobilitetslgsninger.

Bilimport

Harald A. Mgller er Norges st@rste bilimportar. Selskapet har ansvaret for import, distribusjon og service av
Volkswagen, Volkswagen Nyttekjoretgy, Audi, SKODA og CUPRA i Norge. Hver fierde nye bil som selges i Norge
importeres av Harald A. Mgller. Moller Baltic Import SE importerer Volkswagen til Estland, Latvia og Litauen og
Audi til Latvia og Litauen.

Bilforhandlere

Mgller Mobility Group har til sammen 69 bilforhandlere i Norge, Sverige og Baltikum.

Magller Bil er Norges stgrste bilforhandlerkjede og har 43 bilforhandlere - inkludert tre Porsche-forhandlere — og
15 spesialiserte skadesentre.

Moller Bil er Sveriges nest stgrste forhandlergruppering av Volkswagen, Audi, SKODA, SEAT og CUPRA med til
sammen 15 forhandlere, inkludert to Porsche-forhandlere.

Moller Auto Baltic har 11 forhandlere i Estland, Latvia og Litauen, samt et eget skade og lakk-selskap i Latvia.

Finansielle tjenester

Volkswagen Mgller Bilfinans eies med 49 prosent av Mgller Mobility Group og 51 prosent av Volkswagen Financial
Services AG. Selskapet tilbyr 1an og leasingprodukter, samt forsikring tilknyttet de respektive merkenes salg av
nye og brukte biler. Volkswagen Mpgller Bilfinans er blant Norges stgrste leasingselskaper, og en integrert del av
verdikjeden til Volkswagen, Audi, SKODA og CUPRA i Norge.

Mobilitetstjenester

Mpgller Mobility Services omfatter konsernets virksomhet innenfor mobilitetslgsninger og bilholdstjenester.
Forretningsomradet bestér av eierskapet i bildelingsselskapet Hyre, dekkhotell-kjeden Mitt Dekkhotell,
bilvaskkjeden Bildusjen, samt mindre eierposter i logistikkplattformen Gire og bruktbilaktgren Rebil.

Deleide selskap i forretningsomradene for finansielle tjenester og mobilitetstjenester falger opp sine egne
leverandgrkjeder og har sin egen rapportering knyttet til Apenhetsloven. Deres leverandgrforhold, ngkkeltall og
tiltak er ikke inkludert i denne rapporten.

Eierne vare

Mpgller Mobility Group eies av Aars, Mgller-familiens familiekontor og investeringsselskap. Aars er i dag et av
Norges stgrste familieeide selskaper, med rotter tilbake til 1936, da Harald Aars Mgller etablerte bilbutikken og
verkstedet Stremmen Auto. Familiens eierskap og virksomheter har siden 2014 veert samlet i Aars, som i dag eier
en bred portefglje av selskaper innen ulike bransjer. De stgrste sgsterselskapene til Mgller Mobility Group i Aars-
portefgljen er Mgller Eiendom, Onitio, OneCo, Northcom og Function.

Var verdikjede:

Fabrikken

Volkswagen-konsernet er en av verdens stgrste bilprodusenter og har som maél & gjgre mobilitet beerekraftig for
néveerende og fremtidige generasjoner. Mgller Mobility Group har samarbeidet med Volkswagen-konsernet siden
1948.

Importgrene
Mgller Mobility Group har to importselskap: Harald A. Mgller i Norge og Moller Baltic Import. Harald A. Mgller
importerer merkene Volkswagen, Volkswagen Nyttekjgretgy, Audi, Skoda og CUPRA i Norge, mens Moller Baltic
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Import importerer Audi til Latvia og Litauen og Volkswagen til Latvia, Litauen og Estland.

Forhandlerne

Mgller Bil og Mgller Auto star for salg og service av vare merker i Norge, Sverige, Litauen, Latvia og Estland.
Mpller Bil er Norges stgrste bilforhandlerkjede med 43 forhandlere. Mgller Bil er Sveriges nest stgrste
forhandlergruppering med 15 forhandlere. Mgller Auto har fire forhandlere i Estland, fire i Latvia og tre i Litauen.

Finansieringstjenestene
Volkswagen Mgller Bilfinans har ansvaret for konsernets tjenester innen finansiering.

Mobilitetstjenestene
Forretningsomradet Mgller Mobility Services har ansvaret for konsernets tjenester innenfor nye mobilitets- og
bilholdstjenester gjennom eierskap i Hyre, Mitt Dekkhotell, Bildusjen, Gire og Rebil.

Kundene

I virksomheten samlet har Mgller Mobility Group mer enn 750.000 treffpunkter med kunder hvert &r. Kundene er
var viktigste investering, og derfor skal alle Mgller Mobility Groups medarbeidere hver dag skape de beste
kundeopplevelsene.

Omsetning i rapporteringsaret (NOK)
49 542 000 000

Antall ansatte

4632

Er virksomheten omfattet av apenhetsloven?

Ja

Vesentlige organisatoriske endringer siden forrige rapportering og denne rapportens tidsperiode

Denne rapporten gjelder for tidsperioden 1.januar 2025 - 31.desember 2025.
Ingen vesentlige organisatoriske endringer siden forrige rapportering.

Navn, tittel for kontaktperson for rapporten

Einar Mosvoll, Innkjppsdirektar

E-post adresse for kontaktperson for rapporten

Einar.Mosvoll@moller.no
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Informasjon om leverandgrkjeden

Generell beskrivelse av virksomhetens innkjspsmodell og leverandgrkjede

Mgller Mobility Group (MMG) har en sentral innkjgpsavdeling som hindterer de stgrste og mest sentrale av
gruppen sine leverandgrer, de hdndterer kun "frie leveranderer" som kan konkurranseutsettes, ikke innkjgp fra
bilfabrikkene. Sentral innkjgpsavdeling bruker en standardisert innkjgpsprosess som dokumenterer og stiller
krav til valg av leverandgrer. Innkjgpsavdelingen bidrar ogsa med malverk knyttet til leverandgroppfelging.
MMG har egne avtalemaler og Code of Conduct for leverandgrer. Lokal ledelse/avtaleeiere folger opp sine lokale
leverandgrer og forretningspartnere.

Bilfabrikkene tilknyttet Volkswagen-konsernet er vire hovedleverandgrer. @vrige varer og tjenester er i stor grad
konkurranseutsatt.

Antall leverandgrer som virksomheten har hatt kommersielle relasjoner med i rapporteringsaret

9313

Kommentar til antall leverandgrer

Antall leverandgrer inneholder kun hva vi definerer som «frie leverandgrer» som kan konkurranseutsettes.
Leverandgrer som ikke er inkludert er bilfabrikker, offentlige aktgrer og langsiktige leiekontrakter.

Type innkjgp/ leverandgrforhold

~

0% 82% 0% 18%

Helt/delvis egeneid Innkjgp direkte fra Innkjgp via Annet
produksjon produsent agent/mellomledd/i
mportgr/merkevarel
everandgrer

"

InnKjgp direkte fra bilfabrikkene tilknyttet Volkswagen Group er klassifisert som "Innkjgp direkte fra produsent
og utgjer 82%. "Frie leverandgrer" som kan konkurranseutsettes har vi kategorisert under "Annet". I 2025 har
bilkjgp fra fabrikkene gkt og prosentandelen har gkt fra 75% i 2024 til 82%, annet innkjgp er stabilt.
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Liste over fgrsteleddsprodusenter per land

Norge: ORI

Sverige: 10
Latvia: -
Estland: 4

Litauen : .

Tyskland : 1

Italia: I
Island: 1
Globalt: [i

Tallene ovenfor viser prosentandel per land (fordelt pd omsetning). Prosentfordelingen gjelder kategorien
"Annet", dvs. frie leverandgrer som kan konkurranseutsettes. Se ogsd informasjon i kapittel 2A2 om Volkswagen
Group sine produksjonsland.

Oppgi antall arbeidere hos fgrsteleddsprodusenter

Antall arbeidere

Kommentar til antall arbeidere

N/A. Vi har pt ikke oversikt over dette.

Viktigste innsatsfaktorer/ravarer for produkter eller tjenester og geografi

Nye biler og deler til biler Globalt

Er virksomheten leverandgr til offentlig sektor?

Ja
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Mal og fremdrift

Prosessmal og fremdrift i rapporteringsaret

Status:

Status:

Status:

Mal:

Status:

Sikre hgy andel godkjente risikoleverandgrer (minimum 90% av totalt spend knyttet til definerte
risikokategorier). Aktivt jobbe for & redusere antall risikoleverandgrer.

Arbeidet med risikoleverandgrer pagar lgpende og er né naturlig integrert i prosessen hos innkjgp.
Risikoleverandgrene blir klassifisert i vart IT-system for leverandgroppfelging Ignite og knyttet
mot risikokategorier. Fremdeles fokus pa leveranderer med kjgp over 500'. Vi har i lgpet av aret
identifisert flere risikoleverandgrer og andel godkjente risikoleveranderer ved utgangen av 2025
var ca.82%.

Lopende overvaking og aktiv godkjenning av nye risikoleverandgrer gjennom aret.

Lopende overvakning, vurdering og godkjenning fungerer bra. Vi jobber med nytt oppsett i Ignite
for 4 sikre helheltlig leverandgrevaluering.

Videre utforske systemer og samarbeid knyttet til deling av leverandgrinformasjon og revisjoner,
med et spesielt fokus pé effektive prosesser for vare leverandgrer. Bidra til kompetansedeling pa
tvers i verdikjeden.

Vi har veert i kontakt med revisjonspartnere som kan tilby databaser for deling av
leverandgrinformasjon og revisjonsresultater. Det jobbes med muligheter for deling av
leverandgrinformasjon pa flere kanter, vi antar at det kommer til & skje mye pé dette omradet i de
neste 2-3 arene.

Fortsatt sikre tett dialog med fabrikken og dyptgéende informasjon om Volkswagen Groups innsats
knyttet til risiko i produksjons- og ravareledd.

Vi far jevnlig tilsendt oppdatert informasjon om relevante beerekraftsomrader, og andre temaer
som er relevante under 4penhetsloven. I mgte med det daglige og lopende informasjonsbehovet
opplever vi tilfredsstillende tilgang til ngdvendig informasjon.

MMG blir lyttet til, og gjennom importg@rens tette relasjon til Volkswagen-konsernet er var norske
organisasjon en toneangivende partner for fabrikkene i arbeidet med & kutte utslipp gjennom
elektrifiseringsstrategier for merkene.

MMG har deltatt pa Volkswagen Groups beerekraftskonferanse "Go to zero". Vi er ogsa invitert med
i konsernets samarbeidsgrupper/ekspertutvalg om elektrisifisering.

Nye beerekraftsprosjekter sammen med vére leverandgrer med mal om a redusere utslipp, etablere
sirkuleere forretningsmodeller, ivareta arbeideres rettigheter og/eller utvikle andre innovative og
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beerekraftige lasninger.

Det har blitt gijennomfgrt et omfattende prosjekt for deletransport i Baltikum, som sikrer bdde gode

Status: arbeidsforhold og mindre miljgbelastende transportlgsninger.

Prosessmal for kommende ar

Bygge ut og teste mer funksjonalitet i leverandgrsystemet Ignite for 4 fa ytterligere oversikt og kontroll over
definerte risikoleverandgrer, bade knyttet til arbeidsforhold og andre risikofaktorer. Implementere nytt oppsett
inkludert funksjonalitet for Klassifisering, godkjenning, oppfglging og dokumentasjon.

Sikre hgy andel godkjente risikoleverandgrer: sikre at minimum 90% av totalt Kjgp innenfor definerte
risikokategorier gjores fra godkjente risikoleverandgrer i trdd med dpenhetsloven. Aktivt jobbe for & redusere
antall risikoleverandgrer.

Lopende overvaking, vurdering og aktiv godkjenning av nye risikoleverandgrer gjennom aret.

@kt samarbeid med MMG Baltic Operations om beerekraftig innkjgp, inkludert compliance-krav til leverandgrer.

Fortsatt sikre tett dialog og regelmessig informasjonsutveksling med Volkswagen Group om deres innsats knyttet
til risiko i produksjons- og ravareledd.
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Forankring av beerekraft i
virksomheten

Forankring av ansvarlighet knyttet til beerekraftig forretningspraksis i
virksomheten handler om 4 ha strategier, planer, relevante policyer og
retningslinjer for aktsomhetsvurderinger som er vedtatt av ledelsen. Disse bgr
omfatte hele virksomheten, samt virksomhetens leveranderkjede og
forretningsforbindelser. Effektive styringssystemer for implementering er en
forutsetning for & lykkes, og arbeidet med aktsomhetsvurderinger bgr veere en
integrert del av virksomhetens forretningsdrift. Tydelige forventninger fra
toppledelsen, samt tydelig plassering av ansvar innad i virksomheten for
implementering av de ulike delene av aktsomhetsvurderinger er viktig. Alle
involverte ma vite hva de skal gjore. Apenhet om forpliktelser virksomheten
har til seg selv, utfordringer de star overfor og hvordan dette h&ndteres, er
vesentlig.




1.A Policy for egen virksomhet

1.A.1 Lenke til offentlig tilgjengelig policy for egen virksomhet

Beerekraftspolicy: https:/moller.no/no/baerekraft/baerekraftspolicy. Code of conduct MMG:
https://moller.no/no/om-oss/code-of-conduct. Code of conduct for leverandgrer: https://mollergruppen.s3.eu-

west-l.amazonaws.com/om_oss/Innkj%C3%B8p-Retningslinjer-for-etisk-handel.pdf
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1.A.2 Hva sier virksomheten offentlig om sine forpliktelser til a respektere mennesker, dyr, samfunn og miljg?

Mgller Mobility Group har en ambisjon om & integrere beerekraft pa tvers av alle land og forretningsomrader i
virksomheten. Vart samfunnsoppdrag skal veere beerekraftig og en integrert del av hvordan vi driver langsiktig,
lgnnsom forretning. Samtidig skal vi bidra til en ansvarlig og positiv utvikling p4 viktige samfunnsomrader. Vi
erkjenner at vart selskap har potensiell skadelig innvirkning pA mennesker og miljg gjennom var virksomhet og
leverandgrkjede, noe vir dobbel vesentlighetsanalyse ogsé detaljerer gjennom kartlegging av vesentlig
pavirkning og finansiell materialitet.

Rammen og retningslinjene for & sikre at Mgller Mobility Group ivaretar sine forpliktelser til & respektere
mennesker, dyr, samfunn, miljg og klima er beskrevet i var Baerekraftspolicy, var Innkjgpspolicy, vare
Retningslinjer for etisk handel med leverandgrer, var interne Code of Conduct og intern Prosedyre for
aktsomhetsvurderinger. Vare retningslinjer er forankret i internasjonale standarder og beste praksis.

Gjennom véar baerekraftspolicy forplikter vi oss til a:

- Overholde gjeldende lover og internasjonale retningslinjer i all var virksomhet, herunder etterleve FNs
veiledende prinsipper for neringsliv  og menneskerettigheter, samt internasjonale standarder for
arbeidstakerrettigheter, miljg, dyrevelferd og antikorrupsjon.

- Innpasse baerekraft i alle deler av virksomheten og verdikjeden - fra strategi og styring til drift og innkjop.

» Gjennomfogre &rlige analyser av dobbel vesentlighet for 4 identifisere temaer med pavirkning og finansiell
betydning.

« Gjennomfgre aktsomhetsvurderinger i trdd med OECDs retningslinjer for flernasjonale selskaper, inkludert &
bidra til gjenoppretting der det er ngdvendig.

- Oppdatere beerekraftstrategien arlig, og sette mal og tiltak innenfor vesentlige temaer — bade pa konsern- og
forretningsomradeniva.

« Fplge opp fremdrift og resultater gjennom tertialvise business reviews og konsernrapportering, og iverksette
korrigerende tiltak der deter ngdvendig.

« Involvere ansatte, tillitsvalgte og andre interessenter i utvikling og gjennomfgring av tiltak.
« Rapportere eksternt i tradd de til enhver tid gjeldende lovkrav og relevante rammeverk.

Mpgller Mobility Group sin innkjgpspolicy skal sikre at innkjgp blir giennomfart pd en baerekraftig, profesjonell,
effektiv, enhetlig og systematisk mate. Det stilles krav til bruk av sentrale avtaler, egne avtalemaler inkludert
"Generelle vilkar" og "Retningslinjer for etisk handel”, skriftlighet, dokumentasjon i innkjgpsprosessen og aktiv
godkjenning av risikoleverandgrer.

I "Retningslinjer for etisk handel" tydeliggjgr vi hva vi forventer av vire leverandgrer og retningslinjene dekker
grunnleggende krav til menneskerettigheter, arbeidstakerrettigheter og miljg. Retningslinjene er utarbeidet i
henhold til FNs prinsipper for ansvarlig neeringsvirksomhet, FNs Global Compact, i tillegg til gjeldende ILO og
ISO standarder. Vare leverandgrer skal levere varer og tjenester som er produsert i overensstemmelse med
retningslinjene. Leverandgrene skal ogsa videreformidle og fglge opp retningslinjene hos sine
underleverandgrer. MMGs retningslinjer er minimumskrav. Vare leveranderer skal alltid felge gjeldende
nasjonale og internasjonale lover og regler.

Konsernets interne Code of Conduct - eller forretningsetiske retningslinjer - skal hjelpe hver enkelt medarbeider
til & ta forsvarlige beslutninger for Mgller Mobility Group, kundene, samfunnet og seg selv. Retningslinjene er tett
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koblet mot konsernets grunnverdier - "Apen og zrlig", "Tydelig", "Initiativrik" og "Omtenksom" - og er en god
rettesnor for hvordan vi i fellesskap skal ivareta en sunn forretningskultur. Code of Conduct omtaler baerekraft
som var fremtidskraft, beskriver interne retningslinjer og retningslinjer overfor forretningsforbindelser og
omtaler viktige tema som lojalitet, habilitet, korrupsjon og varsling.

ISO 14001 er den internasjonalt anerkjente standarden for miljgledelse som falges av konsernet. Harald A. Mgller
AS ble i desember 2011 sertifisert i henhold til miljgstyringssystemet ISO 14001. Sertifiseringen formaliserer vart
miljgengasjement, og forplikter oss i enda stgrre grad til 4 ta miljgansvar og iverksette tiltak som kan bidra til &
redusere den totale miljgbelastningen fra var virksomhet. ISO 14001-standarden krever at vi kartlegger alle
miljgbelastninger og iverksetter tiltak for & utbedre prosedyrene pa prioriterte omrader. ISO 14001 fastsetter en
fore var-praksis for var innvirkning pa miljget. Kontinuerlig forbedring og overholdelse av regelverk er sentrale
beaerebjelker for ISO 14001. Sertifiseringen er utfort av en uavhengig tredjepart (TUV).

Alle Mgller Bil-forhandlere er sertifisert enkeltvis bade pa 9001:2015 og 14001:2015, av TUV SUD. Mgller Bil
Skadesentere er alle sertifisert i henhold til ISO 14001:2015 av A3 Cert Certifiering AB. Mgller Logistikk
klargjoring, som utfgrer klargjgring pa alle biler som ankommer Norge, er ogsa sertifisert pa ISO 14001. Mdller Bil
Sverige AB er sertifisert for SS-EN ISO 14001:2015. I Baltikum er importgr sertifisert bade pa ISO 9001:2015 og ISO
14001:2015, forhandlerne her er ogsé sertifisert pa ISO 9001 og det vurderes a igangsette sertifisering pa ISO
14001. Det er importgren som star for sertifiseringen av forhandlerne og som lgpende sgrger for bevisstgjgring
rundt miljgpavirkning, lovkrav og miljgmal.

Mgller Mobility Group skal utfgre aktsomhetsvurderinger i trdd med OECDs retningslinjer, og har utarbeidet en
intern prosedyre for arbeidet med aktsomhetsvurderinger. Konsernet skal foreta analyser for & kartlegge risiko og
foreta mer detaljerte vurderinger der risikoen er vurdert hgyest. Det skal foretas vurdering av hvordan Mgller
Mobility Group er involvert i den faktiske eller potensielle negative pavirkningen og oppfelgingstiltak for de
viktigste risikoene skal settes opp. Mgller Molbilit Group skal tilstrebe a stanse aktiviteter som forarsaker eller
bidrar til negativ pavirkning p& ansvarlig naeringsliv, basert pa var vurdering av forbindelsen med den negative
pavirkningen. Forholdet mellom Mgller Mobility Group som selskap og negativ pavirkning (det vil si om Mgller
Mobility Group har forarsaket eller bidratt til, eller om Mgller Mobility Group er direkte forbundet gjennom en
forretningsforbindelse) er et viktig hensyn som avgjgr hvordan vi skal reagere pa en pavirkning, og om Mgller
Mobility Group er ansvarlig for a rette opp, eller samarbeide om 4 rette opp.

Konsernledelsen har et seerlig ansvar for a sikre at aktiviteter som forarsaker eller bidrar til negativ pavirkning
stanses, og for & unngé aktiviteter som kan forarsake eller bidra til negativ pavirkning i fremtiden. Der aktiviteter
er spesielt komplekse eller vanskelige 4 stanse pd grunn av operasjonelle, kontraktsmessige eller juridiske
forhold, skal det utarbeides handlingsplaner for hvordan aktivitetene som forarsaker eller bidrar til negativ
pavirkning skal stanses.

1.A.3 Hvordan er policy for egen virksomhet blitt utviklet og forankret?

Var beerekraftspolicy ble utarbeidet i 2021 gjennom vart tverrfaglige nettverk for arbeid med beerekraft som tok
initiativ til & f4 pa plass en helhetlig beerekraftspolicy for konsernet.

Initiativet forte til en involverende prosess hvor en lettfattelig og retningsgivende policy ble jobbet frem. Denne
er godt integrert med var strategi «Dare to Move» og vir Code of Conduct. Beerekraftspolicyen er senere blitt
oppdatert i flere omganger i takt med gkt kunnskap, endrede rammevilkar og flere baerekraftsinitiativer, senest i
2025 med vedtak i styret p& nyéret 2026.

Formalet med dokumentet er 4 skape en felles retning og forstéelse for beerekraftsarbeidet i Mgller Mobility
Group, som definerer hva beerekraft betyr for var virksomhet og tydeliggjor vare forpliktelser.
Beerekraftspolicyen er grundig gjennomgétt og forankret bade av konsernledelsen og styret i Mgller Mobility
Group.
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1.B Organisering og internkommunikasjon

1.B.1 Hvordan er arbeidet med aktsomhetsvurderinger organisert i virksomheten, forankret i interne retningslinjer og
rutiner?

Arbeidet med aktsomhetsvurderinger er forankret i konsernets Baerekraftspolicy, Code of Conduct,
InnKkjgpspolicy og Etiske retningslinjer for leverandegrer. I tillegg har vi mer detaljerte retningslinjer og rutiner
beskrevet i var Personal- og Lederhandbok, HMS h&ndbok, innkjgpsprosess, rutine for oppfelging av
risikoleverandgrer og prosedyre for aktsomhetsvurderinger.

Vi har etablert et tverrfaglig nettverk for a folge opp beerekraftsomradet, koordinere initiativ og utveksle
informasjon. Nettverket mgtes jevnlig og ledes av Direktgr for beerekraft. Deltagere fra alle forretningsomradene
er representert i nettverket. Det er i tillegg etablert flere tverrfaglige undergrupper som enten fast eller ved behov
jobber med spesifikke baerekraftsomréder, f.eks. arbeidsgrupper for &penhetsloven, energiomradet, sirkularitet,
arbeidsinkludering, med mer.

For at vi skal lykkes med ambisjonen om integrert beerekraftig forretningsutvikling ser vi det som helt ngdvendig
a involvere medarbeidere fra alle deler av organisasjonen. Med forskjellig kompetanse utfyller vi hverandre og
sammen driver vi forbedringene fremover.

Funksjoner, avdelinger og roller som er involvert i arbeidet med aktsomhetsvurderinger:

- Sentral avdeling for beerekraft: eier av konsernets Beerekraftspolicy, ansvar for operasjonaliseringen av
beerekraft, inkludert oppfolging av vesentlige temaer pa tvers av virksomheten og strategi knyttet til baerekraft.
Funksjonen har ansvar for & overvake risiko knyttet til konsernets baerekraftarbeid og aktiv oppfelging av
konkrete aktiviteter. Ansvar knyttet til konsernets arlige beerekraftsrapport, samt lgpende rapportering til
konsernledelsen og styret knyttet til baerekraft.

« Sentral finansavdeling har ansvar for finansiell og ikke finansiell rapportering, herunder sammenstilling,
rapportering og attestasjon av klimaregnskap.

« Sentral HMS-avdeling: eier av konsernets HMS handbok. Overvéke og sikre etterlevelse internt, samt
avvikshandtering, i samarbeid med lokal ledelse. Systematisk forbedringsarbeid pé tvers av
forretningsomradene. Risikokartlegging og risikovurdering. Bidra i arbeid med strategi og KPIer.

- Sentral innkjgpsavdeling: eier av konsernets Innkjgpspolicy og Etiske retningslinjer for leverandgrer. Ansvar for
a sikre ansvarlig innkjop og leveranderkjedestyring, ansvar for & drive prosessen for risikovurderinger og
aktsomhetsvurderinger knyttet til &penhetsloven i Mgller Mobility Group, med stgtte fra avtaleeiere i
organisasjonen. Utarbeide retningslinjer og malverk til bruk ifm aktsomhetsvurderinger, badde sentralt og for
lokale avtaleeiere. Aktiv oppfelging av de stgrste og mest sentrale av konsernets leverandgrer, prioritering ihht
starrelse, betydning og risiko. Avtaleeier lokalt sitter med ansvaret for oppfelging av sine lokale leverandgrer.
Sentral innkjgpsavdeling har utarbeidet en egen rutine for oppfelging og godkjenning av risikoleverandgrer.
Avdelingen har ansvar for handlingsplan knyttet til Apenhetsloven. Ansvar for 4 initiere og folge opp revisjoner
av risikoleverandgrer, i samarbeid med forretningsomradene.

« Sentrale kommunikasjonsavdelinger: ansvarlig for & sikre at informasjonsplikten knyttet til &penhetsloven og
aktsomhetsvurderinger er ivaretatt. Ansvar for informasjon og dialog med Volkswagen Group i tilknytning til
apenhetsloven og baerekraft i oppstrems verdikjede, i samarbeid med Direktor for beerekraft.

- Kvalitet og Miljg avdelingen i Harald A. Mgller: ansvar for & sikre at konsernet overholder kravene i ISO 9001 og
ISO 14001, bade pa importgr- og forhandlerniva. Overvéke og vurdere samsvar med lovverk knyttet til ytre milje
(digitalt verktoy Miljoregler.no). Kvalitet og miljgavdelingen sorger ogsa for revisjoner knyttet til sitt fagomrade.
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- Sentral funksjon for compliance og internkontroll: Overordnet oppfelging, koordinere forbedringsarbeid.
Styrende dokumenter. Sammenstille konsernets arlige risikovurdering. Serge for revisjoner og
tredjepartsvurderinger ved behov. Rapportering til konsernledelsen og styret om apenhetsloven, i samarbeid
med sentral innkjgpsavdeling. Eier av konsernets Code of Conduct. Juridisk avdeling er ansvarlig for forstéelse og
fortolkning av regelverket.

- Sentral HR avdeling: overordnet ansvar for a sikre etterlevelse av konsernets Code of Conduct, i samarbeid med
forretningsomradene. Eier av konsernets Personal- og lederhdndbok. Overvéke og sikre etterlevelse internt, i
samarbeid med lokal ledelse. Koordinere forbedringsarbeid pé tvers i konsernet. Bidra i arbeid med strategi og
KPlIer.

- Avtaleeiere/lokal ledelse: overvake og falge opp sine leverandgrer og forretningspartnere jevnlig og pé en
systematisk og hensiktsmessig méte, foreta aktsomhetsvurderinger. Falge opp sine lokale leverandgravtaler og
dokumentere oppfelgingen. Fglge sentralt gitte retningslinjer og samarbeide med sentral innkjgpsavdeling,HR-,
HMS- og beerekraftsavdeling om kontinuerlig forbedring i verdikjedene. Lokal ledelse skal ogsa foreta
aktsomhetsvurderinger knyttet til egne medarbeidere, seerlig i relasjon til HR og HMS, og sikre etterlevelse
internt.

1.B.2 Hvordan blir betydningen av virksomhetens aktsomhetsvurderinger konkretisert og tydeliggjort for de ansatte
gjennom stillingsbeskrivelse (eller lignende), arbeidsoppgaver og insentivordninger?

Ansvar for aktsomhetsvurderinger er konkretisert og tydeliggjort i policyer og hdndbegker, og konkretisert
ytterligere i prosedyrer og rutine-beskrivelser der ansvar og arbeidsoppgaver per rolle er beskrevet.

« Ansvar og malsetninger knyttet til beerekraft er beskrevet i konsernets styreinstruks, i mandater for
konsernledelsen og i relevante rollebeskrivelser.

« Hvert forretningsomrade har konkrete KPIer knyttet til baerekraft som rapporteres tertialvis i Business Review.
» Mgller Mobility Group har ESG-KPIer knyttet til syndikatlan.

» Gjennom ansettelsesavtalene forplikter alle medarbeidere seg til & fglge Mgller Mobility Group sin Code of
Conduct.

« Alle lederes ansvar for baerekraftig forretningsdrift er ogsa beskrevet i konsernets lederforventninger:
«Forventninger til ledere i Mgller Mobility Group».

1.B.3 Hvordan sikres det at relevante ansatte har tilstrekkelig kompetanse til & gjennomfgre arbeidet med
aktsomhetsvurderinger?

» Mgller Mobility Group bygger utvidet kompetanse hos en sentralisert kjernegruppe

- Sentrale avdelinger gir videre oppleering og statte til andre involverte. Det er opprettet nettverk og
samarbeidsgrupper for stgtte og utvikling (se 1.B.1).

« Det er utviklet et digitalt leeringslaft om baerekraft for alle ansatte pa tvers av land i Mgller Mobility Group, som
ogsd omfatter &penhetsloven, ansvarlig innkjgpspraksis og informasjon om vart arbeid med
aktsomhetsvurderinger.

« Radgivning og kurs fra Etisk Handel Norge.

« Radgivning fra flere eksterne konsulentselskaper.
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1.C. Planer og ressurser

1.C.1 Hvordan er virksomhetens forpliktelser til a respektere mennesker, samfunn, dyr og miljo forankret i strategier
og handlingsplaner?

« Mgller Mobility Group skal utvikle folk og forretning pa en beerekraftig mate, og baerekraft er selve grunnmuren
i var forretningsstrategi, «Dare to move». Denne strategien er godkjent av styret og implementert i alle
forretningsomréader.

Link til MMG sin strategi: https:/moller.no/no/om-oss/dare-to-move

« Vinteren 2026 oppdaterte MMG innholdet i beerekraftdelen av «Dare to move»-strategien. Konsernledelsen
vedtok en fortsettelse av den strategiske retningen innen beerekraft, med en vektlegging av folgende omrader: 1)
Elektrifisering -MMG skal veere en padriver for det grgnne skiftet og beerekraftig mobilitet, 2) Sirkularitet - MMG
skal utvikle og skalere sirkuleere lgsninger i ettermarkedet og bransjen, og 3) Arbeidsinkludering — vi skal
videreutvikle et inkluderende arbeidsmilje og bidra til at flere kommer i varig jobb. Som en grunnplanke skal vi
fortsatt arbeide for & opprettholde en ansvarlig drift og god forretningsatferd. Konsernet har i tillegg en strategi
knyttet til Folk-dimensjonen, som i stor grad ogsé er relevant for beerekraftsomrédet, da det handler om
strategien for 4 utvikle vare medarbeidere og ledere.

Innenfor hvert satsingsomréde har konsernet noen overgripende KPIer som fplges jevnlig, og i tillegg har
forretningsomradene ansvar for & utvikle konkrete tiltak og KPIer innenfor sine omrader og markeder for & sikre
maloppnaelse.

» Mgller Mobility Group har besluttet 4 rapportere frivillig i trdd med forenklede ESRS-standarder under CSRD. Vi
har i 2025 oppdatert var dobbelt vesentlighetsanalyse som danner grunnlaget for rapporteringen.

- Handlingsplan knyttet til &penhetsloven er ferdigstilt og oppdateres jevnlig. Handlingsplanen inneholder
konkrete tiltak for de definerte riskoomradene. Noen av tiltakene er generelle, andre er tilpasset hvert enkelt
land/region.

1.C.2 Hvordan fglges strategier og planer for baerekraftig forretningspraksis opp av ledelse og styre?

» Baerekraft er en av grunnpilarene i strategien "Dare to move" der sentrale méltall fglges opp av hvert
forretningsomrade tertialvis i business review.

- Tiltak og maloppnaelse knyttet til beerekraft rapporteres jevnlig til konsernledelsen og styret, og som minimum
i forbindelse med avleggelse av ars- og baerekraftsrapporten samt ved vedtak av analysen av dobbel vesentlighet.

- Compliance knyttet til baerekraft folges opp tertialvis bade av konsernledelsen og MMG-styret.

()| Mgller Mobility Group | 20

Dokument-ID 09222115557575613478

Signert @SFSoe, HMSoe, JMMSoe, ACMSoe, LAS, GKS, ADS, PHK =




1.D Partnerskap og samarbeid med leverandgrer og forretningsforbindelser

1.D.1 Hvordan tydeliggjer virksomheten viktigheten av bzerekraftig forretningspraksis i mgte med leverandgrer og
forretningsforbindelser?

Isamarbeid med leverandgrer skal det lages en skriftlig avtale.

Mgller Mobility Group har utarbeidet en rekke egne avtalemaler, "Generelle vilkar" og "Retningslinjer for etisk
handel" (CoC) til bruk for avtaler med eksterne leverandgrer. Ved inngéelse av avtaler med leverandgrer skal
MMGs avtalemaler som hovedregel benyttes, og vare leverandgrer skal folge "Generelle vilkar" og "Retningslinjer
for etisk handel". "Retningslinjer for etisk handel" er basert pA maler fra Etisk Handel Norge.

Retningslinjene dekker prinsipper for baerekraftig forretningspraksis, herunder grunnleggende krav til
menneskerettigheter, arbeidstakerrettigheter, antikorrupsjon, dyrevelferd og miljg, og vi forventer at vare
leverandgrer og samarbeidspartnere arbeider malrettet og systematisk for etterlevelse av vare generelle vilkar og
«Retningslinjer for etisk handel».

Vére avtalemaler inneholder ryddige og forutsigbare betingelser for leverandgrene. Avtalemalene er tilpasset
innkjgpskategoriene og bransjer.

I samarbeid med risikoleverandgrer har vi en ekstra tett dialog, eksempelvis sjekker vi lovpalagte krav knyttet til
leverandgren, vi bruker spgrreskjema for 4 undersgke sentrale forhold knyttet til leverandgren, drar pé stedlig
besak eller foretar revisjoner. Resultatene av denne kartleggingen brukes til videre oppfolging av leverandgrene.
For leverandgrer som i forste omgang ikke tilfredsstiller vare krav settes det i gang tiltak for & tette gap, med mal
om forbedring og god etterlevelse av beerekraftig forretningspraksis.

Beerekraft er ofte en sentral del av evalueringsmatrisen nar konsernet konkurranseutsetter varer og tjenester. Da
evalueres alle aktuelle leverandgrer etter ulike kriterer, bade kvantiative krav som priser, juridiske betingelser,
kvalitetssertifikater og aksept av CoC, og kvalitative vurderinger av leverandgrens baerekraftsambisjoner og
generell profil pd leverand@renes baerekraftsarbeid.

Link til "Retningslinjer for etisk handel": https://mollergruppen.s3.eu-west-
l.amazonaws.com/om_oss/Innkj%C3%B8p-Retningslinjer-for-etisk-handel.pdf
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1.E Erfaringer og endringer

1.E.1 Hvilke erfaringer har virksomheten gjort seg om arbeidet med baerekraftig forretningspraksis i
rapporteringsaret, og hva har endret seg som et resultat av dette?

12025 har Mgller Mobility Group arbeidet systematisk med & styrke var eksterne baerekraftsrapportering. Vi har
oppdatert metoden og gjennomfgrt en ny dobbel vesentlighetsanalyse, vedtatt en revidert baerekraftspolicy, og
byttet systemleverandgr for klimaregnskapet. I tillegg har vi jobbet videre med & tilpasse rapporteringen vér til

CSRD/ESRSene, og baerekraftsrapporten for 2025 er inspirert av utkastet til nye standarder. Jobben vi har gjort i
2025 gir oss et bedre utgangspunkt for & rapportere systematisk, automatisk og robust pa baerekraft.

Vi har ogsd viderefprt flere tiltak innen klima og energi. Dette inkluderer arbeid for & redusere utslipp fra
transport av deler og tilbehgr, &pningen av et nytt miljgeffektivt logistikkbygg i Drammen, og innsats for bedre
rammebetingelser for nullutslippsbiler. Videre har vi igangsatt og videreutviklet prosjekter for reparasjon og bruk
av brukte originaldeler som bidrag til sirkuleergkonomien, og stgtter bransjens etablering av Autoretur Battery
Recycling (ABR), det nye produsentansvarsselskapet for hgyenergibatterier. Innen sosial beerekraft har vi
prioritert tiltak for trivsel og arbeidsmiljg, mangfold og inkludering, samt styrket virt arbeid med helse, miljo og
sikkerhet. Alle tiltak gjennomf@rt i 2025 — og planene for 2026 — er neermere omtalt i var ars- og beerekraftsrapport
for 2025, tilgjengelig pé vare nettsider.
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e Fastsette fokus for rapporten

Kartlegging av virksomhetens

pavirkning pa mennesker, dyr,
samfunn og miljo

Kartlegging handler om 4 identifisere virksomhetens risiko for, og faktiske
negative pavirkning/ skade, pA mennesker, dyr, samfunn og miljg, inkludert i
leverandgrkjeden og gjennom forretningsforbindelser. Det handler om 4 fgrst
danne seg et overordnet risikobilde, for s& a prioritere mest vesentlige
risikoomrader for grundigere kartlegging og handtering av funn. Hvordan
virksomheten er involvert i eventuell negativ pavirkning pd mennesker, dyr,
samfunn og miljg, er sentralt for & avgjore riktig respons og tiltak. Involvering
av interessenter, spesielt pavirkede parter, er sentralt i kartleggingsarbeidet, sa
vel som i tiltak for & hdndtere utfordringene pi en god méte.




2.A Kartlegging og prioritering

PRIORITERT NEGATIV PAVIRKNING/SKADE FOR MENNESKER, DYR, SAMFUNN OG MILJ@

A prioritere en eller flere risikoomrdder pa bakgrunn av alvorlighetsgrad, betyr ikke at noen risiko er viktigere
enn andre, eller at virksomheter ikke gjor noen med annen risiko, men at det som har stgrst negativ pavirkning
prioriteres forst. Kartlegging og prioritering er en kontinuerlig prosess.

2.A.1 List opp prioritert risiko for potensiell og/ eller faktiske negative konsekvenser for mennesker, dyr, samfunn og
miljg.

Mgller Mobility Group har foretatt risikokartlegging i samarbeid med Etisk Handel Norge og har jobbet videre i
dybden med risikobildet etterpé. Det er avdekket risiko for darlige arbeidsforhold og barne- og tvangsarbeid i
rivareutvinning, i leveranderkjeden knyttet til produksjon og hos risikoleverandgrer til MMG. Som et resultat av
kartleggingen og vare prioriteringskriterier (se mer utfyllende informasjon i punkt 2.A.2) prioriteres videre arbeid
med risikoene knyttet til eksterne biltjenester (verkstedsektor og bilpleie) og transport, samt fortsatt tett
oppfelging mot Volkswagen Group nér det gjelder produksjon av biler og bildeler.
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BEGRUNNELSE FOR HVORFOR DISSE UTFORDRINGENE ER PRIORITERT SOM MEST VESENTLIGE FOR
MENNESKER, DYR, SAMFUNN OG MILJ@

2.A.2 Beskriv: a) virksomhetens rutiner for kartlegging og identifisering av risiko og hvordan den riskoen ble
identifisert og prioritert b) eventuelle deler av virksomheten som ikke er dekket i kartleggingen (produktgrupper, egne
produkter, avdelinger eller lignende) og hvorfor c) hvordan informasjon ble hentet inn, hvilke kilder som er benyttet og
hvilke interessenter som er involvert d) om det er identifisert omrader hvor det er manglende informasjon for a
vurdere risiko og hvordan dere vil ga frem for a fa mer informasjon om dette.

a) Overordnet innledende risikokartlegging ble utfgrt av Etisk Handel Norge (EHN) i 2022 og risikoscreening
er gjort med EHNSs verktgy Sailent Risk Tool for kartlegging og prioritering. Risikokartleggingen baserte seg pa
informasjon fra Mgller Mobility Group (MMG), samt apen informasjon fra Volkswagen-konsernet, nyhetskilder
og annet relevant fra leverandgrkjeden. MMG tar en arlig gjennomgang av risikovurderingen og risikobildet for &
sjekke om det er endringer som tilsier behov for nye analyser.

Den innledende risikokartleggingen beskriver risiko etter geografi og sektorer MMG er eksponert i. Aktiviteten i
MMG er i all hovedsak import og salg av biler. Underaktiviteter knyttet til denne primeerkategorien er ogsa
inkludert i kartleggingen.

Risikoen er presentert i tre hovedseksjoner:

« MMGs egen virksomhet og farsteleddsleverandgrer i Norge og Sverige

« MMGs egen virksombhet og farsteleddsleverandgrer i Baltikum

« Risiko i virksomheten til leverandgr Volkswagen Group og tilhgrende leverandgrkjeder

Oppdatert overordnet risikokartlegging:

Overordnet er risikobildet for Mgller Mobility Group ganske uendret for 2025, vi har ikke mottatt informasjon
eller endret virksomheten p& en méte som tilsier at det er behov for en helt ny overordnet risikokartlegging.
Derfor har vi jobbet videre i dybden med risikobildet knyttet til de samme prioriterte kategoriene som kom frem i
innledende kartlegging, se avsnitt om prioritering nedenfor.

Risiko Norge og Sverige:
Innledende kartlegging:
Norge og Sverige rates «grgnn» eller niva 1 av 5 i EHNs risikoscreening.

Verksted er ikke vektet som en spesielt risikoutsatt sektor i Norge. Det er imidlertid avdekket userigse aktgrer
innen bilpleie, og mindre verksteder kan ha risiko for lignende irreguleere arbeidsforhold. Det er risiko for sveert
lave lgnninger, urettmessig tilbakehold av lgnn og andre tvangslignende situasjoner i denne bransjen.

Noen Kkilder beskriver transportsektoren i Norge og Sverige som utsatt for risiko knyttet til arbeideres rettigheter
(CSR Risk Checker 2022, UNEP FI 2014), her er lange arbeidsperioder uten hviletid, tvungen overtid og sveert lav
lgnn blant momentene som nevnes. Seerlig varebilsegmentet har risiko knyttet til seg, da dette ikke er omfattet av
lover og regler som gjelder for godstransport pé vei, inkludert allmenngjort tariffavtale, krav til hviletid,
yrkessjafarkompetanse eller lgyve (Eggen & Brathen, 2020). Lgonnen for sjaferer i varebilsegmentet er i snitt er
30% lavere enn den gjennomsnittlige manedslgnnen i Norge (ibid). Trafikksikkerhet, og dermed fare for liv og
helse er ogsé en risiko knyttet til veitransport med tunge kjoretgy. Denne risikoen er imidlertid strukturert etter
béde geografi og transportgrens evne til & mgte lovkrav.

Oppdatert kartlegging:

Nyere kilder bekrefter det samme bildet i Norge; det finnes userigse aktgrer innen bilpleie og verksted, med risiko
for brudd pa lgnns- og arbeidsvilkar, trygd, skatt og avgift og utnyttelse av arbeidstakere. Kilder: Etatenes felles
arsrapport for a-krimsamarbeidet 2024 (publ. 20.03.2025, Skatteetaten), Felles arsrapport 2024 — Politiet (publ.
2025).
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Nar det gjelder Sverige har MMG kartlagt at det er stgrst risiko for dirlige arbeidsforhold knyttet til
bilklargjgringsselskaper. Dette har vi erfart giennom arbeidet med risikoleverandgrer i vért
leverandgroppfelgingssystem. Det er risiko knyttet til HMS, arbeidsmiljg og arbeidslivskriminalitet. Dette bildet
stgttes ogsé av nyere eksterne kilder, eks. Polismyndigheten (mars 2025), Arbetsmiljoverket — rsredovisning
2024 (publ. 2025), Prevent (oppdatert ressurs 2023-2025), Transportfackens Yrkes- och Arbetsmiljondmnd (TYA)
og flere medieoppslag.

Et oppdatert kildesgk viser at transportsektoren i Norden regnes som en sektor med vedvarende og strukturelle
risikoer for arbeidstakerrettigheter, selv om den formelle reguleringen er sterk. Risikoene oppstar seerlig i
segmenter med hgyt innslag av utenlandsk arbeidskraft, stramme marginer og utstrakt bruk av
underleverandgrer (CSR Risk Check 2025 og UNEP FI Human Rights Toolkit 2025).

Risiko Baltikum:

Innledende kartlegging:

Estland, Latvia og Litauen rangeres med lav risiko pé en screening med ratinger pa tvangsarbeid,
arbeiderrettigheter, barnearbeid og diskriminering. Korrupsjonsrisikoen er heller ikke ranket som spesielt hay,
men noe hoyere for Latvia enn de to andre. I EHNSs risikoverktgy rates landene med henholdsvis 1,8, 2,0 0g 1,8 (av
5). Det er likevel noen momenter innenfor korrupsjon, tvangsarbeid, arbeiderrettigheter og diskriminering som
er anbefalt av EHN for videre oppfelging. Konkret risiko er primeert knyttet til kategorien transport, men
muligens ogsa til verksted.

Oppdatert kartlegging:

Nyere kildesgk for kategorien transport bekrefter relativt lav systemisk korrupsjonsrisiko (Transparency
International - CPI 2024), og at det finnes risiko knyttet til darlige arbeidsforhold (eks. European Labour

Authority (ELA) & ROADPOL ukeaksjoner 2024-2025 og ETF - “Third-Country Drivers in European Road
Transport” (des. 2023; oppdatert versjon publ. 2025)).

Det er ogsé spesifikk nedstrgmsrisiko forbundet med bilsalg, bdde i Norge, Sverige og Baltikum. Se omtale i
kapittel 2.A.3.

Volkswagen Group og risiko i MMGs leverandgrkjede for nybil:

Beskrivelse av bilproduksjon og organisering som pévirker risikobildet:

Forretningsmodeller innen bilproduksjon innebzerer en ekspansiv global leverandgrkjede. Dette gjgr det mer
krevende 4 effektivt identifisere og adressere risiko. Estimert bestar en bil giennomsnittlig av 30 000 deler.
Leverandgrkjedene er ekspansive med flere titalls tusen leverandgrer. Dette gjor tett oppfolging av
leverandgrkjeden arbeidskrevende, eller for noen nesten uoverkommelig. Organiseringen vanskeliggjor altsi
kunnskap om og oppfelging av leverandgrer, et hinder for ansvarlig forretningsdrift.

Ulike ravarer har ulike verdikjeder, ulik anskaffelsesstruktur og s videre. Dette gjgr en uniform tilneerming
uegnet. Flere verdifulle og kritiske ravarer kan kun skaffes fra noen fa geografiske omréider. Disse kan omfatte
ressursrike omrader preget av korrupsjon, konflikt, svak rettsikkerhet og manglende handhevelse av
arbeidslivslover. Mange av bilindustriens mest alvorlige risiki forekommer i rAvareleddet.

Innledende kartlegging:

Tverrgaende for sektoren beskrives det (IASJ rapport) at arbeidere i produksjonsledd er utsatt for helse og
sikkerhetsrisiko (hms), press mot organisasjonsfrihet og retten til kollektiv forhandling, samt manglende frihet
fra trusler/trakassering, diskriminering eller gjengjeldelse. Arbeidere i leverandgrkjeden som utvinner, hgster
eller prosesserer ravarer som brukes for & bygge kjgretgy har risiko for tvangsarbeid, barnearbeid og farlige
arbeidsforhold, samt mange av de samme utfordringene som gjelder for produksjonsleddet.
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Det er vesentlig ravarerisiko knyttet til produksjon av biler. Ravarer til bilproduksjon som jernmalm, stél, bauksitt
(aluminium), kobber, plast, naturgummi, litium, kobolt og glimmer er alle produsert i geografier med forhgyet
risiko. Noen av rdvarene utvinnes over et bredt spekter med land med ulik risikoprofil, mens andre kommer fra
en mindre gruppe land eller geografiske omrader. Innsatsfaktorer som skinn og tekstiler kan ogsé veere kilde til
risiko. Barnearbeid og tvangsarbeid er to alvorlige risikokategorier innen ravareutvinning. Tap av liv som fglge av
darlig sikkerhet, alvorlig forurensning med innvirkning pa menneskelig helse og naturmiljg og forringelse av
naturmiljp er ogsa blant risikofaktorene knyttet til metallutvinning og prosessering.

Volkswagen Group - beskrivelse av virksomheten:

Volkswagen Group er eier av flere bilmerker, inkludert Volkswagen personbil, Volkswagen NytteKkjaretay, Audi,
Skoda, SEAT og CUPRA. Volkswagen Group har hovedkontor i Tyskland og har fabrikker/produksjonsanlegg over
hele verden, fordelt p4 Europa, Asia, Afrika, Ser-Amerika og Nord-Amerika. Disse fabrikkene produserer
personbiler, busser og tyngre Kjgretay (inkludert Scania og andre). Som et ledd i satsingen pa elektrisk mobilitet
etablerer fabrikken anlegg for produksjon av battericeller.

Produksjonsland og leverandgrkjeder:
Volkswagen Group oppgir pa sine nettsider hvilke modeller som produseres pa hver av fabrikkene.

Produksjonsland for modellene som tilbys i det norske markedet:
« Tyskland

« Polen

« Tyrkia

« Sgr-Afrika

« Tsjekkia

- Kina

Produksjonsland for modellene som tilbys i det svenske markedet:
« Tyskland
» Spania

- Ungarn

« Mexico

- Slovakia

« Tsjekkia

- Kina

« Spr-Afrika
 Polen

« Tyrkia

- Portugal

Produksjonsland for modellene som tilbys i de baltiske markedene:
« Tyskland
- Spania

- Ungarn

» Mexico

« Slovakia

« Tsjekkia

- Portugal

« Polen

« Spr-Afrika
« Tyrkia
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Volkswagen Group har ogsi et bredt nettverk med underleverandgrer til fabrikkene, disse er ikke spesifisert.
Konsernet har omfattende policyer og rutiner for kontroll av forretningsforbindelser, slik som Business Partner
Due Dilligence og et aktsomhetssystem for ravarer. Analysen fra EHN har ikke gitt inn i en analyse av disse
instrumentenes effektivitet.

Risiko knyttet til produksjonsland:

For sentrale produksjonsland som Tyskland, Tsjekkia og Spania, og Europa for gvrig, vurderes risikoen for brudd
pa menneskerettigheter i egen virksomhet som lav, blant annet som fglge av EU regelverk, fagorganisering og
konsernets egne standarder. Volkswagen Group peker samtidig pa at den stgrste risikoen i disse verdikjedene er
knyttet til leverandgrledd og rdvareopprinnelse utenfor Europa, og felger disse opp gjennom risikobaserte
analyser, revisjoner, dialog og korrigerende tiltak.

Samtidig understrekes det at ravare og komponentleveranser til disse fabrikkene ofte har opprinnelse utenfor
Europa, og at den stgrste menneskerettighetsrisikoen derfor ikke ngdvendigvis ligger oppstrgms i selve
produksjonslandet.

Volkswagen Group sikrer ansvarlig og etisk drift ved sine produksjonsanlegg utenfor Europa, herunder Mexico og
Ser-Afrika, gijennom konsernomfattende retningslinjer for menneskerettigheter og arbeidsforhold, systematisk
aktsomhetsvurdering, integrert risikostyring og bindende krav til etterlevelse av konsernets Code of Conduct og
internasjonale standarder for ansvarlig neeringsvirksomhet.

Oppdatert kartlegging og handtering av risiko:

Eksterne analyser og interessentrapporter har tidligere identifisert menneskerettighetsrisiko knyttet til
bilindustrien generelt og Volkswagen-konsernet spesielt, blant annet gjennom rapporter som Investor Advocates
for Social Justice (2020). Siden den gang har konsernet etablert og videreutviklet et omfattende system for
ansvarlig leverandgrstyring, inkludert Responsible Supply Chain System (ReSC), Sustainability Rating (S-Rating),
Supply Chain Grievance Mechanism og det nye Human Rights Focus System (HRFS). Konsernet har ogsi utnevnt
en egen Human Rights Officer med ansvar for oppfelging av krav etter det tyske lovverket (LKSG) og opptrapping
av risikostyring pa globale verdikjeder.

Nyere rapporter fra Volkswagen Group og Volkswagen Group Canada/Audi Canada (2023-2024) beskriver
hvordan konsernet i gkende grad arbeider systematisk med révare-diligence, risikoklassifisering, avhjelpende
tiltak, leverandgrkrav og transparens i komplekse upstream-Kkjeder. Disse kildene viser at selv om bransjen
fortsatt star overfor betydelige risikoer, hindteres disse i dag gjennom mer formaliserte, dokumenterte og
eksternt rapporterte mekanismer enn det som var tilfelle i 2020.

Volkswagen Group beskriver at risiko knyttet til menneskerettigheter og arbeidsforhold identifiseres og
handteres gjennom et konsernomfattende risikostyrings og aktsomhetssystem, som omfatter regelmessige
risikovurderinger i egen virksomhet og leverandgrkjeden, forebyggende og avhjelpende tiltak, en formalisert
varslings og klagemekanisme samt arlig offentlig rapportering av identifiserte risikoer og handtering av disse.
Volkswagen Group rapporterer lgpende aggregerte funn fra revisjoner, varslings og klagemekanismer knyttet til
menneskerettigheter og arbeidsforhold, herunder antall meldte avvik og oppfalgingstiltak. Rapporteringen viser
at identifiserte funn i hovedsak gjelder leverandgrkjeden og omfatter forhold som brudd pa arbeids og
lgnnsvilkar, HMS mangler og manglende etterlevelse av konsernets krav til miljo og kjemikaliebruk. I konsernets
rapportering for 2023 fremgér det at et sveert begrenset antall alvorlige brudd ble identifisert hos indirekte
leverandgrer, og at disse er fulgt opp gjennom Korrigerende tiltak og videre oppfelging. Nyere, fullstendig
konsoliderte tall er per rapporteringstidspunkt ikke offentlig tilgjengelige ved utarbeidelsen av denne rapporten.

Kina er toneangivende i bilindustrien, ogsa knyttet til tilgang og utvinning av ravarer. Utgangspunktet til
Volkswagen Group er at modeller produsert for det europeiske markedet som hovedregel ikke skal produseres i
Kina. Per 2025 er dette ogsa gjeldende, men forhold blant annet knyttet til produksjonsplanleggingen ved de
europeiske anleggene har &pnet for at enkeltmodellen CUPRA Tavascan produseres i Kina ogsa for europeiske
markeder.
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Volkswagen Group bekreftet mot slutten av 2024 at de har solgt seg helt ut av fabrikken og tilknyttede testbaner i
Xinjiang-regionen i Kina, i kjglvannet av kritikk fra flere hold rundt involvering i denne regionen. Volkswagen
har ikke oppgitt andre arsaker til salget enn rent gkonomiske. Samtidig understreker Volkswagen Group at man
jobber aktivt mot tvangsarbeid og barnearbeid i all sin virksomhet, ogséa i Kina. Dette i trdd med kravene FN stiller
til overholdelse av menneskerettighetene. Kilde: ESG Controversies | Volkswagen Group.

Batteriproduksjon:

Den strategiske viktigheten av kontroll pa verdikjeder knyttet til produksjonen av elbilbatterier er bakgrunnen for
at fabrikken investerer tungt i batteriproduksjon i Europa. Det bidrar til gkt kontroll pa verdikjeden, og ditto
tilgang pa h@yvoltsbatterier i et tidsrom hvor bransjen elektrifiseres. I samme initiativ jobbes det ogs&d med
teknologiutvikling som kan redusere avhengigheten av sarbare rdmaterialer.

Kilde: Made in Europe: Volkswagen, PowerCo and Elli launch pioneering battery and energy technologies |
Volkswagen Group

Som en ledende elbilnasjon, er det naturlig at vi har seerlig oppmerksomhet rundt batteriproduksjonen. I denne
forbindelse kan det legges til at bildet kompliseres ytterligere av at én og samme bilmodell, produsert ved det
samme anlegget, kan fa batterier fra to ulike underleverandgrer. Samtidig har Volkswagen Group gjennom Global
Battery Alliance involvert seg i arbeidet med et batteripass, som skal tilgjengeliggjgre informasjon om batteriet og
batterirdvarenes opphav.

Mer kontroll pé verdikjeden for batterier oppstrgms skal blant annet ivaretas gjennom gkte investeringer i egen
batteriproduksjon fra produsentens side. S ivaretas produsentansvaret rundt hdndteringen av batteriene
nedstrgms via importgren i de ulike markedene. Det innebzeerer at Harald A. Mgller som norsk importgr forvalter
dette arbeidet i Norge.

EUs nye batteriforordning innfgrer krav om at alle som importerer biler med hgyenergibatterier mé veere
medlem av et produsentansvarsselskap. Med utgangspunkt i 18 ars erfaring fra Autoretur-modellen for kasserte
kjoretay, har styrene i bransjeforbundet BIL og Autoretur kommet til at bilbransjen selv bgr etablere, eie og drifte
et nytt produsentansvarsselskap for hgyenergibatterier. Nyopprettede Autoretur Battery Recycling (ABR)
organiseres som et datterselskap av Autoretur og sikrer at bransjen samlet oppfyller kravene i den nye
forordningen. Selskapet administrerer returordningen pa vegne av importgrene, ivaretar den lovpalagte
rapporteringen til Miljgdirektoratet, sikrer en effektiv og miljgmessig robust retur- og gjenvinningsordning, og
har fremforhandlet kostnadseffektive avtaler med egnede gjenvinningsaktgrer. Det er med utgangspunkt i disse
avtalene at Harald A. Mgller AS har inngatt avtale med Stena Recycling for & sikre en ansvarlig og beerekraftig
handtering av batteriene fra var virksomhet.

Kilder:

1. Sustainability in the Supply Chain (ReSC, S-Rating, klagemekanisme)
https://www.volkswagen-group.com/en/sustainability-in-the-supply-chain-16113

2. Supply Chain and Human Rights (Human Rights Officer, LKSG, due diligence)
https://www.volkswagen-group.com/en/publications/corporate/supply-chain-and-human-rights-2145
PDF-versjon:
https://www.volkswagen-group.com/en/publications/corporate/supply-chain-and-human-rights-2145/download?
disposition=attachment

3. Responsible Raw Materials Report (HRFS og ravare-due diligence)
https://www.volkswagen-group.com/en/press-releases/volkswagen-group-publishes-third-responsible-raw-
materials-report-17465

4. Supply Chain Human Rights Annual Report 2023 (Canada - lovpéalagt rapport)
https://www.volkswagen.de/idhub/content/dam/onehub_pkw/importers/ca/2024/en/general/VGCA_Supply_Chai
n_Human_Rights_Annual_Report_2023_EN.pdf

5. Code of Conduct for Business Partners (leverandgrkrav, grunnlag for S-Rating)
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https://www.vwgroupsupply.com/one-kbp-
pub/media/shared_media/documents_1/nachhaltigkeit/brochure__volkswagen_group_requirements_regarding_s
ustainability_in_its_relationships_with_business_partners__code_of_conduct_fo/coc_geschaeftspartner_2023030
9~1.pdf

6. VW Financial Services - Human Rights (bekrefter konsernstruktur og HR-funksjon)
https://www.vwfs.com/en/sustainability/integrity-and-compliance/human-rights.html

7. Sustainability Report / Annual Report 2024 (ESRS-rapportering)
https://annualreport2024.volkswagen-group.com/_assets/downloads/esrs-sustainability-report-vw-ar24.pdf

Anbefalt oppfolging, med bakgrunn i risikokartleggingene:

Kategoriene verkstedsektor, bilpleie og transportsektor er anbefalt av Etisk Handel Norge for videre oppfelging, i
alle land der MMG har egen virksomhet. I innledende kartlegging anbefaler Etisk Handel Norge ogsi oppfalging

av oppstrgmsrisiko i Volkswagen Group. Barnearbeid er en alvorlig risiko som overveiende sannsynlig er til stede
ileverandgrkjeden til MMG, Volkswagen Group beskriver barnearbeid som en kartlagt risiko. Etisk Handel Norge
anbefaler at MMG vurderer Volkswagen Groups aktsomhetsprosess pa dette feltet og felger opp med spgrsmal til
rapporteringen og dialog.

Prioritering:

Mpgller Mobility Group har hensyntatt denne risikokartleggingen, vurdert alle innkjgpskategoriene, vurdert risiko
og sannsynlighet for brudd pé ansvarlig forretningspraksis for hver kategori og hensyntatt omsetning/Kjgp per
kategori. Prioritering er gjort ut fra:

« Sannsynlighet for brudd og alvorlighet (risikokategorier)

« Omsetning/volum (omfang)

« Hva vi kan pavirke

« Hva er allmenheten opptatt av; Vare hovedprodukter og Produkter/tjenester fra bransjer der det er kjent &
eksistere risiko.

Itillegg har vi giennomfart en dobbelt vesentlighetsanalyse og prioritering er gjort ut fra alvorlighetsgrad,
omfang og gjenopprettbarhet.

Med bakgrunn i risikokartleggingen har MMG prioritert videre arbeid med risikoleverandgrer innen kategoriene
eksterne biltjenester (verkstedsektor og bilpleie) og transport. I tillegg er det prioritert fra vir side & opprettholde
en tett dialog med Volkswagen Group knyttet til deres aktsomhetsvurderinger og forhold i rdvare- og
produksjonsleddet.

Risikobildet for Mgller Mobility Group knyttet til &penhetsloven er ganske uendret for 2025. Vi har ingen nye
forretningsomrader eller nye land og kategorier tilknyttet risikoleverandgrer er de samme. Etter dialog med Etisk
Handel har vi derfor valgt & fokusere pa de samme risikokategoriene. Vi har jobbet videre i dybden med
risikobildet knyttet til de prioriterte risikoomraddene. Innen eksterne biltjenester falger vi opp underkategoriene
bilpleie, dekkskift, dekkhotell, skade og-lakk og @vrig verkstedtjenester. Innen transport fglger vi opp
underkategoriene biltransport, godstransport og budbiltjenester. Tiltak innebeerer & sikre at de folger vire "Etiske
retningslinjer for leverandgrer" og almenne lover og regler. Nyanser i risikobildet som ble synlig gjennom
dybdekartleggingen er reflektert i tiltakene som beskrevet i kapittel 3.

Det er fortsatt et prioritert omrade for MMG 4 i enda starre grad sikre dyptgdende informasjon om Volkswagen
Groups innsats knyttet til risiko i produksjons- og ravareledd. Det er innfort tiltak som bidrar til mer informasjon
om kunnskapen fabrikken selv har om disse risikoomridene, og videre hvordan fabrikken jobber for &
redusere/eliminere risiko i egen virksomhet.

Fokus i 2025 har seerlig veert pa informasjonsinnhenting om relevante temaer fra Volkswagen Groups virksomhet,
samt videreutvikling av vart system for leveranderoppfelging og kartlegging av risikoleverandgrer. Vi har bygget
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videre pé tidligere kartlegginger, erfaringer og risikovurderinger og laget oppdatert handlingsplan med tiltak og
rutiner der malet er kontinuerlig forbedring.

Avhengighet av Volkswagen Group:

En avgjgrende del av var virksomhet er direkte relatert til Volkswagen Group. Slik sett er de omraddene som
omfattes av dpenhetsloven i stor grad forbundet med operasjoner utenfor var egen virksomhet i Mgller Mobility
Group. Denne avhengigheten innebaerer samtidig at var egen tilgang til forstehdndsinformasjon om viktige
sporsmal er prisgitt en god informasjonsflyt mellom oss og Volkswagen Group.

Mange av de mest aktuelle omradene er kompliserte, forbundet med omrider som kan oppleves som
forretningssensitive, eller fordelt mellom ulike deler og nivéer i en stor struktur hos Volkswagen Group. Dette kan
vanskeliggjore den umiddelbare tilgangen til ngdvendig informasjon knyttet til sentrale tema.

VAar organisasjon har gjennom over 75 ar pleiet et tett og tillitsfullt forhold til Volkswagen Group. Det legger til
rette for at vi ogsa i mgte med kravene i 4penhetsloven far ngdvendig tilgang til informasjon fra var partner i
Tyskland. Samtidig er dette spgrsmaélet fart opp som en risiko, fordi den spmlgse og dyptgdende informasjonen
ment for deling eksternt ikke har veert noe vi tidligere har hatt behov for, eller umiddelbar tilgang til. Innfgringen
av dpenhetsloven stiller nye krav til dette, og derfor har vi prioritert & fa pa plass enda sterkere rutiner for dette.
Selv om vi opplever god tilgang pa ngdvendig informasjon, er det naturlig & liste opp dette punktet som en risiko.

b) Folgende innkjgpskategorier er ikke dekket i denne rapporteringen, grunnet relativt lav omsetning/lavt volum:
bygg og eiendom, IKT, konsulenttjenester og administrasjonstjenester, markedsfgring og personal. Begrenset
omfang gjor at oppfelging ikke svarer seg ressursmessig.

¢) Mgller Mobility Group har samarbeidet med Etisk Handel Norge i arbeidet. Det er en arbeidsgruppe i MMG
bestdende av representanter fra sentral innkjgpsavdeling (Norge, Sverige og Baltikum), compliance &
internkontroll, beerekraftsavdeling, kommunikasjonsavdeling, samt kvalitet- og miljgavdeling. Vi har ogsa
oppdatert var dobbelt vesentlighetsanalyse og i den forbindelse har vi intervjuet flere interessenter.

Vi har hentet noe informasjon fra arsrapporten til Volkswagen Group for 2024 og 2025, se:
https://www.volkswagen-group.com.

Oppdaterte kildehenvisninger er innarbeidet direkte i tekstene.

Kilder brukt i den innledende risikokartleggingen utfgrt av EHN:

« Australian Strategic policy institute (2020) Uyghurs for sale

« CSR risk Checker (2022)

« EHN (2022) China Country Briefing April 2022

« Eggen, F. W. Braten. M. & Frisell, M. M. (2020). Kartlegging av kjennetegn ved varebilsegmentet og
konkurranseflaten mot gvrig godstransport pa vei. Samfunnsgkonomisk analyse Rapport 27-2020

« FN (2011) UNGP/ United Nations guiding principles for business and human rights

« IASJ (2020) The shifting gears report: An Assessment of Human Rights Risks & Due Diligence in the Automotive
Industry

« ITUC (2019) global rights index 2019

« ITUC (2021) global rights index 2021

« OECD (2011) retningslinjer for flernasjonale selskaper /Guidleines for multinational enterprises

« Transparency International (2021) Corruption perceptions index 2021

- US DOL (2020) United States Department of Labor - List of goods produced by child labor or forced labor, 2020
« US State TIPR (2021) Trafficking in persons report 2021

- US State department (2021) country reports on Human rights practices 2021

« Volkswagen Group (2021) Responsible raw materials report 2020

« Volkswagen Group (2022) Responsible raw materials report 2021

« Volkswagen Group pressemelding (2022): https://www.volkswagenag.com/en/news/2022/03/volkswagen-stops-
production-of-vehicles-in-russia-and-suspends-e.html
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d) Mgller Mobility Group har lgpende dialog med Volkswagen Group pa ulike nivéer, for 4 sikre tilgang til
nedvendig informasjon i mgte med apenhetsloven. Det er et prioritert omrade a sikre at denne informasjonen er
tilgjengelig for oss pa en strukturert, sgmlgs og effektiv mate. Innfaringen av tilsvarende lovverk i EU har lagt til
rette for at Volkswagen Group i st@rre grad har etablert egne rutiner for denne typen informasjonsinnhenting og -
deling.

Arbeidet etter innfgringen av &penhetsloven har bidratt til & effektivisere tilgangen til relevant informasjon fra
var partner Volkswagen Group. Informasjon knyttet til aktuelle temaer og krevende spgrsmal deles na proaktivt
og lgpende fra fabrikkens side. Samtidig er det fortsatt slik at tilgangen til informasjon om temaer som ikke
omfattes av den proaktive informasjonsdelingen kan veere vanskeligere tilgjengelig.

Tilgangen til informasjon henger ikke ngdvendigvis sammen med kapasitet eller velviljen fra de som styrer
denne informasjonstilgangen. I en kompleks virksomhet kan prosessen med 4 skaffe, og verifisere, informasjon
fremsta langdryg. Derfor er arbeidet med informasjonstilgangen et kontinuerlig og prioritert omrade for oss. Vi
har gode og etablerte kontakter i sentrale posisjoner relevante for ulike problemstillinger, ogsa knyttet til
omrader som er aktuelle rundt 4penhetsloven.

Vi har i liten grad opplevd utfordringer med informasjonstilgangen etter innfgringen av loven, og opplever at vi
som hovedregel er godt forberedt i mgte med spgrsmal fra publikum og partnere.

ANNEN NEGATIV PAVIRKNING/SKADE

2.A.3 Beskriv annen risiko for negativ pavirkning/skade pa mennesker, dyr, samfunn og miljg som ble identifisert men
ikke prioritert, og hvordan disse er handtert

Vesentlig risiko som er identifisert er: risiko knyttet til bilsalg (nedstrgmsrisiko).

Innledende risikokartlegging:

Risiko knyttet til bilsalg og bilbruk, eller nedstrgmsrisiko, er gjeldende bade i Norden og Baltikum. Risikoen er
slik vi analyserer det dominert av to hovedkategorier: fare for direkte skade som folge av bilkjgring, inkludert fare
for liv ved involvering i ulykker, og skade pa miljg, med en rekke sekundeereffekter. Hvorvidt MMGs bilsalg er
noytral til, gker eller senker nevnte risikofaktorer fordrer en dypere analyse. Innen fare for direkte skade er tap av
liv en alvorlig risiko. I Norge er det relativt fa bildgdsfall, og det samme gjelder for gvrige land MMG selger biler i.
En trend med gkende bilbruk kan sannsynligvis knyttes inn som en av flere faktorer knyttet til noen
folkehelseutfordringer, dette er ogsa en risiko MMG er eksponert for. I kategorien forurensning og skade pa miljo
er det flere ulike risiki. Luftforurensning som fgrer til overdgdelighet, er tilstedevaerende hvor bilbruk er en av
flere sannsynlige faktorer. Klimagassutslipp er en annen skade som fglge av bilbruk. Forurensning med
mikroplastikk fra dekkslitasje og annen veislitasje er ogsé en vesentlig kilde til plastforurensning, seerlig i urbane
omréder. @kt omfang av veibygging knyttet til gkning i bilbruk er en faktor som bidrar til vesentlig reduksjon av
biologisk habitat. Det er & merke seg at disse tre skadene pa planetens talegrenser forarsakes av kumulativ
bilbruk, og derfor er knyttet til sektoren som helhet og ikke kan knyttes til enkeltselskap direkte. Egenskaper ved
bilene som omsettes former ogsi hvordan bidraget til risiko og skader ser ut. Salg av elbiler reduserer for
eksempel klimagassutslipp per reisekilometer, men det avhjelper ikke ngdvendigvis bidrag til de gvrige risiki og
skader. Denne analysen har ikke gatt inn i hvordan MMG er situert vis a vis gvrige aktgrer og eksisterende bilpark
for nedstrgms risiko.

Oppdatert risikokartlegging:

MMGs dobbelt vesentlighetsanalyse omhandler temaene «bergrte lokalsamfunn» og «kunder og sluttbrukere»
som er knyttet til bilsalg og bilbruk. Begge disse temaene er dobbelt vesentlige for konsernet. Analysen med
tilhgrende pavirkninger, risikoer og muligheter er omtalt i Mgller Mobility Groups érlige beerekraftsrapport.
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e Handtering av prioritert pavirkning

Stanse, forebygge eller redusere

negativ pavirkning

Stanse, forebygge eller redusere handler om & handtere funn fra kartleggingen
pa en god méte. Virksomhetens mest vesentlige negative pavirkning pa
mennesker, dyr, samfunn og miljp prioriteres farst. Dette betyr ikke at annen
risiko er uvesentlig eller at det ikke handteres. Hvordan virksomheten er
involvert, er sentralt for i treffe riktige tiltak. Faktisk negativ pavirkning/skade
som virksomheten forarsaker eller bidrar til mé stanses, forebygges og
reduseres. Virksomheter som er direkte forbundet med negativ pavirkning mé
bruke sin innflytelse til & fa forretningsforbindelser (f.eks. leveranderer) til &
stanse, forebygge og redusere dette. Dette innebaerer & utvikle og iverksettes
planer og rutiner for 4 hdndtere risiko, og kan kreve endringer i egne policyer
og styringssystemer. Virksomheters vellykkede handtering av negativ
pévirkning pd mennesker, dyr samfunn og miljg er et avgjgrende bidrag til FNs
beerekraftsmal.
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3.A Stanse, forebygge eller redusere

3.A.1 Beskriv mal og status for de tiltakene virksomheten har iverksatt for a redusere prioritert risiko

()| Mgller Mobility Group | 34

Dokument-1D 09222115557575613478 Signert @SFSoe, HMSoe, JMMSoe, ACMSoe, LAS, GKS, ADS, PHK ~ —




Utforske systemer og samarbeid knyttet til deling av leverandgrinformasjon og
revisjoner. Bidra til kompetansedeling pé tvers i verdikjeden.
Nye baerekraftsprosjekter sammen med vare leverandgrer.

Beskriv iverksatte eller planlagte tiltak :

Innen eksterne biltjenester folger vi opp underkategoriene bilpleie, dekkskift, dekkhotell, skade og-lakk og
gvrig verkstedtjenester. Tiltak innebeerer & sikre at de fplger vire "Etiske retningslinjer for leverandgrer" og
almenne lover og regler.

En stor andel av vare definerte risikoleverandgrer har lav arlig omsetning i konsernet og vi antar at vi har
begrenset pavirkningsmulighet pd disse. Spesielt innen bilpleie, skade og lakk har vi jobbet aktivt med
ansvarlige i de ulike forretningsomradene i Norge for & verifisere fremtidige behov og gnskede leverandgrer.
For flere underkategorier har vi valgt & samle kjgpene pa noen storre leverandgrer og/eller flyttet tjenestene
"in-house". Vi fglger denne utvikling i eget IT-verktay.

I Sverige handteres flere av de stgrste avtalene av Volkswagen Group Sverige og vi har dobbeltsjekket at vare
stgrre risikoleverandgrer (over 0,5 MNOK i arlig omsetning) er godkjent av de. Vi har ogsa fatt tidligere fatt
bekreftet at Volkswagen Group Sverige sine leverandgrkrav dekker var Code of Conduct.

@vrige risikoleverandgrer folges opp av "plassjefer” hos den enkelte forhandler.

I Baltikum har vi et egeneid klargjgringssenter i neerheten av Jelgava for bruktbiler som dekker
bruktbilimport fra Europa for det latviske og estiske markedet. Her blir bruktbiler rengjort og polert og det
blir utfgrt mekaniske reparasjoner ved behov. For det litauiske marked blir hovedvekten (ca 90%) av alle
brukte biler klargjort pa den enkelte forhandler. Kun spesialoppdrag blir outsourcet.

Beskriv faktiske eller forventede resultater av tiltaket, samt mal og aktiviteter for kommende rapporteringsar :

Vi vil fortsette & jobbe med tiltak rettet mot vare risikoleverandgrer og har som mélsetting & godkjenne s stor
andel risikoleverandgrer som mulig, minimum alle leverandgrer som omsetter for over kr. 500.000,- (dette
utgjer ca 90 % av omsetningen i de definerte risikokategoriene).

Forvaltningen av et IT-verktgy for leverandgroppfelging vil ogsa lette arbeidet med & identifisere
risikoleverandgrer, evaluerere og folge opp alle vare leverandorer.

Overvéake interne prosesser som sikrer at badde sentrale og lokale leverandgrer blir godkjent ihht til gjeldene
rutiner.

Kompetansedeling med leverandgrer og gvrige samarbeidspartnere skal sikre at vi bruker ressursene vare
effektivt, bAde med tanke pé & ha fornuftige prosesser og fokus pa de beerekraftstiltak som gir stgrst mulig
effekt.
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Transport

Sikre gode arbeidsforhold i vare verdikjeder

KPTI'er:

Antall potensielle risikoleverandgrer: 175(294MNOK i arlig omsetning)

Antall godkjente risikoleverandgrer: 23(279MNOK i arlig omsetning)

Antall leverandgrer med status "stop buying": 1 (0,06MNOK i arlig omsetning)
Antall leverandgrer med status "under arbeid": 0 (0 MNOK i arlig omsetning)
Andel godkjente risikoleverandgrer i prosent av spend: 94,9 %

12025 har vi jobbet aktivt med leverandgrbasen, bade kvalitetssikret at definerte
leverandgrer er i riktig kategorisert, godkjent en betydelig stgrre andel
risikoleverandgrer og definert hvilke leverandgrer vi skal stoppe a kjope fra. Alle
leverandgrene overvakes i vart nye IT-verktgy for leverandgroppfeling.

Vi gnsker at stgrst mulig andel av vare risikoleverandgrer skal signere MMG's
etiske retningslinjer for leveranderer og gjennomga en "aktiv godkjenning" ved at
avtaleeier vurderer en eller flere punkter knyttet til var code-of-conduct.
Arbeidstilsynets lister over offentlige godkjente virksomheter blir ogsi benyttet i
dette arbeidet.

12025 har vi hatt mest fokus pa de stgrste leverandgrene med en samlet
omsetning i konsernet pa over 0,5 millioner kroner. Alle leverandgrer med en
samlet arlig omsetning under kr. 50.000.- er ikke prioritert.

Mal for 2025 var:

Sikre hgy andel godkjente risikoleverandgrer. Aktivt jobbe for & redusere antall
risikoleverandgrer.

Lgpende overvakning og aktiv godkjenning av nye risikoleveranderer.
Utforske systemer og samarbeid knyttet til deling av leverandgrinformasjon og
revisjoner. Bidra til kompetansedeling pé tvers i verdikjeden.

Nye beerekraftsprosjekter ssmmen med vare leverandgrer.

Beskriv iverksatte eller planlagte tiltak :

Innen transport felger vi opp underkategoriene biltransport, godstransport og budbiltjenester. Tiltak
innebeerer 4 sikre at de fglger vare "Etiske retningslinjer for leverandgrer" og almenne lover og regler. For &
bli en godkjent transportleverander til MMG ma leverandgren besvare og dokumentere utvalgte
kontrollspgrsmal fra det norske arbeidstilsynets sjekkliste for bestilling av transporttjenester, eksempelvis
spgrsmal knyttet til informasjonsplikt, paseplikt, medvirkeransvar for sjdferenes arbeidstid, kjgre- og
hviletid og fraktbrev.

De fleste store transportgrene har sentrale avtaler og er godkjent av sentral innkjgpsavdeling. Det er noen
enkeltmannsforetak innen bilfrakt som vi ikke har prioritert.
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Produksjon av biler, inkludert produksjon av komponenter hos
underleverandgrer til fabrikken

Mal: Sikre, og tilgjengeliggjore, nedvendig innsikt i risikoomrader knyttet til

Overordnet mal :
produksjon av nye biler.

Det er innfort tiltak som bidrar til mer informasjon om kunnskapen Volkswagen
Group selv har om disse risikoomradene, og videre hvordan gruppen jobber for &
redusere/eliminere risiko i egen virksomhet.

Vi far na jevnlig tilsendt oppdatert informasjon om relevante beerekraftsomrader
og andre temaer som er relevante under apenhetsloven. Det er etablert relasjon
med kontaktperson pi det sentrale kommunikasjonsteamet hos Volkswagen
Group, noe som muliggjor rask tilgang til informasjon. Pr nd opplever vi at
informasjonstilgangen er tilfredsstillende.

Status :

Mal for 2025 var: Fortsatt sikre tett dialog med fabrikken og dyptgéende
Mal i rapporteringsaret : informasjon om Volkswagen Groups innsats knyttet til risiko i produksjons- og
ravareledd.

Beskriv iverksatte eller planlagte tiltak :

Det er Volkswagen Group som aktivt ma iverksette tiltak for & stanse eller begrense negative konsekvenser
knyttet til produksjonen. Men MMG gnsker & fglge opp gjennom informasjonsdeling og god dialog med
gruppen. Vi har god og apen dialog og far det vi trenger av informasjon fra Volkswagen Group. Konsernet
deler proaktivt informasjon med oss i ukentlige skriv.

Vi mottar jevnlig skriftlig informasjon fra vir partner Volkswagen AG, hvor de redegjor for hendelser, temaer
eller omtale knyttet til informasjon relevant rundt apenhetsloven. Dette sammen med informasjon om
ansvarlige hos Volkswagen rundt de ulike temaene, slik at vi ved behov kan fglge opp nermere. Som
hovedregel er dette informasjon vi deler internt til relevante ressurser i Mgller Mobility Group, men det er
ogsa tidvis aktuelt & dele informasjon med vare partnere utenfor konsernet vart. Eller i andre sammenhenger
folge opp overfor Volkswagen AG, om det er temaer vi trenger mer informasjon om.

I tillegg til informasjon delt fra fabrikken ukentlig, har vi giennom merkene og ledelsen hos importgr Harald
A. Mgller lopende mgter om ulike temaer. Dette er mgtepunkter hvor vi har anledning til & utgve innflytelse
pa omrader vi er opptatt av. Gjennom merkeavdelingene hos var importgr jobbes det systematisk med & sikre
ngdvendig innsikt i utslipp fra produksjonen av modellene vi tilbyr i markedet vart. Dette for & bidra til at vi
kan bruke slik informasjon mer proaktivt ut mot omverden.

MMG har deltatt pa Volkswagen Groups baerekraftskonferanse "Go to zero". Vi er ogsi invitert med i
samarbeidsgrupper/ekspertutvalg om elektrisifisering sammen med konsernet, eksempelvis er MMG n& med
i "Sustainability Roundtable". Direktgr for beerekraft mgter jevnlig i ulike digitale rundeborddiskusjoner i
Volkswagen Group sitt nettverk avimportgrer i Europa, hvor problemstillinger knyttet til beerekraft og klima
er pa agendaen.
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3.B Andre tiltak for & handtere risko for negativ pavirkning/skade

3.B.1 Reduksjon av natur- og miljgpavirkning

» Mgller Mobility Group skal jobbe systematisk for a sikre baerekraftperspektivet i hele verdikjeden slik at vare
leverandgrer opererer klima og miljgvennlig, ivaretar sosiale forhold og serigsitet, samt fglger lover og regler og
holder den etiske standarden vi setter.

« Vi reviderte var analyse av dobbel vesentlighet hgsten 2025, og har gjennom denne kartlagt vare vesentlige
pévirkninger, risikoer og muligheter som videre informerer var rapportering og strategi. Vare strategiske tema
omfatter relevante standarder og undertema i ESRS og inkluderer: klima (E1), forurensning (E2), sirkularitet og
ressursbruk (E5), egne ansatte (S1), arbeidere i verdikjeden (S2), bergrte lokalsamfunn (S3), kunder (S4) og
forretningsatferd (G1).

« Innenfor klima (E1) har vi negative pavirkninger gjennom egne klimagassutslipp og energibruk, men ogsa
omfattende klimagassutslipp i verdikjeden. Samtidig har vi en positiv pavirkning gjennom at vi over tid har veert
en aktiv padriver for elektrifisering og klimalgsninger i bransjen og samfunnet. Vi erkjenner at den klimapolitiske
reguleringen av europeisk bilbransje gir oss noen gode muligheter til 4 drive elektrifiseringen framover i vire
markeder, samtidig mater vi ogsa gkt overgangsrisiko gjennom regulatorisk usikkerhet, stor teknologisk
konkurranse og hgy innovasjonstakt i hele bransjen. Vi har ogs& behov for 4 endre og tilpasse vir modell for
servicemarkedet i lys av elektriseringen. Klima er et omradde hvor MMG har kommet langt og har hgy grad av
modenhet, mens innenfor andre miljgtemaer, som f.eks. mikroplast, er vi i stgrre grad i en innsiktsfase.

« Et av vare viktigste bidrag for reduksjon av klimagassutslipp (E1) er elektrifisering av bilparken. Nesten hele vart
klimafotavtrykk ligger oppstrgms og nedstrgms i verdikjeden, det vil si i produksjonen og bruken av kjgretgyene
vi importerer og selger. Mgller Mobility Group har i dag en ledende rolle i elektrifiseringen av den norske
bilparken. Vi skal veere en sterk bidragsyter til norske myndigheters mal for elektrifisering av person- og
nyttetransport, og har som méal 4 ha en andel pa 75% el i salget av nyttekjoretay i 2026. I tillegg skal vi jobbe
malrettet for & utvikle vare andre markeder gjennom 4 styrke rammebetingelser for elektrisk mobilitet. Giennom
investeringer i nye mobilitetstjenester som Hyre bidrar vi til & styrke utnyttelsesgraden av bilparken, frigjore
parkeringsareal og reduserer utslipp. Andre klimatiltak vi jobber lgpende med er forbedringer i transport av
deler, tilbehgr og biler, energieffektiviseringstiltak hos forhandlere, utskifting av firmabiler og demobiler og
forbedringer i sortering av avfall. Vi har ogsa en stor satsing pa sirkularitet giennom gkt grad av reparasjoner og
bruk av brukte originaldeler i ettermarkedet, noe som bidrar positivt til bransjens klimagassutslipp.

« HMS er en hjgrnestein i baerekraftsarbeidet og stir helt sentralt i 4 redusere negativ pavirkning p& miljo og egne
ansatte, giennom & pavirke og sette fokus p& hvordan vi jobber og hvordan vi har det pa jobb. Her har vi klare
retningslinjer og tiltak for det fysiske, kjemiske og psykososiale arbeidsmiljget. Med tanke pa miljgpavirkning er
seerlig bestemmelsene for hdndtering av farlig avfall, kjemi, vann og heyvoltsbatterier viktig a trekke frem. I 2025
gjennomfgrte vi et nytt hgyvoltskurs som styrket trygg og sikker hdndtering av hgyvoltsbatterier i verkstedene
vare. Samtidig har vi i 2025 jobbet med 4 etablere et nytt avvikssystem for HMS i MMG, dette arbeidet viderefares
12026. Vart arbeid med vesentlige miljpaspekter er videre satt i system gjennom langsiktig og mélrettet arbeid
med miljgledelse. De aller fleste av vare forhandlere er som eksempel sertifisert mot ISO 14001, og andre deler av
vart selskap folger ogsé andre relevante ISO-sertifiseringer, bade i Norge, Sverige og Baltikum.
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3.B.2 Reduksjon av klimagassutslipp

Mgller Mobility Group har satt tydelige mal for reduksjon av klimagassutslipp som gir retning og fart for
beerekraftsarbeidet fremover. Vi har en ambisjon om 4 redusere vare direkte og indirekte utslipp i trdd med
malene som ligger i Parisavtalen om & begrense global oppvarming til godt under 2 grader. Vi skal oppdatere vare
klimamal i tr&d med ny veiledning fra SBTi og endelige ESRSer nar disse er vedtatt av EU, samt utarbeide en
klimaomstillingsplan som ivaretar kravene i rapporteringsstandardene og eierforventninger. Hvert ar utarbeider
vi et fullstendig klimaregnskap som tilfredsstiller kravene i GHG-protokollen, samt blir attestert av en uavhengig
tredjepart. Med utgangspunkt i vare historiske utslipp har vi ogsa gjennomfgrt flere tiltaksanalyser som grunnlag
for & kartlegge utslippsreduserende tiltak. I 2025 inngikk vi avtale med en ny leverander av programvare og
rddgivning knyttet til klimaregnskap, noe som har bidratt til mer robust og forenklet rapportering av utslipp. Vi
bruker fortsatt livslgpsanalyser som grunnlaget for beregning av kategori 1 og 11, noe som bidrar til et ngyaktig og
selskapsspesifikt Scope 3-regnskap.

12025 utgjorde Mgller Mobility Groups totale klimagassutslipp 2 198 661 tonn COze, beregnet etter
lokasjonsbasert metode. Dette tilsvarer en gkning pa 28,7 prosent fra 2024, men fortsatt en reduksjon pa 8,3
prosent sammenlignet med baseéret 2019. Utviklingen fra 2024 til 2025 skyldes hovedsakelig hgyere
nybilvolumer og enkelte metodeendringer innen sentrale Scope 3-kategorier, som samlet gir et hgyere beregnet
utslipp.

MMGs egne utslipp i Scopel og Scope 2 utgjgr en liten del av totalen. Scopel gkte med 9,3 prosent til 8443 tonn
COze, primeert som fglge av hgyere mobil forbrenning. Scope2 gkte med 1,9 prosent til 2595 tonn COze
(lokasjonsbasert), blant annet knyttet til hgyere stromforbruk knyttet til elektriske og hybride biler og noe justert
beregningsmetode.

For mer utfyllende informasjon, se vart klimaregnskap som er inkludert i ars-og baerekraftsrapporten:
https://moller.no/no/om-oss/arsrapporter/2025

3.B.3 Tilpasning av egen innkjgpspraksis

« Vi vurderer innkjgpspraksisen var og endrer nér det fremkommer risikoer i forbindelse med
aktsomhetsvurderinger. Vi er ogsé lydhgre og folger opp tilbakemeldinger i dialogen med vére leverandgrer.

- Konsernets innkjgpspolicy og innkjgpsprosess beskriver gjeldende rutiner og krav for innkjgp og oppdateres
jevnlig. Rutinene skal fglges av alle innkjgpsansvarlige. Avtalemalene som vi benytter er tilpasset
innkjppskategoriene og bransjer. Vare "Generelle vilkar" beskriver detaljer om var innkjgpspraksis.

- I arbeidet med aktsomhetsvurderinger gjennomfgrer sentral innkjgpsavdeling kartlegging og vurdering av
risikoleverandgrer. Godkjente risikoleverandgrer merkes i innkjgpssystemet, slik at de innkjgpsansvarlige vet

hvem de ber handle med.

« MMG er medlem i SKIFT og fokuserer pa SKIFTs "10 prinsipper for grgnt innkjgpsvett" i sin innkjgpspraksis.
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3.B.4 Valg av produkter og sertifiseringer

Vi fokuserer pa beerekraftige produkt- og tjenestevalg, spesielt i de kategoriene der potensialet for
beaerekraftsforbedringer er stgrst. Dette inkluderer aspekter knyttet til sosiale forhold, miljgpavirkning og
sirkularitet.

Vi inkluderer baerekraftshensyn og implementerer beerekraftskriterier i vare innkjopsprosesser.

Dette innebeerer at vi stiller krav til at produkter og tjenester vi kjgper har lavest mulig miljgmessig pavirkning og
at leverandgr har relevante sertifiseringer. Vi vurderer hvilke kriterier som er relevante for de spesifikke
produktene og tjenestene vi anskaffer. Vi forholder oss til anerkjente tredjepartssertifiseringer-og vurderinger
som:

- IS0 14001 (miljgstyringssystemer)

-ISO 50001 (energiledelse)

- IS0 26000 (samfunnsansvar)

- ILO-konvensjonene (arbeidsforhold og menneskerettigheter)

- Miljofyrtarn (norsk miljgsertifisering)

- EcoVadis (beerekraftsvurderinger)

Pa produktnivai vurderes relevante sertifiseringer som bl.a:
- Fairtrade (rettferdig handel)

- Svanemerket (nordisk miljgsertifisering)

- FSC (Forest Stewardship Council, beerekraftig skogbruk)

- OEKO-TEX (trygge tekstiler)

3.B.5 Stotte aktivt opp om fri fagorganisering og kollektive forhandlinger, eller der lovverket ikke tillater dette, stgtte
aktivt opp om andre former for demokratisk valgt arbeiderrepresentasjon

Disse rettighetene er omtalt i Mgller Mobility Groups "Retningslinjer for etisk handel". Sentral innkjgpsavdeling
jobber for & sikre at vare leverandarer, spesielt risikoleveranderer, signerer og etterlever disse retningslinjene.
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3.B.6 Bidrag til utvikling, kompetanseheving og opplaering internt og av leverandgrer og arbeidere i leverandgrkjeden

For & mgte standarder knyttet til aktsomhetsvurderinger har vi fokus pa intern opplering og kursing av
involverte medarbeidere, samt kunnskapsdeling med leverandgorer.

Sentral innkjgpsavdeling har fokus pa opplering og kompetanseheving knyttet til baerekraftig innkjgp,
leverandgroppfelging og leverandgrevaluering. Vart system for leverandgroppfelging gir oss bedre oversikt og
kontroll, og oppleering i systemet er prioritert. I forbindelse med revisjoner av risikoleverandgrer folger vi opp og
samarbeider med leverandgrene om kunnskapsdeling, leering og forbedringer.

Det jobbes lgpende med intern oppleering knyttet til HMS i egen virksomhet. Her har sentral HMS funksjon en
viktig rolle, men flere er involvert.

Kvalitet- og miljgavdelingene jobber forebyggende med oppleering knyttet til ISO-sertifiseringskravene for 4 sikre
etterlevelse.

Beerekraftsavdelingen har lansert et tverrfaglig oppleeringsprogram for beerekraft for alle ansatte i konsernet.
Disse kursene har som formaél & styrke intern kompetanse pa baerekraft og utruste alle ansatte med
grunnleggende kunnskaper om vart beerekraftarbeid.

Beerekraftsavdelingen bidrar ogsé jevnlig med informasjonsmgter og faglig pafyll for 4 heve medarbeidernes
kompetanse knyttet til beerekraft, med spesiell fokus pa klima og miljg. Gjennom arbeidet med dobbelt
vesentlighetsanalyse, baerekraftsrapportering og gjennom sin deltagelse i forbedringsprosjekter bidrar
avdelingen ogsa til intern kompetanseheving.

Det er etablert en tverrfaglig beerekraftsgruppe som blant annet bidrar med gkt kompetanse pa tvers i konsernet.
Beerekraftsavdelingen deltar ogsa aktivt i bransjesamarbeid.

3.B.7 Bekjempelse av korrupsjon og bestikkelser i egen virksomhet og leverandgrkjeden

I Mgller Mobility Group har vi nulltoleranse for korrupsjon og bestikkelser, dette er tydelig omtalt i konsernets
Beerekraftspolicy og Code of Conduct som gjelder for alle ansatte. Alle ansatte mé signere pa at de skal fglge
MMGs Code of Conduct og det gjennomfgres jevnlig oppleering og bevisstgjoringskampanjer for ansatte knyttet
til dette. Brudd varsles til leder, tillitsvalgt, HR, arbeidsmiljputvalget eller i konsernets varslingskanal og falges
opp.

Sentral innkjgpsavdeling jobber for & sikre at vare leverandgrer, spesielt risikoleverandgrer, signerer og etterlever
MMGs "Retningslinjer for etisk handel (CoC for leverandgrer)". Disse retningslinjene stiller krav til at vare
leverandgrer og samarbeidspartnere arbeider malrettet og systematisk for etterlevelse av prinsipper for
beerekraftig forretningspraksis som dekker grunnleggende krav til menneskerettigheter, arbeidsrettigheter,
antikorrupsjon, dyrevelferd og miljg.

()| Mgller Mobility Group | 43

Dokument-ID 09222115557575613478

Signert @SFSoe, HMSoe, JMMSoe, ACMSoe, LAS, GKS, ADS, PHK =




3.B.8 Annen relevant informasjon for hvordan dere arbeider med a redusere, forhindre og handtere negativ pavirkning

I alle bransjer eksisterer det userigse aktgrer, bedrifter eller enkeltpersoner som tar betalt svart. Ansvarlig
forretningsadferd er et vesentlig tema for Mgller Mobilty Group og vi har nulltoleranse for all handel som har til
hensikt 4 unnga rettmessige skatt og avgifter. Helt siden selskapet ble etablert arbeidet vi far leve opp til
grunnlegger Harald Aars Mgller evigaktuelle motto: «Det gjelder 4 holde sin sti ren.» Med Mgller Medvind gnsker
vi ogsa 4 bidra til 4 rydde opp i bilpleiebransjen hvor mye ikke er i overenstemmelse med den standarden vi bar
ha i Norge nar det gjelder arbeidsforhold - i vid forstand. Vi kan ikke lgse dette alene, men vi gnsker & bidra p& en
best mulig méte.

12023 4pnet ogsd Medvind Arena, her samlokaliserer vi flere tjenester og virksomheter som sammen jobber med
sosial inkludering. Du finner blant annet Mgller Bilskolen, Mgller Bil Skadesenter, Mgller Bil bruktbiloutlet,
4service, Mgller Eiendomsservice og Mgller Medvind under samme tak Gjennom Mgller Medvind har MMG
bidratt til inkludering av unge mennesker som har falt utenfor arbeid eller utdanning p4 ulike méter. Dette
initiativet har gitt MMG verdifull erfaring og leering som tas med videre nar vart engasjement for
arbeidsinkludering skal viderefgres. Vare eiere, Aars, har gjennom etableringen av kompetanseenheten Aarsverk
et gnske om at alle Aars-selskaper skal rekruttere bredere og utvikle inkluderende kulturer. MMG skal i 2026
jobbe videre med & utvikle tydeligere ambisjoner og tiltak knyttet til arbeidsinkludering.

Mangfold, inkludering og likestilling (S1) er en sentral utfordring i bilbransjen og en strategisk prioritet for Mgller
Mobility Group. I MMG definerer vi mangfold som kjgnnsbalanse, alder, flerkulturell bakgrunn, funksjonsevne,
LHBT+ og kompetanse. Vi anerkjenner at ulike mennesker har ulike forutsetninger for & lykkes og trives, og vi
jobber aktivt og malrettet for at ansatte med ulike kjgnn, norsk og flerkulturell bakgrunn, funksjonsevne, legning,
alder og kompetanse skal ha like muligheter for karriereutvikling hos oss. Var ambisjon er & f& ut det fulle
potensialet i alle ansatte gjennom a anerkjenne at vi bringer med oss ulike styrker, demografiske s vel som
kompetansemessige, og pa denne maten skape et godt og trygt arbeidsmiljo.

MMG har utarbeidet mal for kjpnnsbalanse pa ulike ledernivaer, og har uttalt nulltoleranse for mobbing og
trakassering. I 2025 har MMG etablert et felles mangfoldsrad pé tvers av alle enhetene i den norske delen av
konsernet. Dette blir i forste omgang et radgivende sparringsorganorgan for konsernsjef, konsernledelsen og
fagomradene Folk og Baerekraft som skal bidra til & styrke arbeidet med mangfold, inkludering og likestilling.
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Overvaking av giennomfgring og
resultater

Overvakning av gjennomfpring og resultater handler om 4 male effekten av
systematikken og eget arbeid i hvert trinn i aktsomhetsvurderingene, og viser
hvorvidt virksomheten gjgr gode aktsomhetsvurderinger. Virksomheten mé ha
systematikk og rutiner pé plass for & kunne fange opp og kritisk vurdere egne
konklusjoner, prioriteringer og tiltak som er gjort som en del av
aktsomhetsvurderinger. Eksempelvis: Er kartlegging og prioritering av mest
negativ pavirkning gjort pa en faglig god og troverdig mate, og som reflekterer
de faktiske forholdene? Virker tiltakene for & stanse, forebygge og/eller
redusere virksomhetens negative pavirkning/skade etter hensikten? Er skade
gjenopprettet der det er relevant? Dette kan gjelde tiltak virksomheten gjor selv
og som utfgres av eller i samarbeid med andre. Erfaringene virksomheten gjar
seg med arbeidet med aktsomhetsvurderinger brukes for & forbedre prosesser
og resultater i fremtiden.
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4.A Overvakning og evaluering

4.A.1 Beskriv a) hvem som har ansvar for a overvake effekten og resultatene av tiltak iverksatt og hvordan dette
gjennomfgres i praksis, b) hvem som har ansvar for a evaluere arbeidet med aktsomhetsvurderinger, og hvordan dette
gjennomferes i praksis

- Sentral innkjgpsavdeling skal overvéke risiko tilknyttet innkjgpsprosessen og leverandgrvilkar. Avdelingen er
ansvarlig for 4 holde vart IT-system for leverandgroppfelging oppdatert, inkludert kategorisering og godkjenning
av risikoleverandgrer. Det er utarbeidet en rutine for godkjenning av risikoleverandgrer og alle
innkjgpsansvarlige skal fplge en egen godkjenningsrutine for det kjgpes varer eller tjenester. Den enkelte
avtaleeier skal fgrst sjekke lovpalagte krav knyttet til leverandgren og deretter ved hjelp av et spgrreskjema
kontrollere sentrale forhold knyttet til leverandgren, herunder om leverandgren falger var Code of Conduct.
Innkjepssjef skal vurdere svarene og sette status for godkjenning inn i leverandgr-oppfelgingssystemet. For
leverandgrer som i forste omgang ikke tilfredsstiller vire krav settes det i gang tiltak for & tette gap, med mal om
godkjenning. Hvis ikke dialog og tiltak fgrer til forbedringer innen rimelig tid sa avvikles leverandgrsamarbeidet.

Sentral innkjgpsavdeling initierer ogsa leverandgrrevisjoner og falger opp resultatene av disse i samarbeid med
avtaleeier. Bdde sentralt innkj@p og lokale avtaleeiere ma falge opp tiltak rettet mot risikoleverandgrer. Lokale
innkjgpere skal i utgangspunktet bruke de leverandgrene som er godkjent fra sentralt hold og kan fa statte fra
sentralt innkjgp i valg av leverandgrer.

Sentral innkjgpsavdeling, i samarbeid med lokale innkjgpsansvarlige/avtaleeiere, skal falge opp tiltakene som er
beskrevet i punkt 3.A.1i denne rapporten og som gjelder kategoriene eksterne biltjenester (verkstedsektor og
bilpleie) og transport.

Det er utarbeidet dashboard for oppfelging av relevante KPIer knyttet til innkjgp og leverandgrer.

Indikator:

Andel godkjente risikoleverandgrer: 58% for 2023, 83% for 2024 og 82% for 2025.

Kommentar: Ngkkeltallet viser prosentandel aktivt godkjente risikoleverandgrer i kategoriene verksted, bilpleie
og transport. Gjennom vart arbeid har vi funnet flere risikoleverandgrer i 2025, antall risikoleverandgrer har gkt.

« Sentral avdeling for beerekraft: Har ansvar for & overvake risiko og muligheter knyttet til konsernets ESG-arbeid.
Itrdd med MMGs strategi for baerekraft blir det jevnlig definert relevante mileparametere og KPIer for & falge opp
at vi ndr malene knyttet til de vare strategiske satsingsomrader. Avdelingen har, i samarbeid med
finansavdelingen, ansvar for konsernets beerekraftsrapportering, inkludert rapportering av et fullstendig
klimaregnskap, samt kvalitetssikring og attestasjon av dette. Berekraftsavdelingen fglger ogsa opp konkrete
prosjekter og initiativer for & sikre at konsernet nar sine baerekraftsmal.

« Kvalitet & Miljo funksjonene i konsernet har ansvar for overvakning og oppfelging knyttet til kravene i ISO 9001
0g ISO 14001, bade pa importer- og forhandlerniva. De overvaker og vurderer samsvar med lovverk knyttet til ytre
miljg (digitalt verktgy Miljgregler.no). Avdelingene gjennomfgrer arlige revisjoner og kontroller, samt sikrer
rutiner og dokumentasjon tilknyttet dette.

« Kommunikasjonsavdelingen hos importgren Harald A.Mgller skal, i samarbeid med Direktor for beerekraft,
overvike og falge opp tiltakene beskrevet i punkt 3.A.1i denne rapporten knyttet til produksjon av biler og
bilkomponenter og informasjonsutveksling med Volkswagen Group. Kommunikasjonsavdelingen mottar
informasjon fra Volkswagen Group om baerekraftsrelaterte tema og sikrer at vi far svar pé forespgrsler.

« Konsernets HMS og HR avdelinger skal overvéke risiko og arbeide forebyggende internt i MMG, opp mot
kravene i arbeidsmiljgloven, internkontrollforskriften, brann- og eksplosjonsvernloven, forurensningsforskriften
m.m. Sentral HR-funksjon har hovedansvar for beskrivelse og oppleering knyttet til konsernets "Code of
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Conduct", i samarbeid med sentral funksjon for compliance og internkontroll. Avdelingen har ogsa ansvar for
overordnet oppfelging og maling av effekter knyttet til utviklingsverktgyet "Great Place To Work" (fglges ogsa opp
pé avdelingsniva). Bdde sentral HMS- og HR-avdeling overvaker og falger opp relevante KPIer knyttet til sine
ansvarsomrider, eks. kvinneandel, antall registrerte skader, antall giennomfgrte HMS-kurs og antall
gjennomfgrte utviklingssamtaler m.m.

« Sentral funksjon for compliance og internkontroll skal sgrge for inkludering i konsernets arlige overordnede
risikovurdering og rapportere risikobildet til styret. Avdelingen skal ogsé, i samarbeid med sentral
innkjgpsavdeling, rapportere til styret om prioriteringer, status og aktsomhetsvurderinger knyttet til
apenhetsloven og sgrge for revisjoner/ tredjepartsvurderinger ved behov. Juridisk avdeling er ansvarlig for
forstaelse og fortolkning av regelverket. Funksjonen drifter intern varslingskanal for MMG i samarbeid med
ekstern partner.

« Controlling funksjonen og lokal ledelse har et seerlig ansvar for kontrollrutiner og KPIer som skal overvéke og
avdekke uregelmessigheter knyttet til korrupsjon og bestikkelser. Revisor gjennomfgrer ogsi kontroller pa
konsernets vegne.

4.A.2 Beskriv hvordan dere sannsynliggjer og/ eller maler effekten av tiltak for a redusere risiko

« @kt innkjgp fra godkjente risikoleverandgrer vil redusere risiko for brudd pa menneskerettigheter og darlige
arbeidsforhold i vare verdikjeder. Det at vi sjekker vare leverandgrer opp mot offentlige godkjenningsordninger
og relevante krav og dermed folger opp at vire leverandgrer har viktige forhold pa plass, vil bidra til redusert
risiko. Vi tror aktive vurderinger og godkjenningsordninger knyttet til risikoleverandgrer vil gi storre effekt og
bedre kontroll enn 4 sende ut mange "generelle spgrreskjemaer” til mange leverandgrer.

« Den na etablerte rutinen for kontroll av risikoleveranderer har fort til at vi handler med feerre leverandorer,
noen risikoleverandgrer har ikke fatt fornyet avtale med oss.

« Videreutvikling av vart IT-system for leverandgrinformasjon, Ignite, med bedre beskrivelser, kategorisering,
risikokartlegging og dokumentasjon vil gi oss gkt kunnskap og flere KPIer om vare leverandgrer, noe som kan gi
gkt mulighet for risikoreduserende tiltak.

« Vi har ogsé erfart at revisjoner med aktiv oppfelging fra vér side gir gkt fokus fra ledelsen hos leverandgrene og
tettere oppfoelging av tiltak lokalt i etterkant, noe som igjen reduserer risiko for brudd.

- Vi forventer ogsé at intern oppleering, kursing og oppfelging mot maleparametere og KPIer vil fare til
forbedringer og redusert risiko.

Konsernet forventer ogsa 4 tilegne seg gkt kunnskap og dermed gkte muligheter til 4 iverksette riktige tiltak
gjennom:

- Dialog med interessenter (eks. leverandgrer, samarbeidspartnere og ansatte)

« Jevnlige kartlegginger/malinger opp mot konsernets konkrete mél og beerekraftsrelaterte KPIer (eks.
klimagassutslipp, ISO 9001 og ISO 14001, GPTW)

- Arbeidet med dobbelt vesentlighetsanalyse og baerekraftsrapportering

« Revisjoner og tredjepartsvurderinger

« Radgivning fra EHN

()| Mgller Mobility Group | 47

Dokument-ID 09222115557575613478

Signert @SFSoe, HMSoe, JMMSoe, ACMSoe, LAS, GKS, ADS, PHK =




& -l

(5

Kommunikasjon av hvordan
negativ pavirkning/skade er
handtert

Forutsetningen for god ekstern kommunikasjon om arbeidet knyttet til
virksomheters aktsomhetsvurderinger for baerekraftig forretningspraksis er at
den bygger p& kKonkrete aktiviteter og resultater. Virksomheten skal
kommunisere offentlig om relevante styringsdokumentet knyttet til
aktsomhetsvurderinger, eksempelvis policyer, retningslinjer, prosesser og
aktiviteter knyttet til & identifisere og hindtere virksomhetens faktiske og
potensielle negative pavirkning p4 mennesker, dyr, samfunn og miljo.
Kommunikasjonen bgr inkludere hvordan risikoen er avdekket og hndtert,
samt hvilke effekter man oppnadde av tiltakene/aktivitetene. Etter
apenhetslovens §4 skal virksomheter som er omfattet arlig offentliggjore en
redegjorelse for aktsomhetsvurderinger.




5.A. Kommunisere eksternt

5.A.1 Beskriv hvordan virksomheten kommuniserer med bergrte interessenter om handteringen av negativ
pavirkning/skade

P4 konsernets nettside (www.moller.no) kommuniserer vi konsernets Policy for baerekraft, Redegjorelse om
aktsomhetsvurderinger for baerekraftig forretningspraksis i trdd med dpenhetsloven, konsernets egen Code of
Conduct og Etiske retningslinjer for leverandgrer. I ars- og beerekraftsrapporten kommuniserer vi arlig status og
prioriteringer og her finnes blant annet klimaregnskapet og dobbelt vesentlighetsanalyse:
https://moller.no/no/om-oss/arsrapporter/2025

Direkte kommunikasjon med bergrte interessenter kan foregd via konsernets kundesenter og
kommunikasjonsavdelinger. Organisasjonen kommuniserer ogsa direkte med leverandgrer gjennom
kontraktsbestemmelser, avtaler, generelle vilkir, etiske retningslinjer for leverandgrer, meter, skriftlig
korrespondanse, leverandgrbesgk og oppfelging av revisjoner.

For egne ansatte kommuniserer vi gjiennom vart intranett, vart styringssystem, gjennom nyhetssaker i
fellesskapet knyttet til vAr Teams-plattform og via kurs- og mgtevirksomhet.

Vi ser at innfgringen av loven har fort til at mange aktgrer gnsker 4 kartlegge samarbeidspartnere giennom
forhandsdefinerte skjemaer. Var tilneerming er at vi aller best kan redegjgre for egen virksomhet og diskutere det
viktige innholdet i lovverket om vi tar diskusjonen direkte, og altsa utenfor de mange skjemaene som fortsatt
distribueres rundt. Derfor meter vi disse skjema-henvendelsene pa epostene med en forespgrsel om & heller
opprette en direktedialog etter at spgrsmalsstiller har gdtt giennom aktuelt materiell rundt var virksomhet.
Kommunikasjonsdirektgr i Mgller Mobility Group har sammen med leder for kundesenteret i Harald A. Mgller
ansvaret for oppfelgingen av henvendelser til eposten som er opprettet for formalet. Henvendelser knyttet til
apenhetsloven som sendes til andre deler av konsernets virksomhet skal kanaliseres til samme innboks, slik at
oppfelgingen er sentralisert.

5.A.2 Beskriv hvordan virksomheten kommuniserer offentlig rundt eget arbeid med kartlegging og handtering av
negativ pavirkning/skade

« Ars- og baerekraftsrapporten, tilgjengelig pa konsernets nettside www.moller.no

« Baerekraft har eget omrade/egen fane pa konsernets nettside www.moller.no

- Informasjon om handtering av apenhetsloven pa konsernets nettside https://moller.no/no/om-
oss/aapenhetsloven

- Arlig rapportering til Etisk Handel Norge, rapport er tilgjengelig pa nettsiden www.etiskhandel.no og MMGs
nettside www.moller.no

5.A.3 Beskriv virksomhetens rutine for a ivareta og besvare eksterne henvendelser relatert til informasjonskravet
palagt virksomheter under apenhetsloven.

« Det er opprettet en egen e-postadresse for henvendelser: aapenhetsloven@moller.no

« Henvendelser handteres av kommunikasjonsdirektar i Mgller Mobility Group og en dedikert ressurs hos MMGs
Kundesenter

- En sentralisert kjernegruppe kan bista i vurderinger
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Gjenoppretting der dette er
pakrevd

Nér en virksomhet har identifisert at den har forarsaket eller bidratt til skade
pa mennesker, dyr, samfunn eller miljg hdndteres skaden gjennom & sgrge for
gjenoppretting, eller samarbeide om gjenoppretting. Gjenoppretting kan
innebaere gkonomisk erstatning eller kompensasjon, en offentlig beklagelse,
eller at skaden pé annet vis rettes opp. Det handler ogsa om 4 sgrge for tilgang
til Klageordninger for arbeidere og/eller lokalsamfunn slik at de kan fa sin sak
hgrt og handtert.
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6.A Gjenoppretting

6.A.1 Beskriv virksomhetens policy for gjenoppretting ved negative konsekvenser

« MMG skal forsgke a gjenopprette situasjonen den bergrte personen eller personene ville veert i uten skaden (hvis
mulig), og tilrettelegge for gjenoppretting som stér i forhold til skadens art og omgang.

« MMG skal overholde loven og sgke etter internasjonale retningslinjer for gjenoppretting der det er tilgjengelig.
Der slike standarder eller retningslinjer ikke er tilgjengelige, skal MMG vurdere om gjenopprettingen som er gitt i
lignende tilfeller kan brukes.

- Hvilken type gjenoppretting eller kombinasjon av gjenopprettingstiltak som passer, vil avhenge av type skade og
skadens omfang. Det kan vaere beklagelser, erstatning eller oppreising, gkonomisk eller ikke-gkonomisk
kompensasjon, sanksjoner eller iverksette tiltak for & hindre fremtidig skade.

- Der det gjelder pavirkning p&4 menneskerettighetene, skal bergrte rettighetshavere og deres representanter
konsulteres og involveres for 4 avgjgre hvordan det eventuelle menneskerettighetsbruddet skal rettes opp.

Beskriv eventuelle tilfeller av gjenoppretting i rapporteringsperioden

Gjennom eKksterne revisjoner ble det avdekket avvik knyttet til to av vare leverandgrer innen bilpleie i Norge.
Avvikene er fulgt opp og alle avvik er blitt lukket i lgpet av 2025. MMG har samarbeidet med leverandgrene om
gjenoppretting.
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6.B Sikre tilgang til klagemekanismer

6.B.1 Beskriv hva virksomheten gjgr for a sikre at ansatte og andre interessenter, spesielt pavirkede arbeidere og
lokalsamfunn har tilgang til varslingskanaler og klagemekanismer

«Ansatte kan varsle til neermeste overordnede, andre i ledelsen, HR, arbeidsmiljgutvalg eller tillitsvalgte. Ansatte
kan ogsa benytte MMGs varslingskanal for arbeidstakere. Varslingsrutinene er beskrevet i Code of Conduct og er
tilgjengelig via konsernets nettsider.

« Eksterne henvendelser, badde spgrsmal og klager, hdndteres via MMGs Kundesenter eller rettes direkte til
selskapenes kommunikasjonsavdelinger, via mailadressen aapenhetsloven@moller.no. Eksterne kan ogséa sende
direkte henvendelse til var eksterne samarbeidspartner pa varslingssaker, Deloitte.

« MMG kan henvise pastatt skade til ekstern legitim klageordning ved behov, for eksempel i situasjoner der det er
uenighet om hvorvidt MMG har fordrsaket eller bidratt til skade eller der det er uenighet om type og omfang av
gjenoppretting som skal gis.

« MMG skal undersgke om de som har klaget er forngyd med prosessen som er iverksatt og resultatet av
prosessen.

()| Meller Mobility Group | 52

Dokument-ID 09222115557575613478

Signert @SFSoe, HMSoe, JMMSoe, ACMSoe, LAS, GKS, ADS, PHK =




Kontaktinformasjon:

Mgller Mobility Group
Einar Mosvoll, Innkjgpsdirektar
Einar.Mosvoll@moller.no
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:

[image: Icon_02.png]Evidence Evidence | [ Evidence Evidence Evidence
Package Package Package Package Package









By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)

[image: N2.png],_,—<] {7 1970-01-0100:0000 UTC

Ey 1970-01-01 00:00:01 UTC
NEWSPAPER N
'_rq — | 1970-01-01 00:00:02 UTC

M 1970-01-01 00:00:03 UTC









Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      34.88.23.66

      

        Go-http-client/2.0

      

    

    		

      

        The initiator Etisk handel Norge (EhN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2026-07-15 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (oyvind@aars.no) to Øyvind Schage Førde Styreleder og eier (ØSFSoe). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (harald@aars.no) to Harald Møller Styremedlem og eier (HMSoe). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (morten.moller@moller.no) to Jon Morten Møller Styremedlem og eier (JMMSoe). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (annecatrine@aars.no) to Anne Catrine Møller Styremedlem og eier (ACMSoe). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (laxmiakk@gmail.com) to Laxmi Akkaraju Styremedlem (LAS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (geir.karlsen@norwegian.com) to Geir Karlsen Styremedlem (GKS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (dingstad.anne@gmail.com) to Anne Dingstad Styremedlem (ADS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 14:10:36.326773 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (petter.hellman@moller.no) to Petter Hellman Konsernsjef (PHK). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-04-16 14:10:41.970061 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Øyvind Schage Førde Styreleder og eier (ØSFSoe) was delivered.

      


    

  



  

  

    		2026-04-16 14:10:41.983653 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Harald Møller Styremedlem og eier (HMSoe) was delivered.

      


    

  



  

  

    		2026-04-16 14:10:41.997327 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jon Morten Møller Styremedlem og eier (JMMSoe) was delivered.

      


    

  



  

  

    		2026-04-16 14:10:42.010923 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anne Catrine Møller Styremedlem og eier (ACMSoe) was delivered.

      


    

  



  

  

    		2026-04-16 14:10:42.026068 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Laxmi Akkaraju Styremedlem (LAS) was delivered.

      


    

  



  

  

    		2026-04-16 14:10:42.04032 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Geir Karlsen Styremedlem (GKS) was delivered.

      


    

  



  

  

    		2026-04-16 14:10:42.065929 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anne Dingstad Styremedlem (ADS) was delivered.

      


    

  



  

  

    		2026-04-16 14:10:42.08667 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Petter Hellman Konsernsjef (PHK) was delivered.

      


    

  



  

  

    		2026-04-16 14:11:13.044747 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      213.52.37.73

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Harald Møller Styremedlem og eier (HMSoe) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-16 14:12:03.96767 UTC ±0 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      213.52.37.73

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Harald Møller Styremedlem og eier (HMSoe) signed the document.

      


    

  



  

  

    		2026-04-16 14:30:10.578222 UTC ±1 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      84.211.197.74

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/146.0.3856.102 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anne Catrine Møller Styremedlem og eier (ACMSoe) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-16 14:31:17.206505 UTC ±1 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      84.211.197.74

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 26_3_1 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) EdgiOS/146.0.3856.102 Version/26.0 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Anne Catrine Møller Styremedlem og eier (ACMSoe) signed the document.

      


    

  



  

  

    		2026-04-16 14:43:18.518254 UTC ±2 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      62.92.244.18

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The party Laxmi Akkaraju Styremedlem (LAS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-16 14:43:48.730596 UTC ±2 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      62.92.244.18

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/146.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Laxmi Akkaraju Styremedlem (LAS) signed the document.

      


    

  



  

  

    		2026-04-16 14:51:06.404585 UTC ±2 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      194.19.70.27

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Petter Hellman Konsernsjef (PHK) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-16 14:51:48.144368 UTC ±2 ms

    		2026-04-16 14:00:23.52079 UTC

    		

      194.19.70.27

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Petter Hellman Konsernsjef (PHK) signed the document.

      


    

  



  

  

    		2026-04-17 07:41:16.115158 UTC ±19 ms

    		2026-04-17 07:00:44.713277 UTC

    		

      172.225.69.110

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Øyvind Schage Førde Styreleder og eier (ØSFSoe) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 07:41:44.60168 UTC ±20 ms

    		2026-04-17 07:00:44.713277 UTC

    		

      172.225.69.110

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Øyvind Schage Førde Styreleder og eier (ØSFSoe) signed the document.

      


    

  



  

  

    		2026-04-17 08:39:41.363173 UTC ±21 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      46.15.196.249

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Jon Morten Møller Styremedlem og eier (JMMSoe) at the request of the user Etisk handel Norge (EhN).

      


    

  



  

  

    		2026-04-17 08:39:48.948382 UTC ±21 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Jon Morten Møller Styremedlem og eier (JMMSoe) was delivered.

      


    

  



  

  

    		2026-04-17 08:43:12.409646 UTC ±23 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      194.19.70.27

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Jon Morten Møller Styremedlem og eier (JMMSoe) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 08:44:49.988392 UTC ±24 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      194.19.70.27

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Jon Morten Møller Styremedlem og eier (JMMSoe) signed the document.

      


    

  



  

  

    		2026-04-17 08:48:51.424907 UTC ±26 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      178.232.120.114

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Geir Karlsen Styremedlem (GKS) at the request of the user Etisk handel Norge (EhN).

      


    

  



  

  

    		2026-04-17 08:48:53.902543 UTC ±26 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      178.232.120.114

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Anne Dingstad Styremedlem (ADS) at the request of the user Etisk handel Norge (EhN).

      


    

  



  

  

    		2026-04-17 08:48:58.097111 UTC ±26 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Geir Karlsen Styremedlem (GKS) was delivered.

      


    

  



  

  

    		2026-04-17 08:48:58.438076 UTC ±26 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anne Dingstad Styremedlem (ADS) was delivered.

      


    

  



  

  

    		2026-04-17 08:50:26.32036 UTC ±27 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      148.122.140.46

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The party Anne Dingstad Styremedlem (ADS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 08:50:55.020352 UTC ±27 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      148.122.140.46

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Anne Dingstad Styremedlem (ADS) signed the document.

      


    

  



  

  

    		2026-04-17 08:57:50.214998 UTC ±31 ms

    		2026-04-17 08:00:44.756139 UTC

    		

      122.212.234.102

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.4 Safari/605.1.15

      

    

    		

      

        The party Geir Karlsen Styremedlem (GKS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 10:02:28.648548 UTC ±0 ms

    		2026-04-17 10:00:46.041959 UTC

    		

      59.158.86.13

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Geir Karlsen Styremedlem (GKS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-04-17 10:03:03.169698 UTC ±0 ms

    		2026-04-17 10:00:46.041959 UTC

    		

      59.158.86.13

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Geir Karlsen Styremedlem (GKS) signed the document.

      


    

  



  

  

    		2026-04-17 10:03:03.169698 UTC ±0 ms

    		2026-04-17 10:00:46.041959 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-04-17 10:03:03.509003 UTC ±0 ms

    		2026-04-17 10:00:46.041959 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be a set of the clock error samples (in seconds). Let [image: 2.png]m = min(.S)
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 be the random variable representing the clock error with parameters estimated using data set [image: CodeCogsEqn.png]
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 be the the empirical distribution function.
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 be the size of discretized value space, [image: 10.png]
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 be the discretized value space, [image: 12.png]Dy = {(v, Fslv)) :v €V}






 be the set of data points representing empirical distribution function, [image: 13.png]Doy ={(v.P(E<v)):velV}






 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.

		Plot the data in [image: 14.png]Demp






 and [image: 15.png]1.






 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.07 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-03-06 18:37:57.173965 UTC and 2026-04-17 10:00:46.041959 UTC:







  		Time collected

  		Clock offset







  

    		2026-03-06 18:37:57.173965

    		0.0 ms

  





  

    		2026-03-06 19:37:59.296499

    		0.0 ms

  





  

    		2026-03-06 20:38:00.983861

    		0.0 ms

  





  

    		2026-03-06 21:38:02.645616

    		0.0 ms

  





  

    		2026-03-06 22:38:04.215915

    		0.0 ms

  





  

    		2026-03-06 23:38:05.518014

    		0.0 ms

  





  

    		2026-03-07 00:38:06.951864

    		0.1 ms

  





  

    		2026-03-07 01:38:08.282359

    		0.0 ms

  





  

    		2026-03-07 02:38:09.583418

    		0.0 ms

  





  

    		2026-03-07 03:38:10.691758

    		0.0 ms

  





  

    		2026-03-07 04:38:12.210864

    		0.0 ms

  





  

    		2026-03-07 05:38:13.264528

    		0.0 ms

  





  

    		2026-03-07 06:38:13.583486

    		0.0 ms

  





  

    		2026-03-07 07:38:16.175831

    		0.0 ms

  





  

    		2026-03-07 08:38:16.379274

    		0.0 ms

  





  

    		2026-03-07 09:38:16.959839

    		-0.1 ms

  





  

    		2026-03-07 10:38:17.183107

    		0.0 ms

  





  

    		2026-03-07 11:38:17.262423

    		-0.1 ms

  





  

    		2026-03-07 12:38:17.434436

    		-0.1 ms

  





  

    		2026-03-07 13:38:17.484506

    		-0.1 ms

  





  

    		2026-03-07 14:38:18.031156

    		0.0 ms

  





  

    		2026-03-07 15:38:18.051885

    		0.1 ms

  





  

    		2026-03-07 16:38:20.133041

    		-0.1 ms

  





  

    		2026-03-07 17:38:21.123402

    		0.0 ms

  





  

    		2026-03-07 18:38:22.269936

    		0.3 ms

  





  

    		2026-03-07 19:38:22.312059

    		0.0 ms

  





  

    		2026-03-07 20:38:24.406313

    		0.0 ms

  





  

    		2026-03-07 21:38:27.07541

    		-0.1 ms

  





  

    		2026-03-07 22:38:28.895276

    		0.0 ms

  





  

    		2026-03-07 23:38:30.337957

    		0.0 ms

  





  

    		2026-03-08 00:38:31.754312

    		0.0 ms

  





  

    		2026-03-08 01:38:33.226846

    		0.0 ms

  





  

    		2026-03-08 02:38:34.513981

    		0.0 ms

  





  

    		2026-03-08 03:38:35.881314

    		0.0 ms

  





  

    		2026-03-08 04:38:37.193632

    		0.0 ms

  





  

    		2026-03-08 05:38:38.434304

    		0.0 ms

  





  

    		2026-03-08 06:38:40.800101

    		-0.1 ms

  





  

    		2026-03-08 07:38:41.182424

    		-0.1 ms

  





  

    		2026-03-08 08:38:43.874482

    		0.0 ms

  





  

    		2026-03-08 09:38:44.383115

    		0.0 ms

  





  

    		2026-03-08 10:38:44.993119

    		0.1 ms

  





  

    		2026-03-08 11:38:45.964418

    		0.0 ms

  





  

    		2026-03-08 12:38:47.027298

    		-0.1 ms

  





  

    		2026-03-08 13:38:47.121819

    		-0.1 ms

  





  

    		2026-03-08 14:38:47.808795

    		0.0 ms

  





  

    		2026-03-08 15:38:47.865354

    		0.1 ms

  





  

    		2026-03-08 16:38:48.091822

    		0.0 ms

  





  

    		2026-03-08 17:38:50.080713

    		0.0 ms

  





  

    		2026-03-08 18:38:50.303362

    		0.0 ms

  





  

    		2026-03-08 19:38:51.869413

    		0.0 ms

  





  

    		2026-03-08 20:38:52.468772

    		0.0 ms

  





  

    		2026-03-08 21:38:54.591511

    		0.0 ms

  





  

    		2026-03-08 22:38:56.437225

    		0.0 ms

  





  

    		2026-03-08 23:38:58.414061

    		0.0 ms

  





  

    		2026-03-09 00:39:00.706907

    		-0.1 ms

  





  

    		2026-03-09 01:39:02.292001

    		0.0 ms

  





  

    		2026-03-09 02:39:03.798273

    		0.1 ms

  





  

    		2026-03-09 03:39:05.262261

    		0.0 ms

  





  

    		2026-03-09 04:39:06.883257

    		0.0 ms

  





  

    		2026-03-09 05:39:06.9199

    		0.0 ms

  





  

    		2026-03-09 06:39:08.181877

    		0.0 ms

  





  

    		2026-03-09 07:39:09.274106

    		0.0 ms

  





  

    		2026-03-09 08:39:10.316013

    		0.0 ms

  





  

    		2026-03-09 09:39:10.699597

    		0.0 ms

  





  

    		2026-03-09 10:39:10.809439

    		0.2 ms

  





  

    		2026-03-09 11:39:10.986439

    		0.1 ms

  





  

    		2026-03-09 12:39:11.021234

    		-0.1 ms

  





  

    		2026-03-09 13:39:11.92667

    		-0.2 ms

  





  

    		2026-03-09 14:39:12.415447

    		0.0 ms

  





  

    		2026-03-09 15:39:12.928265

    		0.0 ms

  





  

    		2026-03-09 16:39:13.61761

    		0.0 ms

  





  

    		2026-03-09 17:39:14.135581

    		0.0 ms

  





  

    		2026-03-09 18:39:14.383089

    		0.0 ms

  





  

    		2026-03-09 19:39:14.405932

    		0.1 ms

  





  

    		2026-03-09 20:39:15.747544

    		0.0 ms

  





  

    		2026-03-09 21:39:15.911251

    		0.1 ms

  





  

    		2026-03-09 22:39:16.85646

    		0.0 ms

  





  

    		2026-03-09 23:39:18.635964

    		0.0 ms

  





  

    		2026-03-10 00:39:19.988429

    		0.1 ms

  





  

    		2026-03-10 01:39:21.820598

    		0.3 ms

  





  

    		2026-03-10 02:39:23.153969

    		0.0 ms

  





  

    		2026-03-10 03:39:24.577027

    		-0.1 ms

  





  

    		2026-03-10 04:39:25.662177

    		0.0 ms

  





  

    		2026-03-10 05:39:25.713537

    		0.0 ms

  





  

    		2026-03-10 06:39:25.909528

    		0.0 ms

  





  

    		2026-03-10 07:39:26.316063

    		-0.2 ms

  





  

    		2026-03-10 08:39:26.654568

    		0.0 ms

  





  

    		2026-03-10 09:39:26.973997

    		0.0 ms

  





  

    		2026-03-10 10:39:28.535189

    		0.0 ms

  





  

    		2026-03-10 11:39:28.599351

    		0.0 ms

  





  

    		2026-03-10 12:39:28.862034

    		-0.2 ms

  





  

    		2026-03-10 13:39:29.496761

    		0.0 ms

  





  

    		2026-03-10 14:39:29.736678

    		0.0 ms

  





  

    		2026-03-10 15:39:30.352379

    		0.0 ms

  





  

    		2026-03-10 16:39:30.455884

    		0.3 ms

  





  

    		2026-03-10 17:39:31.171537

    		0.0 ms

  





  

    		2026-03-10 18:39:33.019949

    		0.0 ms

  





  

    		2026-03-10 19:39:35.157483

    		0.0 ms

  





  

    		2026-03-10 20:39:35.193082

    		0.1 ms

  





  

    		2026-03-10 21:39:37.454541

    		0.1 ms

  





  

    		2026-03-10 22:39:39.163909

    		0.0 ms

  





  

    		2026-03-10 23:39:40.843883

    		0.3 ms

  





  

    		2026-03-11 00:39:42.195415

    		0.1 ms

  





  

    		2026-03-11 01:39:43.472867

    		0.0 ms

  





  

    		2026-03-11 02:39:44.795287

    		0.0 ms

  





  

    		2026-03-11 03:39:46.327292

    		0.0 ms

  





  

    		2026-03-11 04:39:47.280614

    		0.0 ms

  





  

    		2026-03-11 05:39:48.221298

    		0.0 ms

  





  

    		2026-03-11 06:39:49.606533

    		-0.1 ms

  





  

    		2026-03-11 07:39:51.708129

    		0.1 ms

  





  

    		2026-03-11 08:39:52.08691

    		0.0 ms

  





  

    		2026-03-11 09:39:52.947275

    		0.0 ms

  





  

    		2026-03-11 10:39:53.187552

    		0.0 ms

  





  

    		2026-03-11 11:39:53.277842

    		-0.1 ms

  





  

    		2026-03-11 12:39:53.552807

    		0.0 ms

  





  

    		2026-03-11 13:39:53.624632

    		0.1 ms

  





  

    		2026-03-11 14:39:53.725808

    		0.0 ms

  





  

    		2026-03-11 15:39:53.938064

    		-0.1 ms

  





  

    		2026-03-11 16:39:54.720376

    		0.0 ms

  





  

    		2026-03-11 17:39:55.822262

    		-0.2 ms

  





  

    		2026-03-11 18:39:55.965019

    		0.0 ms

  





  

    		2026-03-11 19:39:58.156694

    		0.0 ms

  





  

    		2026-03-11 20:40:00.631339

    		-0.2 ms

  





  

    		2026-03-11 21:40:02.334084

    		0.0 ms

  





  

    		2026-03-11 22:40:03.875871

    		0.0 ms

  





  

    		2026-03-11 23:40:05.139289

    		0.1 ms

  





  

    		2026-03-12 00:40:06.340437

    		0.0 ms

  





  

    		2026-03-12 01:40:07.447423

    		0.0 ms

  





  

    		2026-03-12 02:40:08.82068

    		0.0 ms

  





  

    		2026-03-12 03:40:10.17859

    		-0.5 ms

  





  

    		2026-03-12 04:40:11.44899

    		0.0 ms

  





  

    		2026-03-12 05:40:12.90184

    		-0.1 ms

  





  

    		2026-03-12 06:40:14.50379

    		-0.1 ms

  





  

    		2026-03-12 07:40:14.583955

    		-0.1 ms

  





  

    		2026-03-12 08:40:16.57216

    		-0.1 ms

  





  

    		2026-03-12 09:40:16.888107

    		0.0 ms

  





  

    		2026-03-12 10:40:17.763736

    		0.0 ms

  





  

    		2026-03-12 11:40:18.399623

    		0.0 ms

  





  

    		2026-03-12 12:40:18.538492

    		0.0 ms

  





  

    		2026-03-12 13:40:18.570076

    		0.0 ms

  





  

    		2026-03-12 14:40:19.047685

    		0.0 ms

  





  

    		2026-03-12 15:40:20.29426

    		0.0 ms

  





  

    		2026-03-12 16:40:21.299356

    		0.0 ms

  





  

    		2026-03-12 17:40:21.68639

    		0.0 ms

  





  

    		2026-03-12 18:40:24.138858

    		0.0 ms

  





  

    		2026-03-12 19:40:26.429577

    		0.0 ms

  





  

    		2026-03-12 20:40:28.383727

    		0.1 ms

  





  

    		2026-03-12 21:40:30.812983

    		0.0 ms

  





  

    		2026-03-12 22:40:32.393556

    		0.0 ms

  





  

    		2026-03-12 23:40:33.692753

    		0.0 ms

  





  

    		2026-03-13 00:40:35.062726

    		0.0 ms

  





  

    		2026-03-13 01:40:36.460866

    		0.0 ms

  





  

    		2026-03-13 02:40:36.796192

    		0.0 ms

  





  

    		2026-03-13 03:40:38.273509

    		0.0 ms

  





  

    		2026-03-13 04:40:40.339571

    		0.0 ms

  





  

    		2026-03-13 05:40:42.065002

    		0.0 ms

  





  

    		2026-03-13 06:40:43.730721

    		0.0 ms

  





  

    		2026-03-13 07:40:43.814508

    		0.0 ms

  





  

    		2026-03-13 08:40:44.089052

    		0.0 ms

  





  

    		2026-03-13 09:40:44.500862

    		0.0 ms

  





  

    		2026-03-13 10:40:45.296266

    		0.0 ms

  





  

    		2026-03-13 11:40:45.331534

    		0.1 ms

  





  

    		2026-03-13 12:40:46.694076

    		0.0 ms

  





  

    		2026-03-13 13:40:46.778855

    		0.1 ms

  





  

    		2026-03-13 14:40:46.801976

    		0.0 ms

  





  

    		2026-03-13 15:40:46.874767

    		0.0 ms

  





  

    		2026-03-13 16:40:48.199687

    		0.0 ms

  





  

    		2026-03-13 17:40:50.297965

    		0.0 ms

  





  

    		2026-03-13 18:40:52.711145

    		0.0 ms

  





  

    		2026-03-13 19:40:54.937488

    		0.0 ms

  





  

    		2026-03-13 20:40:56.640932

    		0.0 ms

  





  

    		2026-03-13 21:40:58.616385

    		0.0 ms

  





  

    		2026-03-13 22:41:00.252495

    		0.0 ms

  





  

    		2026-03-13 23:41:01.975193

    		0.0 ms

  





  

    		2026-03-14 00:41:03.4089

    		0.0 ms

  





  

    		2026-03-14 01:41:04.90495

    		0.0 ms

  





  

    		2026-03-14 02:41:06.351325

    		0.0 ms

  





  

    		2026-03-14 03:41:07.930729

    		0.0 ms

  





  

    		2026-03-14 04:41:09.228314

    		0.0 ms

  





  

    		2026-03-14 05:41:09.373832

    		0.2 ms

  





  

    		2026-03-14 06:41:12.153713

    		-0.2 ms

  





  

    		2026-03-14 07:41:12.381108

    		-0.1 ms

  





  

    		2026-03-14 08:41:13.260258

    		0.0 ms

  





  

    		2026-03-14 09:41:13.644122

    		0.0 ms

  





  

    		2026-03-14 10:41:13.902171

    		0.0 ms

  





  

    		2026-03-14 11:41:14.344945

    		0.0 ms

  





  

    		2026-03-14 12:41:15.476297

    		0.0 ms

  





  

    		2026-03-14 13:41:15.610778

    		0.0 ms

  





  

    		2026-03-14 14:41:17.088137

    		0.0 ms

  





  

    		2026-03-14 15:41:17.6704

    		0.0 ms

  





  

    		2026-03-14 16:41:17.964476

    		0.0 ms

  





  

    		2026-03-14 17:41:20.264867

    		0.0 ms

  





  

    		2026-03-14 18:41:20.689978

    		0.0 ms

  





  

    		2026-03-14 19:41:20.768012

    		0.0 ms

  





  

    		2026-03-14 20:41:20.855451

    		0.0 ms

  





  

    		2026-03-14 21:41:22.331692

    		0.0 ms

  





  

    		2026-03-14 22:41:22.654155

    		0.0 ms

  





  

    		2026-03-14 23:41:23.05032

    		0.0 ms

  





  

    		2026-03-15 00:41:24.734265

    		0.0 ms

  





  

    		2026-03-15 01:41:26.234777

    		0.0 ms

  





  

    		2026-03-15 02:41:27.755211

    		0.0 ms

  





  

    		2026-03-15 03:41:29.338791

    		0.0 ms

  





  

    		2026-03-15 04:41:30.930395

    		0.0 ms

  





  

    		2026-03-15 05:41:32.302686

    		0.0 ms

  





  

    		2026-03-15 06:41:34.588456

    		0.0 ms

  





  

    		2026-03-15 07:41:36.330295

    		0.0 ms

  





  

    		2026-03-15 08:41:37.361053

    		0.0 ms

  





  

    		2026-03-15 09:41:37.6007

    		0.0 ms

  





  

    		2026-03-15 10:41:37.77103

    		0.2 ms

  





  

    		2026-03-15 11:41:37.994265

    		0.0 ms

  





  

    		2026-03-15 12:41:40.078102

    		0.0 ms

  





  

    		2026-03-15 13:41:40.68312

    		0.1 ms

  





  

    		2026-03-15 14:41:41.432986

    		0.0 ms

  





  

    		2026-03-15 15:41:41.606481

    		0.0 ms

  





  

    		2026-03-15 16:41:41.817737

    		0.0 ms

  





  

    		2026-03-15 17:41:43.03523

    		0.0 ms

  





  

    		2026-03-15 18:41:43.120027

    		0.0 ms

  





  

    		2026-03-15 19:41:43.479173

    		0.0 ms

  





  

    		2026-03-15 20:41:44.36457

    		0.0 ms

  





  

    		2026-03-15 21:41:46.285873

    		0.1 ms

  





  

    		2026-03-15 22:41:48.12982

    		0.0 ms

  





  

    		2026-03-15 23:41:49.503438

    		0.0 ms

  





  

    		2026-03-16 00:41:51.152717

    		0.0 ms

  





  

    		2026-03-16 01:41:52.395656

    		0.0 ms

  





  

    		2026-03-16 02:41:53.906285

    		0.0 ms

  





  

    		2026-03-16 03:41:55.195427

    		0.0 ms

  





  

    		2026-03-16 04:41:55.582062

    		0.0 ms

  





  

    		2026-03-16 05:41:57.406843

    		0.0 ms

  





  

    		2026-03-16 06:41:58.142775

    		0.0 ms

  





  

    		2026-03-16 07:41:59.711398

    		0.0 ms

  





  

    		2026-03-16 08:41:59.743363

    		-0.1 ms

  





  

    		2026-03-16 09:42:00.316004

    		0.0 ms

  





  

    		2026-03-16 10:42:00.58429

    		0.0 ms

  





  

    		2026-03-16 11:42:01.038081

    		0.0 ms

  





  

    		2026-03-16 12:42:01.070294

    		-0.1 ms

  





  

    		2026-03-16 13:42:01.490486

    		0.0 ms

  





  

    		2026-03-16 14:42:01.676622

    		-0.2 ms

  





  

    		2026-03-16 15:42:01.943644

    		0.2 ms

  





  

    		2026-03-16 16:42:03.064389

    		0.0 ms

  





  

    		2026-03-16 17:42:04.097464

    		0.0 ms

  





  

    		2026-03-16 18:42:05.491914

    		-0.1 ms

  





  

    		2026-03-16 19:42:05.762301

    		0.0 ms

  





  

    		2026-03-16 20:42:08.643511

    		0.0 ms

  





  

    		2026-03-16 21:42:10.672014

    		0.0 ms

  





  

    		2026-03-16 22:42:12.101451

    		0.1 ms

  





  

    		2026-03-16 23:42:13.296281

    		0.1 ms

  





  

    		2026-03-17 00:42:14.656858

    		0.0 ms

  





  

    		2026-03-17 01:42:16.039059

    		0.0 ms

  





  

    		2026-03-17 02:42:17.048139

    		0.0 ms

  





  

    		2026-03-17 03:42:18.290469

    		0.0 ms

  





  

    		2026-03-17 04:42:19.60494

    		0.0 ms

  





  

    		2026-03-17 05:42:20.955486

    		0.0 ms

  





  

    		2026-03-17 06:42:21.969761

    		0.2 ms

  





  

    		2026-03-17 07:42:22.481293

    		0.0 ms

  





  

    		2026-03-17 08:42:23.188221

    		0.0 ms

  





  

    		2026-03-17 09:42:23.515398

    		0.2 ms

  





  

    		2026-03-17 10:42:23.897336

    		0.1 ms

  





  

    		2026-03-17 11:42:24.380084

    		-0.2 ms

  





  

    		2026-03-17 12:42:24.425245

    		0.0 ms

  





  

    		2026-03-17 13:42:25.297085

    		0.2 ms

  





  

    		2026-03-17 14:42:25.669413

    		0.0 ms

  





  

    		2026-03-17 15:42:25.715489

    		0.1 ms

  





  

    		2026-03-17 16:42:27.986861

    		0.0 ms

  





  

    		2026-03-17 17:42:28.918585

    		0.1 ms

  





  

    		2026-03-17 18:42:29.275222

    		0.0 ms

  





  

    		2026-03-17 19:42:29.468386

    		0.0 ms

  





  

    		2026-03-17 20:42:29.535029

    		0.0 ms

  





  

    		2026-03-17 21:42:29.590155

    		0.0 ms

  





  

    		2026-03-17 22:42:29.907555

    		0.0 ms

  





  

    		2026-03-17 23:42:31.094293

    		0.1 ms

  





  

    		2026-03-18 00:42:32.748307

    		0.0 ms

  





  

    		2026-03-18 01:42:34.156761

    		0.0 ms

  





  

    		2026-03-18 02:42:35.793237

    		-0.1 ms

  





  

    		2026-03-18 03:42:37.163287

    		0.0 ms

  





  

    		2026-03-18 04:42:38.735144

    		0.0 ms

  





  

    		2026-03-18 05:42:40.163568

    		0.0 ms

  





  

    		2026-03-18 06:42:42.175108

    		0.0 ms

  





  

    		2026-03-18 07:42:42.278656

    		0.0 ms

  





  

    		2026-03-18 08:42:42.958027

    		0.0 ms

  





  

    		2026-03-18 09:42:43.082725

    		0.0 ms

  





  

    		2026-03-18 10:42:43.742783

    		0.0 ms

  





  

    		2026-03-18 11:42:44.286825

    		0.0 ms

  





  

    		2026-03-18 12:42:44.58984

    		0.0 ms

  





  

    		2026-03-18 13:42:45.20446

    		0.0 ms

  





  

    		2026-03-18 14:42:45.219312

    		-0.3 ms

  





  

    		2026-03-18 15:42:45.908292

    		-0.1 ms

  





  

    		2026-03-18 16:42:46.601551

    		0.0 ms

  





  

    		2026-03-18 17:42:47.365611

    		0.0 ms

  





  

    		2026-03-18 18:42:48.228744

    		0.0 ms

  





  

    		2026-03-18 19:42:50.301937

    		0.0 ms

  





  

    		2026-03-18 20:42:50.310814

    		0.0 ms

  





  

    		2026-03-18 21:42:51.563059

    		0.1 ms

  





  

    		2026-03-18 22:42:52.032495

    		0.0 ms

  





  

    		2026-03-18 23:42:53.631614

    		0.0 ms

  





  

    		2026-03-19 00:42:55.252501

    		0.0 ms

  





  

    		2026-03-19 01:42:56.533486

    		0.0 ms

  





  

    		2026-03-19 02:42:57.760842

    		0.0 ms

  





  

    		2026-03-19 03:42:59.098742

    		0.0 ms

  





  

    		2026-03-19 04:43:00.53882

    		0.0 ms

  





  

    		2026-03-19 05:43:01.904614

    		0.0 ms

  





  

    		2026-03-19 06:43:02.22216

    		0.0 ms

  





  

    		2026-03-19 07:43:02.482081

    		0.0 ms

  





  

    		2026-03-19 08:43:03.570673

    		0.0 ms

  





  

    		2026-03-19 09:43:03.643066

    		0.0 ms

  





  

    		2026-03-19 10:43:04.299135

    		0.0 ms

  





  

    		2026-03-19 11:43:04.717697

    		0.0 ms

  





  

    		2026-03-19 12:43:04.739077

    		0.0 ms

  





  

    		2026-03-19 13:43:05.191507

    		0.0 ms

  





  

    		2026-03-19 14:43:06.00225

    		0.0 ms

  





  

    		2026-03-19 15:43:06.36976

    		0.0 ms

  





  

    		2026-03-19 16:43:06.799833

    		0.0 ms

  





  

    		2026-03-19 17:43:07.888529

    		0.0 ms

  





  

    		2026-03-19 18:43:08.618922

    		0.0 ms

  





  

    		2026-03-19 19:43:10.49293

    		0.0 ms

  





  

    		2026-03-19 20:43:12.33892

    		0.0 ms

  





  

    		2026-03-19 21:43:13.837717

    		0.0 ms

  





  

    		2026-03-19 22:43:14.248204

    		0.0 ms

  





  

    		2026-03-19 23:43:15.845144

    		0.0 ms

  





  

    		2026-03-20 00:43:16.304979

    		0.0 ms

  





  

    		2026-03-20 01:43:17.892338

    		0.0 ms

  





  

    		2026-03-20 02:43:19.256794

    		0.0 ms

  





  

    		2026-03-20 03:43:19.408614

    		-0.1 ms

  





  

    		2026-03-20 04:43:19.711395

    		0.0 ms

  





  

    		2026-03-20 05:43:21.0786

    		0.0 ms

  





  

    		2026-03-20 06:43:21.676551

    		0.0 ms

  





  

    		2026-03-20 07:43:21.870765

    		0.1 ms

  





  

    		2026-03-20 08:43:22.483872

    		0.1 ms

  





  

    		2026-03-20 09:43:22.773701

    		0.0 ms

  





  

    		2026-03-20 10:43:22.79517

    		0.0 ms

  





  

    		2026-03-20 11:43:22.943972

    		0.0 ms

  





  

    		2026-03-20 12:43:23.723399

    		-0.2 ms

  





  

    		2026-03-20 13:43:23.813182

    		0.0 ms

  





  

    		2026-03-20 14:43:24.454325

    		-0.1 ms

  





  

    		2026-03-20 15:43:24.83392

    		0.0 ms

  





  

    		2026-03-20 16:43:26.824114

    		0.0 ms

  





  

    		2026-03-20 17:43:28.234816

    		-0.1 ms

  





  

    		2026-03-20 18:43:28.768806

    		0.1 ms

  





  

    		2026-03-20 19:43:30.293791

    		0.0 ms

  





  

    		2026-03-20 20:43:30.396539

    		0.0 ms

  





  

    		2026-03-20 21:43:31.820068

    		0.0 ms

  





  

    		2026-03-20 22:43:33.434464

    		0.0 ms

  





  

    		2026-03-20 23:43:34.936515

    		0.0 ms

  





  

    		2026-03-21 00:43:36.723415

    		0.0 ms

  





  

    		2026-03-21 01:43:38.539423

    		0.1 ms

  





  

    		2026-03-21 02:43:40.09345

    		0.0 ms

  





  

    		2026-03-21 03:43:40.168881

    		0.0 ms

  





  

    		2026-03-21 04:43:41.050096

    		0.0 ms

  





  

    		2026-03-21 05:43:42.351133

    		0.0 ms

  





  

    		2026-03-21 06:43:42.811227

    		0.0 ms

  





  

    		2026-03-21 07:43:43.57977

    		0.0 ms

  





  

    		2026-03-21 08:43:44.407348

    		0.0 ms

  





  

    		2026-03-21 09:43:44.711147

    		-0.1 ms

  





  

    		2026-03-21 10:43:45.026902

    		0.0 ms

  





  

    		2026-03-21 11:43:47.294464

    		-0.2 ms

  





  

    		2026-03-21 12:43:47.478953

    		0.0 ms

  





  

    		2026-03-21 13:43:49.359046

    		0.0 ms

  





  

    		2026-03-21 14:43:50.096014

    		0.0 ms

  





  

    		2026-03-21 15:43:50.560946

    		0.0 ms

  





  

    		2026-03-21 16:43:52.37488

    		-0.1 ms

  





  

    		2026-03-21 17:43:52.988839

    		0.2 ms

  





  

    		2026-03-21 18:43:53.702496

    		-0.3 ms

  





  

    		2026-03-21 19:43:54.183035

    		0.0 ms

  





  

    		2026-03-21 20:43:54.681604

    		0.0 ms

  





  

    		2026-03-21 21:43:57.039738

    		0.0 ms

  





  

    		2026-03-21 22:43:59.296619

    		0.1 ms

  





  

    		2026-03-21 23:44:01.358004

    		0.0 ms

  





  

    		2026-03-22 00:44:03.249455

    		0.0 ms

  





  

    		2026-03-22 01:44:05.204675

    		0.0 ms

  





  

    		2026-03-22 02:44:07.16941

    		0.0 ms

  





  

    		2026-03-22 03:44:07.247304

    		0.1 ms

  





  

    		2026-03-22 04:44:08.058205

    		0.0 ms

  





  

    		2026-03-22 05:44:09.440208

    		0.0 ms

  





  

    		2026-03-22 06:44:09.987574

    		0.0 ms

  





  

    		2026-03-22 07:44:12.419351

    		0.0 ms

  





  

    		2026-03-22 08:44:12.829222

    		0.0 ms

  





  

    		2026-03-22 09:44:13.03818

    		0.0 ms

  





  

    		2026-03-22 10:44:13.259904

    		-0.1 ms

  





  

    		2026-03-22 11:44:13.429575

    		-0.2 ms

  





  

    		2026-03-22 12:44:13.537005

    		0.0 ms

  





  

    		2026-03-22 13:44:15.024159

    		0.0 ms

  





  

    		2026-03-22 14:44:15.211114

    		0.0 ms

  





  

    		2026-03-22 15:44:15.801659

    		0.0 ms

  





  

    		2026-03-22 16:44:16.176602

    		0.0 ms

  





  

    		2026-03-22 17:44:16.381774

    		0.0 ms

  





  

    		2026-03-22 18:44:16.877083

    		0.0 ms

  





  

    		2026-03-22 19:44:17.069486

    		0.0 ms

  





  

    		2026-03-22 20:44:18.296963

    		0.1 ms

  





  

    		2026-03-22 21:44:19.420451

    		0.0 ms

  





  

    		2026-03-22 22:44:20.091377

    		0.0 ms

  





  

    		2026-03-22 23:44:20.991093

    		0.1 ms

  





  

    		2026-03-23 00:44:21.106149

    		0.0 ms

  





  

    		2026-03-23 01:44:22.241609

    		-0.1 ms

  





  

    		2026-03-23 02:44:24.508451

    		0.0 ms

  





  

    		2026-03-23 03:44:26.250348

    		0.0 ms

  





  

    		2026-03-23 04:44:28.191553

    		0.0 ms

  





  

    		2026-03-23 05:44:28.221694

    		0.1 ms

  





  

    		2026-03-23 06:44:28.302853

    		0.0 ms

  





  

    		2026-03-23 07:44:28.536937

    		-0.1 ms

  





  

    		2026-03-23 08:44:29.101791

    		0.0 ms

  





  

    		2026-03-23 09:44:29.238149

    		0.0 ms

  





  

    		2026-03-23 10:44:29.692208

    		-0.1 ms

  





  

    		2026-03-23 11:44:30.310707

    		-0.1 ms

  





  

    		2026-03-23 12:44:31.406506

    		0.1 ms

  





  

    		2026-03-23 13:44:31.54233

    		-0.1 ms

  





  

    		2026-03-23 14:44:31.618599

    		-0.2 ms

  





  

    		2026-03-23 15:44:32.010878

    		0.0 ms

  





  

    		2026-03-23 16:44:32.792672

    		0.0 ms

  





  

    		2026-03-23 17:44:34.227768

    		0.0 ms

  





  

    		2026-03-23 18:44:34.697306

    		0.1 ms

  





  

    		2026-03-23 19:44:35.018557

    		0.1 ms

  





  

    		2026-03-23 20:44:36.32287

    		0.0 ms

  





  

    		2026-03-23 21:44:36.647316

    		0.0 ms

  





  

    		2026-03-23 22:44:39.451585

    		0.0 ms

  





  

    		2026-03-23 23:44:40.467666

    		0.0 ms

  





  

    		2026-03-24 00:44:41.639355

    		-0.1 ms

  





  

    		2026-03-24 01:44:42.994039

    		0.1 ms

  





  

    		2026-03-24 02:44:44.317751

    		0.0 ms

  





  

    		2026-03-24 03:44:44.56842

    		0.0 ms

  





  

    		2026-03-24 04:44:46.662818

    		0.0 ms

  





  

    		2026-03-24 05:44:47.914543

    		0.0 ms

  





  

    		2026-03-24 06:44:48.890001

    		0.0 ms

  





  

    		2026-03-24 07:44:48.9588

    		0.0 ms

  





  

    		2026-03-24 08:44:49.178786

    		0.0 ms

  





  

    		2026-03-24 09:44:50.12545

    		-0.1 ms

  





  

    		2026-03-24 10:44:51.033808

    		0.0 ms

  





  

    		2026-03-24 11:44:51.132784

    		0.0 ms

  





  

    		2026-03-24 12:44:51.260904

    		-0.1 ms

  





  

    		2026-03-24 13:44:51.425823

    		0.0 ms

  





  

    		2026-03-24 14:44:52.06007

    		-0.6 ms

  





  

    		2026-03-24 15:44:52.391462

    		-0.1 ms

  





  

    		2026-03-24 16:44:52.468962

    		0.2 ms

  





  

    		2026-03-24 17:44:53.575984

    		0.3 ms

  





  

    		2026-03-24 18:44:53.862946

    		0.1 ms

  





  

    		2026-03-24 19:44:55.853121

    		0.0 ms

  





  

    		2026-03-24 20:44:55.859539

    		-0.1 ms

  





  

    		2026-03-24 21:44:56.963261

    		0.1 ms

  





  

    		2026-03-24 22:44:57.088801

    		0.0 ms

  





  

    		2026-03-24 23:44:57.160784

    		0.2 ms

  





  

    		2026-03-25 00:44:57.214377

    		0.0 ms

  





  

    		2026-03-25 01:44:58.656612

    		0.0 ms

  





  

    		2026-03-25 02:45:00.008349

    		-0.2 ms

  





  

    		2026-03-25 03:45:01.427547

    		0.0 ms

  





  

    		2026-03-25 04:45:02.683527

    		0.0 ms

  





  

    		2026-03-25 05:45:04.442197

    		-0.1 ms

  





  

    		2026-03-25 06:45:06.965518

    		0.0 ms

  





  

    		2026-03-25 07:45:07.200403

    		-0.1 ms

  





  

    		2026-03-25 08:45:08.298273

    		1.1 ms

  





  

    		2026-03-25 09:45:08.533115

    		0.0 ms

  





  

    		2026-03-25 10:45:09.063798

    		0.0 ms

  





  

    		2026-03-25 11:45:09.092383

    		0.1 ms

  





  

    		2026-03-25 12:45:09.661369

    		0.0 ms

  





  

    		2026-03-25 13:45:09.764416

    		0.0 ms

  





  

    		2026-03-25 14:45:10.287435

    		0.1 ms

  





  

    		2026-03-25 15:45:10.312981

    		0.0 ms

  





  

    		2026-03-25 16:45:11.141668

    		0.0 ms

  





  

    		2026-03-25 17:45:12.152563

    		0.0 ms

  





  

    		2026-03-25 18:45:13.520962

    		0.0 ms

  





  

    		2026-03-25 19:45:15.102218

    		0.0 ms

  





  

    		2026-03-25 20:45:15.970716

    		0.0 ms

  





  

    		2026-03-25 21:45:16.931446

    		0.0 ms

  





  

    		2026-03-25 22:45:17.436553

    		0.0 ms

  





  

    		2026-03-25 23:45:19.087687

    		0.0 ms

  





  

    		2026-03-26 00:45:20.48646

    		-0.1 ms

  





  

    		2026-03-26 01:45:21.736757

    		-0.2 ms

  





  

    		2026-03-26 02:45:23.300855

    		0.1 ms

  





  

    		2026-03-26 03:45:25.074951

    		0.1 ms

  





  

    		2026-03-26 04:45:26.429285

    		0.0 ms

  





  

    		2026-03-26 05:45:27.693371

    		0.0 ms

  





  

    		2026-03-26 06:45:29.201608

    		0.0 ms

  





  

    		2026-03-26 07:45:30.74451

    		0.0 ms

  





  

    		2026-03-26 08:45:30.930753

    		0.0 ms

  





  

    		2026-03-26 09:45:32.057845

    		0.0 ms

  





  

    		2026-03-26 10:45:32.67189

    		0.0 ms

  





  

    		2026-03-26 11:45:33.780213

    		0.0 ms

  





  

    		2026-03-26 12:45:35.189293

    		0.1 ms

  





  

    		2026-03-26 13:45:37.07709

    		0.0 ms

  





  

    		2026-03-26 14:45:37.642067

    		0.0 ms

  





  

    		2026-03-26 15:45:38.58788

    		0.0 ms

  





  

    		2026-03-26 16:45:39.322973

    		0.0 ms

  





  

    		2026-03-26 17:45:39.620227

    		-0.1 ms

  





  

    		2026-03-26 18:45:40.830327

    		0.0 ms

  





  

    		2026-03-26 19:45:41.005018

    		0.0 ms

  





  

    		2026-03-26 20:45:43.295656

    		0.0 ms

  





  

    		2026-03-26 21:45:43.366947

    		0.0 ms

  





  

    		2026-03-26 22:45:45.663278

    		0.0 ms

  





  

    		2026-03-26 23:45:47.140947

    		0.0 ms

  





  

    		2026-03-27 00:45:48.637361

    		0.0 ms

  





  

    		2026-03-27 01:45:50.079207

    		0.0 ms

  





  

    		2026-03-27 02:45:51.55396

    		0.1 ms

  





  

    		2026-03-27 03:45:52.81106

    		0.0 ms

  





  

    		2026-03-27 04:45:54.185999

    		0.0 ms

  





  

    		2026-03-27 05:45:54.297911

    		-0.1 ms

  





  

    		2026-03-27 06:45:55.037363

    		0.1 ms

  





  

    		2026-03-27 07:45:57.701041

    		0.0 ms

  





  

    		2026-03-27 08:45:58.193118

    		0.0 ms

  





  

    		2026-03-27 09:45:59.178324

    		0.0 ms

  





  

    		2026-03-27 10:45:59.504747

    		0.0 ms

  





  

    		2026-03-27 11:46:00.676834

    		0.1 ms

  





  

    		2026-03-27 12:46:00.979083

    		0.1 ms

  





  

    		2026-03-27 13:46:01.565316

    		0.0 ms

  





  

    		2026-03-27 14:46:02.778936

    		0.0 ms

  





  

    		2026-03-27 15:46:03.105484

    		0.0 ms

  





  

    		2026-03-27 16:46:04.849905

    		0.0 ms

  





  

    		2026-03-27 17:46:04.949217

    		0.0 ms

  





  

    		2026-03-27 18:46:07.794456

    		0.0 ms

  





  

    		2026-03-27 19:46:10.320634

    		0.0 ms

  





  

    		2026-03-27 20:46:12.151195

    		0.0 ms

  





  

    		2026-03-27 21:46:14.148528

    		0.0 ms

  





  

    		2026-03-27 22:46:16.129031

    		0.0 ms

  





  

    		2026-03-27 23:46:17.876608

    		0.0 ms

  





  

    		2026-03-28 00:46:19.460452

    		0.0 ms

  





  

    		2026-03-28 01:46:21.071609

    		0.0 ms

  





  

    		2026-03-28 02:46:22.581103

    		0.0 ms

  





  

    		2026-03-28 03:46:24.262836

    		0.1 ms

  





  

    		2026-03-28 04:46:25.796826

    		0.3 ms

  





  

    		2026-03-28 05:46:27.567415

    		-0.5 ms

  





  

    		2026-03-28 06:53:14.785939

    		0.1 ms

  





  

    		2026-03-28 07:53:16.210219

    		0.1 ms

  





  

    		2026-03-28 08:53:16.373492

    		-0.3 ms

  





  

    		2026-03-28 09:53:17.088557

    		-0.1 ms

  





  

    		2026-03-28 10:53:18.094392

    		0.0 ms

  





  

    		2026-03-28 11:53:18.147954

    		0.0 ms

  





  

    		2026-03-28 12:53:18.177602

    		0.0 ms

  





  

    		2026-03-28 13:53:18.609466

    		0.0 ms

  





  

    		2026-03-28 14:53:19.152676

    		0.0 ms

  





  

    		2026-03-28 15:53:19.254741

    		0.0 ms

  





  

    		2026-03-28 16:53:20.342284

    		0.0 ms

  





  

    		2026-03-28 17:53:22.053753

    		0.0 ms

  





  

    		2026-03-28 18:53:22.261591

    		0.0 ms

  





  

    		2026-03-28 19:53:22.564094

    		0.0 ms

  





  

    		2026-03-28 20:53:24.615623

    		0.0 ms

  





  

    		2026-03-28 21:53:26.707346

    		0.0 ms

  





  

    		2026-03-28 22:53:28.577198

    		0.0 ms

  





  

    		2026-03-28 23:53:29.884915

    		0.0 ms

  





  

    		2026-03-29 00:53:31.192491

    		0.0 ms

  





  

    		2026-03-29 01:53:32.348844

    		0.0 ms

  





  

    		2026-03-29 02:53:33.854002

    		0.1 ms

  





  

    		2026-03-29 03:53:35.110362

    		0.0 ms

  





  

    		2026-03-29 04:53:36.668911

    		0.0 ms

  





  

    		2026-03-29 05:53:38.261417

    		0.2 ms

  





  

    		2026-03-29 06:53:40.827972

    		-1.0 ms

  





  

    		2026-03-29 07:53:40.887699

    		0.0 ms

  





  

    		2026-03-29 08:53:41.420944

    		0.0 ms

  





  

    		2026-03-29 09:53:42.601435

    		0.1 ms

  





  

    		2026-03-29 10:53:44.162894

    		-0.1 ms

  





  

    		2026-03-29 11:53:44.565305

    		0.1 ms

  





  

    		2026-03-29 12:53:46.34087

    		0.0 ms

  





  

    		2026-03-29 13:53:46.453867

    		0.0 ms

  





  

    		2026-03-29 14:53:46.799242

    		0.1 ms

  





  

    		2026-03-29 15:53:47.130243

    		-0.1 ms

  





  

    		2026-03-29 16:53:48.439349

    		0.2 ms

  





  

    		2026-03-29 17:53:49.353111

    		0.0 ms

  





  

    		2026-03-29 18:53:49.522546

    		0.1 ms

  





  

    		2026-03-29 19:53:49.763664

    		0.0 ms

  





  

    		2026-03-29 20:53:49.867199

    		0.0 ms

  





  

    		2026-03-29 21:53:50.132697

    		0.1 ms

  





  

    		2026-03-29 22:53:51.128661

    		-0.1 ms

  





  

    		2026-03-29 23:53:52.593052

    		0.2 ms

  





  

    		2026-03-30 00:53:54.234839

    		0.0 ms

  





  

    		2026-03-30 01:53:55.680779

    		0.1 ms

  





  

    		2026-03-30 02:53:57.269328

    		0.1 ms

  





  

    		2026-03-30 03:53:58.771684

    		0.0 ms

  





  

    		2026-03-30 04:54:00.257356

    		-0.1 ms

  





  

    		2026-03-30 05:54:02.252207

    		0.2 ms

  





  

    		2026-03-30 06:54:02.485977

    		-0.1 ms

  





  

    		2026-03-30 07:54:03.07156

    		-0.1 ms

  





  

    		2026-03-30 08:54:03.218907

    		0.0 ms

  





  

    		2026-03-30 09:54:03.570438

    		0.1 ms

  





  

    		2026-03-30 10:54:03.893782

    		-0.3 ms

  





  

    		2026-03-30 11:54:04.419349

    		-0.1 ms

  





  

    		2026-03-30 12:54:04.809394

    		0.1 ms

  





  

    		2026-03-30 13:54:05.375186

    		-0.1 ms

  





  

    		2026-03-30 14:54:05.884609

    		0.0 ms

  





  

    		2026-03-30 15:54:06.268848

    		-0.1 ms

  





  

    		2026-03-30 16:54:06.530403

    		0.0 ms

  





  

    		2026-03-30 17:54:06.745111

    		0.0 ms

  





  

    		2026-03-30 18:54:06.815729

    		0.0 ms

  





  

    		2026-03-30 19:54:07.411022

    		0.0 ms

  





  

    		2026-03-30 20:54:08.060907

    		0.0 ms

  





  

    		2026-03-30 21:54:10.155743

    		0.0 ms

  





  

    		2026-03-30 22:54:11.669769

    		0.0 ms

  





  

    		2026-03-30 23:54:13.478772

    		0.0 ms

  





  

    		2026-03-31 00:54:15.122717

    		0.0 ms

  





  

    		2026-03-31 01:54:16.556883

    		0.0 ms

  





  

    		2026-03-31 02:54:17.984084

    		0.0 ms

  





  

    		2026-03-31 03:54:19.922517

    		0.0 ms

  





  

    		2026-03-31 04:54:21.763813

    		0.0 ms

  





  

    		2026-03-31 05:54:21.943082

    		0.0 ms

  





  

    		2026-03-31 06:54:22.131487

    		0.0 ms

  





  

    		2026-03-31 07:54:22.472626

    		0.0 ms

  





  

    		2026-03-31 08:54:22.623081

    		0.0 ms

  





  

    		2026-03-31 09:54:23.384628

    		0.0 ms

  





  

    		2026-03-31 10:54:23.762505

    		0.0 ms

  





  

    		2026-03-31 11:54:24.108323

    		0.0 ms

  





  

    		2026-03-31 12:54:24.544638

    		-0.1 ms

  





  

    		2026-03-31 13:54:25.01195

    		0.0 ms

  





  

    		2026-03-31 14:54:25.41162

    		0.0 ms

  





  

    		2026-03-31 15:54:25.674433

    		0.1 ms

  





  

    		2026-03-31 16:54:26.669311

    		0.0 ms

  





  

    		2026-03-31 17:54:27.048215

    		0.0 ms

  





  

    		2026-03-31 18:54:27.753671

    		0.0 ms

  





  

    		2026-03-31 19:54:27.971276

    		0.0 ms

  





  

    		2026-03-31 20:54:30.643164

    		0.1 ms

  





  

    		2026-03-31 21:54:30.821725

    		0.0 ms

  





  

    		2026-03-31 22:54:31.884669

    		0.1 ms

  





  

    		2026-03-31 23:54:33.266091

    		0.0 ms

  





  

    		2026-04-01 00:54:34.528206

    		0.0 ms

  





  

    		2026-04-01 01:54:35.602107

    		0.0 ms

  





  

    		2026-04-01 02:54:36.851146

    		0.0 ms

  





  

    		2026-04-01 03:54:38.154696

    		0.0 ms

  





  

    		2026-04-01 04:54:39.339814

    		0.0 ms

  





  

    		2026-04-01 05:54:40.255717

    		-0.1 ms

  





  

    		2026-04-01 06:54:40.293067

    		0.0 ms

  





  

    		2026-04-01 07:54:41.694717

    		0.0 ms

  





  

    		2026-04-01 08:54:41.840303

    		-0.1 ms

  





  

    		2026-04-01 09:54:41.940088

    		0.0 ms

  





  

    		2026-04-01 10:54:42.085884

    		0.0 ms

  





  

    		2026-04-01 11:54:43.226309

    		0.0 ms

  





  

    		2026-04-01 12:54:44.154744

    		0.0 ms

  





  

    		2026-04-01 13:54:44.748142

    		-0.1 ms

  





  

    		2026-04-01 14:54:45.334172

    		0.1 ms

  





  

    		2026-04-01 15:54:45.354162

    		0.0 ms

  





  

    		2026-04-01 16:54:45.724709

    		0.0 ms

  





  

    		2026-04-01 17:54:46.236751

    		0.1 ms

  





  

    		2026-04-01 18:54:46.298492

    		0.0 ms

  





  

    		2026-04-01 19:54:46.534379

    		0.0 ms

  





  

    		2026-04-01 20:54:47.823205

    		0.0 ms

  





  

    		2026-04-01 21:54:49.76886

    		0.0 ms

  





  

    		2026-04-01 22:54:51.084761

    		0.0 ms

  





  

    		2026-04-01 23:54:52.650449

    		0.1 ms

  





  

    		2026-04-02 00:54:54.155732

    		0.0 ms

  





  

    		2026-04-02 01:54:55.71618

    		-0.1 ms

  





  

    		2026-04-02 02:54:57.134166

    		0.0 ms

  





  

    		2026-04-02 03:54:58.481149

    		-0.2 ms

  





  

    		2026-04-02 04:54:59.764623

    		0.0 ms

  





  

    		2026-04-02 05:55:01.407065

    		0.0 ms

  





  

    		2026-04-02 06:55:03.264836

    		0.0 ms

  





  

    		2026-04-02 07:55:03.440791

    		-0.1 ms

  





  

    		2026-04-02 08:55:03.510235

    		-0.1 ms

  





  

    		2026-04-02 09:55:03.625099

    		0.0 ms

  





  

    		2026-04-02 10:55:03.866769

    		0.0 ms

  





  

    		2026-04-02 11:55:04.548108

    		-0.1 ms

  





  

    		2026-04-02 12:55:05.453909

    		0.0 ms

  





  

    		2026-04-02 13:55:05.715784

    		0.4 ms

  





  

    		2026-04-02 14:55:07.388168

    		-0.1 ms

  





  

    		2026-04-02 15:55:08.155182

    		0.0 ms

  





  

    		2026-04-02 16:55:08.405314

    		-0.5 ms

  





  

    		2026-04-02 17:55:09.862218

    		0.0 ms

  





  

    		2026-04-02 18:55:10.858651

    		-0.1 ms

  





  

    		2026-04-02 19:55:12.606618

    		0.0 ms

  





  

    		2026-04-02 20:55:14.727033

    		-0.2 ms

  





  

    		2026-04-02 21:55:16.613317

    		0.0 ms

  





  

    		2026-04-02 22:55:18.054303

    		-0.1 ms

  





  

    		2026-04-02 23:55:19.364061

    		0.0 ms

  





  

    		2026-04-03 00:55:19.637911

    		0.2 ms

  





  

    		2026-04-03 01:55:21.35259

    		0.1 ms

  





  

    		2026-04-03 02:55:23.127995

    		0.0 ms

  





  

    		2026-04-03 03:55:24.447933

    		0.0 ms

  





  

    		2026-04-03 04:55:25.800842

    		0.0 ms

  





  

    		2026-04-03 05:55:27.199449

    		0.0 ms

  





  

    		2026-04-03 06:55:28.82675

    		0.0 ms

  





  

    		2026-04-03 07:55:28.835018

    		0.0 ms

  





  

    		2026-04-03 08:55:30.714911

    		-0.2 ms

  





  

    		2026-04-03 09:55:31.051016

    		0.0 ms

  





  

    		2026-04-03 10:55:31.621414

    		0.0 ms

  





  

    		2026-04-03 11:55:32.32837

    		0.1 ms

  





  

    		2026-04-03 12:55:32.994995

    		-0.1 ms

  





  

    		2026-04-03 13:55:34.005821

    		0.0 ms

  





  

    		2026-04-03 14:55:34.337265

    		0.0 ms

  





  

    		2026-04-03 15:55:34.462812

    		-0.1 ms

  





  

    		2026-04-03 16:55:34.79495

    		0.0 ms

  





  

    		2026-04-03 17:55:36.547127

    		-0.2 ms

  





  

    		2026-04-03 18:55:36.601466

    		0.1 ms

  





  

    		2026-04-03 19:55:38.407012

    		-0.1 ms

  





  

    		2026-04-03 20:55:38.477401

    		0.0 ms

  





  

    		2026-04-03 21:55:39.227047

    		0.2 ms

  





  

    		2026-04-03 22:55:39.819988

    		0.0 ms

  





  

    		2026-04-03 23:55:41.957552

    		-0.1 ms

  





  

    		2026-04-04 00:55:44.030593

    		0.1 ms

  





  

    		2026-04-04 01:55:45.488655

    		0.0 ms

  





  

    		2026-04-04 02:55:46.57042

    		0.0 ms

  





  

    		2026-04-04 03:55:46.942754

    		0.0 ms

  





  

    		2026-04-04 04:55:48.763549

    		0.0 ms

  





  

    		2026-04-04 05:55:50.414237

    		-0.1 ms

  





  

    		2026-04-04 06:55:50.749699

    		-0.1 ms

  





  

    		2026-04-04 07:55:51.811523

    		0.0 ms

  





  

    		2026-04-04 08:55:52.992532

    		0.0 ms

  





  

    		2026-04-04 09:55:54.107367

    		0.0 ms

  





  

    		2026-04-04 10:55:54.486557

    		0.0 ms

  





  

    		2026-04-04 11:55:54.980029

    		-0.1 ms

  





  

    		2026-04-04 12:55:55.188525

    		0.0 ms

  





  

    		2026-04-04 13:55:55.759223

    		0.0 ms

  





  

    		2026-04-04 14:55:56.37769

    		0.0 ms

  





  

    		2026-04-04 15:55:56.975764

    		-0.1 ms

  





  

    		2026-04-04 16:55:57.496431

    		0.1 ms

  





  

    		2026-04-04 17:55:59.594359

    		0.0 ms

  





  

    		2026-04-04 18:56:00.748971

    		0.0 ms

  





  

    		2026-04-04 19:56:00.996751

    		0.0 ms

  





  

    		2026-04-04 20:56:03.620783

    		0.0 ms

  





  

    		2026-04-04 21:56:06.135093

    		0.0 ms

  





  

    		2026-04-04 22:56:08.422325

    		0.2 ms

  





  

    		2026-04-04 23:56:10.012342

    		0.3 ms

  





  

    		2026-04-05 00:56:10.183922

    		0.0 ms

  





  

    		2026-04-05 01:56:12.115981

    		0.0 ms

  





  

    		2026-04-05 02:56:13.636562

    		0.0 ms

  





  

    		2026-04-05 03:56:15.805188

    		0.0 ms

  





  

    		2026-04-05 04:56:17.406187

    		0.0 ms

  





  

    		2026-04-05 05:56:18.905532

    		0.1 ms

  





  

    		2026-04-05 06:56:19.417618

    		0.0 ms

  





  

    		2026-04-05 07:56:20.509601

    		0.0 ms

  





  

    		2026-04-05 08:56:20.950133

    		0.0 ms

  





  

    		2026-04-05 09:56:21.733009

    		0.0 ms

  





  

    		2026-04-05 10:56:21.753766

    		0.0 ms

  





  

    		2026-04-05 11:56:22.424423

    		-0.1 ms

  





  

    		2026-04-05 12:56:22.549693

    		0.0 ms

  





  

    		2026-04-05 13:56:22.684982

    		0.0 ms

  





  

    		2026-04-05 14:56:22.696281

    		0.1 ms

  





  

    		2026-04-05 15:56:23.30175

    		0.0 ms

  





  

    		2026-04-05 16:56:24.151484

    		-0.2 ms

  





  

    		2026-04-05 17:56:24.839325

    		0.0 ms

  





  

    		2026-04-05 18:56:25.1341

    		0.1 ms

  





  

    		2026-04-05 19:56:25.413222

    		0.0 ms

  





  

    		2026-04-05 20:56:25.500272

    		-0.1 ms

  





  

    		2026-04-05 21:56:26.012537

    		0.1 ms

  





  

    		2026-04-05 22:56:26.752807

    		0.0 ms

  





  

    		2026-04-05 23:56:28.412881

    		0.0 ms

  





  

    		2026-04-06 00:56:30.273589

    		0.0 ms

  





  

    		2026-04-06 01:56:32.132427

    		0.0 ms

  





  

    		2026-04-06 02:56:33.764957

    		0.1 ms

  





  

    		2026-04-06 03:56:35.443595

    		0.0 ms

  





  

    		2026-04-06 04:56:36.221221

    		-0.1 ms

  





  

    		2026-04-06 05:56:38.399442

    		0.0 ms

  





  

    		2026-04-06 06:56:38.819359

    		0.0 ms

  





  

    		2026-04-06 07:56:39.900519

    		0.0 ms

  





  

    		2026-04-06 08:56:40.589536

    		0.0 ms

  





  

    		2026-04-06 09:56:40.815015

    		0.0 ms

  





  

    		2026-04-06 10:56:41.326826

    		0.0 ms

  





  

    		2026-04-06 11:56:41.436633

    		-0.2 ms

  





  

    		2026-04-06 12:56:41.619914

    		0.0 ms

  





  

    		2026-04-06 13:56:41.636195

    		0.0 ms

  





  

    		2026-04-06 14:56:42.606036

    		0.1 ms

  





  

    		2026-04-06 15:56:43.310915

    		0.1 ms

  





  

    		2026-04-06 16:56:43.492887

    		0.0 ms

  





  

    		2026-04-06 17:56:45.215024

    		-0.1 ms

  





  

    		2026-04-06 18:56:47.006797

    		0.0 ms

  





  

    		2026-04-06 19:56:47.702908

    		-0.1 ms

  





  

    		2026-04-06 20:56:48.443046

    		0.0 ms

  





  

    		2026-04-06 21:56:49.620797

    		0.1 ms

  





  

    		2026-04-06 22:56:50.033229

    		0.0 ms

  





  

    		2026-04-06 23:56:50.641411

    		0.0 ms

  





  

    		2026-04-07 00:56:52.919117

    		0.0 ms

  





  

    		2026-04-07 01:56:54.677992

    		0.0 ms

  





  

    		2026-04-07 02:56:56.410282

    		0.0 ms

  





  

    		2026-04-07 03:56:58.255909

    		0.1 ms

  





  

    		2026-04-07 04:56:58.442463

    		0.0 ms

  





  

    		2026-04-07 05:56:59.736085

    		-0.3 ms

  





  

    		2026-04-07 06:56:59.928975

    		0.2 ms

  





  

    		2026-04-07 07:57:00.090538

    		0.0 ms

  





  

    		2026-04-07 08:57:00.500444

    		0.0 ms

  





  

    		2026-04-07 09:57:00.519059

    		0.0 ms

  





  

    		2026-04-07 10:57:00.901735

    		0.0 ms

  





  

    		2026-04-07 11:57:01.110221

    		0.0 ms

  





  

    		2026-04-07 12:57:01.24215

    		-0.1 ms

  





  

    		2026-04-07 13:57:02.286573

    		0.0 ms

  





  

    		2026-04-07 14:57:02.317331

    		0.0 ms

  





  

    		2026-04-07 15:57:02.702044

    		0.0 ms

  





  

    		2026-04-07 16:57:04.025041

    		0.0 ms

  





  

    		2026-04-07 17:57:04.542442

    		0.0 ms

  





  

    		2026-04-07 18:57:04.727608

    		0.0 ms

  





  

    		2026-04-07 19:57:05.153726

    		0.1 ms

  





  

    		2026-04-07 20:57:05.187523

    		-0.2 ms

  





  

    		2026-04-07 21:57:07.001661

    		0.0 ms

  





  

    		2026-04-07 22:57:08.580346

    		0.0 ms

  





  

    		2026-04-07 23:57:10.67233

    		0.0 ms

  





  

    		2026-04-08 00:57:12.264864

    		0.0 ms

  





  

    		2026-04-08 01:57:13.545228

    		0.0 ms

  





  

    		2026-04-08 02:57:14.785138

    		0.0 ms

  





  

    		2026-04-08 03:57:15.352525

    		0.0 ms

  





  

    		2026-04-08 04:57:17.146793

    		0.0 ms

  





  

    		2026-04-08 05:57:17.298456

    		0.0 ms

  





  

    		2026-04-08 06:57:17.793768

    		0.1 ms

  





  

    		2026-04-08 07:57:18.043492

    		0.0 ms

  





  

    		2026-04-08 08:57:18.494203

    		0.0 ms

  





  

    		2026-04-08 09:57:19.266482

    		0.0 ms

  





  

    		2026-04-08 10:57:19.330428

    		0.0 ms

  





  

    		2026-04-08 11:57:20.150168

    		0.0 ms

  





  

    		2026-04-08 12:57:20.426778

    		0.0 ms

  





  

    		2026-04-08 13:57:20.523997

    		0.0 ms

  





  

    		2026-04-08 14:57:20.657628

    		0.0 ms

  





  

    		2026-04-08 15:57:21.087821

    		0.0 ms

  





  

    		2026-04-08 16:57:21.191968

    		0.0 ms

  





  

    		2026-04-08 17:57:22.124274

    		0.1 ms

  





  

    		2026-04-08 18:57:23.049136

    		-0.1 ms

  





  

    		2026-04-08 19:57:23.172376

    		0.1 ms

  





  

    		2026-04-08 20:57:25.764036

    		0.0 ms

  





  

    		2026-04-08 21:57:27.512492

    		0.1 ms

  





  

    		2026-04-08 22:57:29.166125

    		0.0 ms

  





  

    		2026-04-08 23:57:31.029059

    		0.1 ms

  





  

    		2026-04-09 00:57:32.532694

    		0.0 ms

  





  

    		2026-04-09 01:57:33.056294

    		-0.1 ms

  





  

    		2026-04-09 02:57:35.357693

    		0.0 ms

  





  

    		2026-04-09 03:57:36.521793

    		0.0 ms

  





  

    		2026-04-09 04:57:38.035801

    		0.0 ms

  





  

    		2026-04-09 05:57:38.055533

    		-0.1 ms

  





  

    		2026-04-09 06:57:38.142273

    		0.0 ms

  





  

    		2026-04-09 07:57:38.390006

    		0.0 ms

  





  

    		2026-04-09 08:57:38.542194

    		-0.1 ms

  





  

    		2026-04-09 09:57:38.904701

    		0.0 ms

  





  

    		2026-04-09 10:57:39.976217

    		0.0 ms

  





  

    		2026-04-09 11:57:41.392329

    		0.0 ms

  





  

    		2026-04-09 12:57:42.396221

    		0.0 ms

  





  

    		2026-04-09 13:57:43.030376

    		0.0 ms

  





  

    		2026-04-09 14:57:43.75658

    		0.0 ms

  





  

    		2026-04-09 15:57:44.887372

    		0.0 ms

  





  

    		2026-04-09 16:57:46.891222

    		0.1 ms

  





  

    		2026-04-09 17:57:47.007352

    		0.0 ms

  





  

    		2026-04-09 18:57:48.904727

    		0.0 ms

  





  

    		2026-04-09 19:57:50.834456

    		0.0 ms

  





  

    		2026-04-09 20:57:52.515878

    		0.0 ms

  





  

    		2026-04-09 21:57:53.981262

    		0.0 ms

  





  

    		2026-04-09 22:57:55.356799

    		0.1 ms

  





  

    		2026-04-09 23:57:56.974386

    		0.0 ms

  





  

    		2026-04-10 00:57:58.652975

    		0.0 ms

  





  

    		2026-04-10 01:58:00.061676

    		0.0 ms

  





  

    		2026-04-10 02:58:01.472942

    		0.0 ms

  





  

    		2026-04-10 03:58:02.939671

    		0.0 ms

  





  

    		2026-04-10 04:58:04.660998

    		0.0 ms

  





  

    		2026-04-10 05:58:06.126986

    		-0.1 ms

  





  

    		2026-04-10 06:58:06.525156

    		0.0 ms

  





  

    		2026-04-10 07:58:07.921267

    		0.0 ms

  





  

    		2026-04-10 08:58:08.593584

    		0.0 ms

  





  

    		2026-04-10 09:58:09.978319

    		-0.1 ms

  





  

    		2026-04-10 10:58:10.998253

    		0.7 ms

  





  

    		2026-04-10 11:58:11.127713

    		0.0 ms

  





  

    		2026-04-10 12:58:12.611058

    		0.0 ms

  





  

    		2026-04-10 13:58:12.674084

    		0.0 ms

  





  

    		2026-04-10 14:58:12.746589

    		-0.2 ms

  





  

    		2026-04-10 15:58:13.808085

    		0.0 ms

  





  

    		2026-04-10 16:58:13.828113

    		0.0 ms

  





  

    		2026-04-10 17:58:14.945609

    		0.0 ms

  





  

    		2026-04-10 18:58:15.258836

    		0.0 ms

  





  

    		2026-04-10 19:58:16.613524

    		0.0 ms

  





  

    		2026-04-10 20:58:18.627889

    		0.0 ms

  





  

    		2026-04-10 21:58:20.332373

    		0.1 ms

  





  

    		2026-04-10 22:58:22.302811

    		0.0 ms

  





  

    		2026-04-10 23:58:23.715306

    		0.0 ms

  





  

    		2026-04-11 00:58:25.325146

    		0.0 ms

  





  

    		2026-04-11 01:58:26.937015

    		-0.1 ms

  





  

    		2026-04-11 02:58:28.520877

    		0.0 ms

  





  

    		2026-04-11 03:58:30.427809

    		0.0 ms

  





  

    		2026-04-11 04:58:32.274807

    		-0.3 ms

  





  

    		2026-04-11 05:58:34.281613

    		-0.1 ms

  





  

    		2026-04-11 06:58:35.276243

    		0.0 ms

  





  

    		2026-04-11 07:58:35.604667

    		0.0 ms

  





  

    		2026-04-11 08:58:35.898444

    		0.0 ms

  





  

    		2026-04-11 09:58:36.592727

    		0.0 ms

  





  

    		2026-04-11 10:58:38.273963

    		0.0 ms

  





  

    		2026-04-11 11:58:40.224803

    		0.1 ms

  





  

    		2026-04-11 12:58:40.308222

    		-0.3 ms

  





  

    		2026-04-11 13:58:40.638145

    		0.0 ms

  





  

    		2026-04-11 14:58:41.468986

    		0.0 ms

  





  

    		2026-04-11 15:58:42.281811

    		0.0 ms

  





  

    		2026-04-11 16:58:42.552775

    		0.0 ms

  





  

    		2026-04-11 17:58:44.713109

    		0.0 ms

  





  

    		2026-04-11 18:58:45.906169

    		0.0 ms

  





  

    		2026-04-11 19:58:46.229768

    		0.1 ms

  





  

    		2026-04-11 20:58:46.53525

    		0.0 ms

  





  

    		2026-04-11 21:58:47.390036

    		0.0 ms

  





  

    		2026-04-11 22:58:47.710981

    		0.0 ms

  





  

    		2026-04-11 23:58:47.88309

    		0.0 ms

  





  

    		2026-04-12 00:58:49.507241

    		0.0 ms

  





  

    		2026-04-12 01:58:50.71978

    		0.2 ms

  





  

    		2026-04-12 02:58:52.409713

    		0.0 ms

  





  

    		2026-04-12 03:58:54.0386

    		0.0 ms

  





  

    		2026-04-12 04:58:54.639331

    		0.0 ms

  





  

    		2026-04-12 05:58:55.441393

    		0.0 ms

  





  

    		2026-04-12 06:58:57.324218

    		0.1 ms

  





  

    		2026-04-12 07:58:58.507917

    		-0.1 ms

  





  

    		2026-04-12 08:58:58.879435

    		-0.1 ms

  





  

    		2026-04-12 09:58:59.703676

    		0.0 ms

  





  

    		2026-04-12 10:58:59.834964

    		-0.2 ms

  





  

    		2026-04-12 11:59:00.630487

    		0.0 ms

  





  

    		2026-04-12 12:59:01.001643

    		0.0 ms

  





  

    		2026-04-12 13:59:01.024171

    		0.1 ms

  





  

    		2026-04-12 14:59:01.315632

    		0.2 ms

  





  

    		2026-04-12 15:59:03.504219

    		0.0 ms

  





  

    		2026-04-12 16:59:03.609375

    		0.0 ms

  





  

    		2026-04-12 17:59:05.190762

    		0.1 ms

  





  

    		2026-04-12 18:59:05.761347

    		0.0 ms

  





  

    		2026-04-12 19:59:06.553443

    		0.0 ms

  





  

    		2026-04-12 20:59:07.211385

    		-0.1 ms

  





  

    		2026-04-12 21:59:07.793218

    		0.0 ms

  





  

    		2026-04-12 22:59:09.264866

    		-0.1 ms

  





  

    		2026-04-12 23:59:10.743068

    		0.0 ms

  





  

    		2026-04-13 00:59:11.911175

    		0.0 ms

  





  

    		2026-04-13 01:59:13.388697

    		0.0 ms

  





  

    		2026-04-13 02:59:14.50062

    		0.1 ms

  





  

    		2026-04-13 03:59:15.698415

    		0.0 ms

  





  

    		2026-04-13 04:59:17.09112

    		-0.1 ms

  





  

    		2026-04-13 05:59:17.674843

    		-0.1 ms

  





  

    		2026-04-13 06:59:18.765712

    		0.0 ms

  





  

    		2026-04-13 07:59:19.824974

    		0.0 ms

  





  

    		2026-04-13 08:59:21.226773

    		0.0 ms

  





  

    		2026-04-13 09:59:21.898596

    		0.0 ms

  





  

    		2026-04-13 10:59:22.364747

    		0.1 ms

  





  

    		2026-04-13 11:59:23.467275

    		0.0 ms

  





  

    		2026-04-13 12:59:24.5517

    		0.0 ms

  





  

    		2026-04-13 13:59:24.715797

    		0.0 ms

  





  

    		2026-04-13 14:59:24.834113

    		0.0 ms

  





  

    		2026-04-13 15:59:25.252754

    		-0.3 ms

  





  

    		2026-04-13 16:59:25.387016

    		0.0 ms

  





  

    		2026-04-13 17:59:25.634799

    		0.1 ms

  





  

    		2026-04-13 18:59:26.403531

    		0.1 ms

  





  

    		2026-04-13 19:59:26.7807

    		0.0 ms

  





  

    		2026-04-13 20:59:27.3597

    		0.0 ms

  





  

    		2026-04-13 21:59:28.465891

    		0.0 ms

  





  

    		2026-04-13 22:59:29.815868

    		0.0 ms

  





  

    		2026-04-13 23:59:29.886842

    		-0.1 ms

  





  

    		2026-04-14 00:59:31.229687

    		0.1 ms

  





  

    		2026-04-14 01:59:32.606808

    		0.0 ms

  





  

    		2026-04-14 02:59:34.034166

    		0.0 ms

  





  

    		2026-04-14 03:59:35.324372

    		0.0 ms

  





  

    		2026-04-14 04:59:35.49003

    		0.0 ms

  





  

    		2026-04-14 05:59:35.965365

    		0.0 ms

  





  

    		2026-04-14 06:59:36.418956

    		-0.1 ms

  





  

    		2026-04-14 07:59:37.578217

    		0.0 ms

  





  

    		2026-04-14 08:59:37.944283

    		0.0 ms

  





  

    		2026-04-14 09:59:39.438927

    		0.0 ms

  





  

    		2026-04-14 10:59:39.663359

    		-0.1 ms

  





  

    		2026-04-14 11:59:39.754039

    		0.0 ms

  





  

    		2026-04-14 12:59:41.117563

    		0.0 ms

  





  

    		2026-04-14 13:59:42.234325

    		-0.1 ms

  





  

    		2026-04-14 14:59:42.274009

    		0.0 ms

  





  

    		2026-04-14 15:59:43.467978

    		0.0 ms

  





  

    		2026-04-14 16:59:44.206109

    		0.0 ms

  





  

    		2026-04-14 17:59:46.027682

    		0.0 ms

  





  

    		2026-04-14 18:59:46.456108

    		0.0 ms

  





  

    		2026-04-14 19:59:46.71624

    		0.0 ms

  





  

    		2026-04-14 20:59:46.724241

    		0.0 ms

  





  

    		2026-04-14 21:59:48.456341

    		0.0 ms

  





  

    		2026-04-14 22:59:48.571722

    		0.0 ms

  





  

    		2026-04-14 23:59:48.980103

    		0.0 ms

  





  

    		2026-04-15 00:59:50.225045

    		0.0 ms

  





  

    		2026-04-15 01:59:51.687766

    		0.0 ms

  





  

    		2026-04-15 02:59:51.829849

    		0.0 ms

  





  

    		2026-04-15 03:59:53.342958

    		0.0 ms

  





  

    		2026-04-15 04:59:55.141555

    		0.0 ms

  





  

    		2026-04-15 05:59:57.383278

    		0.0 ms

  





  

    		2026-04-15 06:59:57.7931

    		0.0 ms

  





  

    		2026-04-15 07:59:58.217386

    		0.1 ms

  





  

    		2026-04-15 08:59:58.964731

    		0.0 ms

  





  

    		2026-04-15 09:59:59.342342

    		-0.1 ms

  





  

    		2026-04-15 11:00:00.205726

    		0.1 ms

  





  

    		2026-04-15 12:00:00.549635

    		0.0 ms

  





  

    		2026-04-15 13:00:00.864751

    		0.0 ms

  





  

    		2026-04-15 14:00:01.222873

    		0.0 ms

  





  

    		2026-04-15 15:00:01.424912

    		0.2 ms

  





  

    		2026-04-15 16:00:01.987735

    		0.0 ms

  





  

    		2026-04-15 17:00:03.52292

    		0.0 ms

  





  

    		2026-04-15 18:00:04.00129

    		0.0 ms

  





  

    		2026-04-15 19:00:06.265911

    		-0.1 ms

  





  

    		2026-04-15 20:00:06.386497

    		0.7 ms

  





  

    		2026-04-15 21:00:07.156319

    		0.0 ms

  





  

    		2026-04-15 22:00:08.335774

    		0.0 ms

  





  

    		2026-04-15 23:00:10.440043

    		0.0 ms

  





  

    		2026-04-16 00:00:11.745456

    		0.0 ms

  





  

    		2026-04-16 01:00:12.947764

    		0.0 ms

  





  

    		2026-04-16 02:00:14.4246

    		0.0 ms

  





  

    		2026-04-16 03:00:16.132521

    		0.0 ms

  





  

    		2026-04-16 04:00:17.222845

    		0.0 ms

  





  

    		2026-04-16 05:00:18.479943

    		0.0 ms

  





  

    		2026-04-16 06:00:20.012347

    		0.0 ms

  





  

    		2026-04-16 07:00:20.971906

    		0.0 ms

  





  

    		2026-04-16 08:00:21.501646

    		-0.1 ms

  





  

    		2026-04-16 09:00:22.440765

    		0.0 ms

  





  

    		2026-04-16 10:00:22.49529

    		0.0 ms

  





  

    		2026-04-16 11:00:23.063211

    		0.0 ms

  





  

    		2026-04-16 12:00:23.111576

    		-0.1 ms

  





  

    		2026-04-16 13:00:23.3708

    		0.2 ms

  





  

    		2026-04-16 14:00:23.52079

    		0.0 ms

  





  

    		2026-04-16 15:00:24.606594

    		0.0 ms

  





  

    		2026-04-16 16:00:25.414609

    		0.0 ms

  





  

    		2026-04-16 17:00:25.452789

    		0.0 ms

  





  

    		2026-04-16 18:00:27.101549

    		0.0 ms

  





  

    		2026-04-16 19:00:28.117766

    		0.0 ms

  





  

    		2026-04-16 20:00:30.499378

    		0.0 ms

  





  

    		2026-04-16 21:00:31.921543

    		0.0 ms

  





  

    		2026-04-16 22:00:33.219451

    		0.0 ms

  





  

    		2026-04-16 23:00:33.411466

    		-0.1 ms

  





  

    		2026-04-17 00:00:35.087028

    		0.0 ms

  





  

    		2026-04-17 01:00:36.668608

    		0.1 ms

  





  

    		2026-04-17 02:00:37.932407

    		0.1 ms

  





  

    		2026-04-17 03:00:39.435098

    		-0.1 ms

  





  

    		2026-04-17 04:00:40.922222

    		0.0 ms

  





  

    		2026-04-17 05:00:42.535942

    		0.0 ms

  





  

    		2026-04-17 06:00:44.137177

    		0.0 ms

  





  

    		2026-04-17 07:00:44.713277

    		0.0 ms

  





  

    		2026-04-17 08:00:44.756139

    		0.1 ms

  





  

    		2026-04-17 09:00:45.847257

    		0.0 ms

  





  

    		2026-04-17 10:00:46.041959

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-04-16 14:11:14.38 UTC

    		213.52.37.73

    		Harald Møller Styremedlem og eier (HMSoe) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-16 14:12:03.723 UTC

    		213.52.37.73

    		Harald Møller Styremedlem og eier (HMSoe) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-16 14:30:11.899 UTC

    		84.211.197.74

    		Anne Catrine Møller Styremedlem og eier (ACMSoe) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-16 14:31:16.888 UTC

    		84.211.197.74

    		Anne Catrine Møller Styremedlem og eier (ACMSoe) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-16 14:43:20.408 UTC

    		62.92.244.18

    		Laxmi Akkaraju Styremedlem (LAS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-16 14:43:48.275 UTC

    		62.92.244.18

    		Laxmi Akkaraju Styremedlem (LAS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-16 14:51:09.326 UTC

    		194.19.70.27

    		Petter Hellman Konsernsjef (PHK) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-16 14:51:47.903 UTC

    		194.19.70.27

    		Petter Hellman Konsernsjef (PHK) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-17 07:41:18.772 UTC

    		172.225.69.110

    		Øyvind Schage Førde Styreleder og eier (ØSFSoe) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-17 07:41:44.281 UTC

    		172.225.69.110

    		Øyvind Schage Førde Styreleder og eier (ØSFSoe) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-17 08:43:15.284 UTC

    		194.19.70.27

    		Jon Morten Møller Styremedlem og eier (JMMSoe) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-17 08:44:49.291 UTC

    		194.19.70.27

    		Jon Morten Møller Styremedlem og eier (JMMSoe) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-17 08:50:27.594 UTC

    		148.122.140.46

    		Anne Dingstad Styremedlem (ADS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-17 08:50:53.961 UTC

    		148.122.140.46

    		Anne Dingstad Styremedlem (ADS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  

  

    		2026-04-17 10:02:31.329 UTC

    		59.158.86.13

    		Geir Karlsen Styremedlem (GKS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-04-17 10:03:01.339 UTC

    		59.158.86.13

    		Geir Karlsen Styremedlem (GKS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-09 11:56:35 UTC.

  









