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Aktsomhetsvurderinger for baerekraftig forretningspraksis

Redegjorelse
rapporteringsaret

2025 Etter
Apenhetsloven

for NOR TEKSTIL AS

Etisk handel Norge har vurdert at rapporten til NOR TEKSTIL AS oppfyller vare krav til
gjennomfprerniva. Les mer om gjennomfprerniva her.
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1 STOPPE 14 LIV UNDER 1 LIV PA FRED 0G SAMARBEID

KLIMAENDRINGENE VANN LAND RETTFERDIGHET FOR A NA MALENE

Til lesere av rapporten

Neeringslivet, offentlig sektor og organisasjoner har stor pavirkning pd mennesker, samfunn, miljg, klima og dyr.
Virksomheter bidrar til utvikling, innovasjon og bedre levekar, men aktiviteten medfgrer ogsi risiko og reell
skade. Derfor har virksomheter en ngkkelrolle i arbeidet for 8 nd FNs baerekraftsméal og Parisavtalens 1,5-
gradersmal. Dette gjares best i samarbeid. Etisk handel Norge er en medlemsorganisasjon og flerpartssamarbeid
med neeringsliv, fagbevegelse, arbeidsgiverorganisasjoner, sivilsamfunn og offentlig sektor som sammen
adresserer de komplekse utfordringene i de globale leverandgrkjedene som den enkelte virksomhet ikke kan Igse
alene.

Apenhet, ansvarlighet og kontinuerlig forbedring er grunnleggende i dette arbeidet. Denne medlemsrapporten
kan brukes som redegjgrelse etter &penhetsloven, men favner bredere temaer som klima, miljg og antikorrupsjon.
Vart rammeverk bygger pa FNs veiledende prinsipper for naeringsliv og menneskerettigheter og OECDs modell
for aktsomhetsvurderinger — internasjonale anerkjente standarder som ligger til grunn for Etisk handel Norges 13
prinsipper for beerekraftig forretningspraksis. Disse prinsippene omfatter menneskerettigheter, anstendig arbeid,
miljg/klima, dyrevelferd og antikorrupsjon.

Alle medlemmer i Etisk handel Norge er forpliktet til & giennomfore risikobaserte aktsomhetsvurderinger og arlig
rapportere pa fremdrift i et eget arbeid. Virksomheter pa vart kvalitetsniva Basis tilfredsstiller &penhetslovens
krav til redegjorelse om aktsomhetsvurderinger. Medlemmer kan ogsa strekke seg etter niviene Gjennomfgrer og
nai2026 Ledende.

Gode aktsomhetsvurderinger handler ikke om & veere «risikofri», men om & veere transparent og systematisk: &
identifisere risiko, forebygge og redusere negativ pavirkning, kommunisere 4pent om handtering og — der det er
ngdvendig - bidra til gjenoppretting.

Jeg vil takke alle medlemmer for innsatsen, &penheten og viljen til 4 bidra til ansvarlige leverandarkjeder.
Sammen viser vi hvordan ansvarlig handel kan veere til det beste for mennesker, dyr, samfunn og miljg.

Wil Bt
Heidi Furustgl

Daglig leder
Etisk handel Norge
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Aktsomhetsvurderinger

Denne rapporten er bygget rundt FNs veiledende prinsipper for naeringsliv og menneskerettigheter og OECDs

modell for aktsomhetsvurderinger for ansvarlig neeringsliv.

Modellen har seks trinn som beskriver hvordan virksomheter kan jobbe for mer ansvarlig og beerekraftig
forretningspraksis. A veere god pa aktsomhetsvurderinger betyr ikke at en virksomhet ikke har negativ
pévirkning pd mennesker, samfunn og miljg, men heller at virksomheten er dpen og erlig om utfordringer og
handterer dette pa best mulig mate i samrid med sine interessenter. Denne rapporten er delt inn i kapitler basert

pa denne modellen.

Kommuniser
hvordan pavirkningen
er handtert

i retningslinjer

Overvak
gjiennomfering
og resultater

Forankre ansvarlighet

og styringssystemer

Kartlegg og vurder negativ
pavirkning/skade ut fra egen
virksomhet, leveranderkjede
og forretningsforbindelser

Serg for, eller
samarbeid om
gjenoppretting
og erstatning der
det er pakrevd

Stans, forebygg
eller reduser
negativ pavirkning/skade
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Forord av daglig leder

Som aktgr i en bransje hvor tekstiler er en viktig innsatsfaktor har vi et medansvar for at disse er produsert under
rettferdige og lovlige forhold. Selv om Nor Tekstil ikke har direkte handel med aktgrer utenfor Europa er var
ambisjon 4 involvere oss i hele leverandgrkjeden, sa langt det lar seg gjgre.

Som ledd i var strategi og vart gnske om bevisstgjoring og pavirkning i leverandgrkjeden, valgte Nor Tekstil &
melde seg inn i EHN allerede i 2009.

Vi anerkjenner at etisk handel er et omfattende tema, og at det krever en innsats av oss som bedrift hvis vi skal
kunne bidra positivt pa dette omradet. I tillegg er det gkende oppmerksomhet i samfunnet som innebeerer at
bade krav og forventninger fra vare interessenter gker.

Det er forankret i var ledelse og organisasjon at vi skal bry oss. Nor Tekstil gnsker 4 bidra til at fokuset rundt
beerekraftig forretningspraksis gkes. Etisk Handel Norge (EHN) er for Nor Tekstil en viktig samarbeidspartner
som skal hjelpe oss til & bli bedre i vart arbeid p4 omradet.

Nor Tekstil skal jobbe aktivt for forbedringer i vir leverandgrkjede, og vi er opptatt av at vi sammen med vére
leverandgrer skal pavirke hele verdikjeden, hvor vi har fokus pé felles utvikling.

Nor Tekstil skal prioritere leverandgrer som kan dokumentere og vise i praksis at arbeid for ansvarlighet i
leverandgrkjeden er en selvfglge og at de oppdaterer oss pa resultater og aktiviteter. Vare leverandgrer ma godta
Nor Tekstils egne retningslinjer for etisk handel som igjen er basert pa retningslinjene til EHN.

Nor Tekstil har som medlem i EHN forpliktet seg til arlig & rapportere om status i vart arbeid. Samtidig ser vi det
som en forpliktelse a arbeide mélrettet for & kunne veere med a pavirke, og for 4 sikre gode forhold i egne
leverandgrkjeder.

" Som en av bransjens stgrste innkjgpere av tekstiler har Nor Tekstil et saerskilt
ansvar knyttet til etisk handel. Vare kunder skal vaere trygge pa at tekstilene de
leier eller kjgper har riktig kvalitet og er produsert pa en mate som ivaretar
mennesker og miljget. "

Leif Gunnar Belsvik
Konsernsjef
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Styrets signatur

Denne rapporten er signert elektronisk. Se siste side for verifikasjon.

Leif Gunnar Belsvik Ove Egil Belsvik
Styreleder Styremedlem

Finn Olav As Anne Kristine Mittet
Ansattrepresentant Ansattrepresentant
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Ngkkelinformasjon om virksomheten og

leverandgrkjeden

Navn pa virksomheten

NOR TEKSTIL AS

Adresse hovedkontor

INDUSTRIVEGEN 24/PB 81

Viktigste merker, produkter og tjenester

Vaskeritjenester

Beskrivelse av virksomhetens struktur

Vask og distribusjon av tekstiler fra 25 industrielle vaskerier i Norge.

Omsetning i rapporteringsaret (NOK)
2150 616 279

Antall ansatte

1649

Er virksomheten omfattet av apenhetsloven?

Ja

Vesentlige organisatoriske endringer siden forrige rapportering og denne rapportens tidsperiode

Ingen.

Navn, tittel for kontaktperson for rapporten

Thomas Karlsen, Fagsjef Baerekraft

E-post adresse for kontaktperson for rapporten

thomas.karlsen@nortekstil.no

Dokument-ID 09222115557577371613

Signert LGBS, OEBS, FOAA, AKMA
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Informasjon om leverandgrkjeden

Generell beskrivelse av virksomhetens innkjspsmodell og leverandgrkjede

Nor Tekstil handler varer og tjenester fra rundt 1200 leverandgrer arlig (anskaffelse over 10.000 NOK). De aller
fleste er norske leverandgrer som opererer utelukkende i det norske markedet. Varekjop (ca. 60% av totale
anskaffelser) omfatter derimot varer som i en vesentlig grad produseres i utlandet, og med leverandgrkjeder som
beveger seg gjennom et stort antall land pa verdensbasis. Dette gjelder i hovedsak tekstiler (ca. 50% av
vareanskaffelser), teknisk utstyr (ca. 20% av vareanskaffelser), rekvisita (ca. 5% av vareanskaffelser) og
kjemikalier (ca. 5% av vareanskaffelser). Nor Tekstil har p.t. ikke gjennomfgrt en detaljert kartlegging av
leverandgrkjeder for alle typer varer, men i et risikoperspektiv er det naturlig & starte med varer som i hovedsak
har sin opprinnelse i land utenfor Schengen.

Antall leverandgrer som virksomheten har hatt kommersielle relasjoner med i rapporteringsaret

1221

Kommentar til antall leverandgrer

Dette omfatter alle leverandgrer av varer og tjenester. 60% av innkjgpskostnader er knyttet til varekjgp, hvorav ca.
60% er varekjap, der tekstiler utgjgr ca. 50% av vareanskaffelsene. I videre beskrivelse er det tekstilinnkjgp vi
rapporterer pa.

Type innkjgp/ leverandgrforhold

0% 0% 100% 0%

Helt/delvis egeneid Innkjep direkte fra Innkjgp via Annet
produksjon produsent agent/mellomledd/i
mportgr/merkevarel
everandgrer

Primeert handel med nordiske leveranderer/mellomledd.
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Liste over fgrsteleddsprodusenter per land

pakistan:  [BE

India: 2

Kina: s
Serbia : 2

Storbritannia : -

Litauen : 3

Laos: L

Bangladesh: 1

vienam: 2

Ukraina: 1
Norge : ]
Swaziland : 1

Polen: -

Listen viser oversikt over alle produsenter med produksjon av tekstiler med omsetning over kr. 100.000,-
(innkjgpspris). Dette utgjor ca. 83% av de samlede tekstilanskaffelsene for 2025. Av dette star produsenter i
Pakistan for 59%, India 9% og Kina 8% av leveransene.

Oppgi antall arbeidere hos fgrsteleddsprodusenter

Antall arbeidere

36 000

Kommentar til antall arbeidere

Flere av fabrikkene er fullintegrerte fabrikker som gjgr alt fra spinning til sgm/ferdigvare og sysselsetter langt de
fleste arbeiderne. Den stgrste fabrikken vi far leveranser fra befinner seg i Bangladesh, og sysselsetter over 15.000
arbeidere. Vi har likevel kjgpt en sveert liten andel tekstiler fra denne fabrikken (0,3% av totale innkjgp).
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Viktigste innsatsfaktorer/ravarer for produkter eller tjenester og geografi

Bomull, polyester og tencel Pakistan

Bomull og polyester India

Bomull, polyester og Tencel utgjer de mest sentrale ravarene i vir leverandgrkjede fra Pakistan og India, og de
representerer bade store muligheter og betydelige baerekraftsutfordringer. Bomull er den viktigste ravaren i
begge landene og har stor samfunnsgkonomisk betydning, seerlig i Pakistan, hvor bomullssektoren omtales som
«white gold» og utgjer fundamentet for tekstilindustrien og store deler av eksporten. India er pa sin side en av
verdens stgrste produsenter med om lag 5,1 millioner tonn bomull i 2025, mens Pakistan produserer rundt 1,1
millioner tonn, sterkt pavirket av veerhendelser og avlingssvingninger. Produksjonen er hovedsakelig lokalisert i
Punjab og Sindh i Pakistan og i Gujarat, Maharashtra og Telangana i India. Dette gir et hgyt avhengighetsniva mot
regioner som er utsatt for bide klima- og vannstress, kombinert med langvarige utfordringer innen arbeidsvilkir
og sporbarhet i bomullsskjeden.

Polyester har en annen rolle, men er likevel sveert viktig i var verdikjede. India er na en av verdens stgrste
produsenter av syntetiske fibre, der polyester utgjar rundt 77-80 prosent av landets samlede produksjon og spiller
en npkkelrolle i & mate badde internasjonal og innenlandsk ettersparsel etter kostnadseffektive og slitesterke
tekstiler. Pakistan har en mindre polyesterindustri, men med sterke eksportrettede aktgrer som produserer
filamentgarn og PET-baserte produkter av hgy kvalitet. Tencel, som Nor Tekstil har gkt bruken av de siste &rene,
produseres hovedsakelig av Lenzing internasjonalt, men bade India og Pakistan har betydelige miljger som
videreforedler Lyocell til ferdige tekstiler, seerlig innen mote, arbeidskleer og denim. I India finnes over hundre
aktgrer som jobber med Tencel- og Lyocell-baserte tekstiler, mens Pakistan benytter Tencel som en hgyverdifiber
i sin voksende denimindustri. Denne utviklingen peker i retning av et mer sirkuleert rdvarebilde, der Tencel
fungerer som et lavutslippsalternativ, spesielt der bomull og polyester har betydelig klima- og
kjemikaliebelastning.

Er virksomheten leverandgr til offentlig sektor?

Ja

')
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Mal og fremdrift

Prosessmal og fremdrift i rapporteringsaret

Mal:

Status:

Mal:

Status:

Mal:

Status:

Mal:

Status:

Forplikte selskapet til utslippskutt gjennom SBTi. Utarbeide malsetninger i trdd med rammeverk.

Pigaende, mal sendes inn for godkjenning i mars 2026.

Ferdigstille beerekraftsstrategi i trdd med prioriteringene som fremkommer av dobbel
vesentlighetsanalyse for kommende strategiperiode (2025-2028).

Utfort

Ferdigstille omstillingsplan for konvertering bort fra fossile energikilder.

Pigaende (forenklet)

Utarbeide handlingsplan for temaene forurensning og vannforbruk, basert pa pavirkning, risiko og
muligheter som fremgar av dobbel vesentlighetsanalyse.

Utfort

Gjennomfgre analyse av ressursbruk og beslutte handlingsplan for temaet sirkuleergkonomi.
Handlingsplan skal dekke temaene anskaffelser, produktdesign, standardisering, levetid,
reparasjon og vedlikehold, avfallsreduksjon, avfallssortering, oppleering og bevisstgjoring,
leverandgroppfelging, kundeoppfelging og innovasjon & utvikling.

Pégiende
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Prosessmal for kommende ar

Forplikte selskapet til utslippskutt gjennom SBTi. Utarbeide malsetninger i trdd med rammeverk.

Ferdigstille omstillingsplan for konvertering bort fra fossile energikilder, inkludert tilhgrende resiliensanalyse for
motstandskraft og tilpasning gjennom omstillingen.

Gjennomfgre analyse av ressursbruk og beslutte handlingsplan for temaet sirkuleergkonomi. Handlingsplan skal
dekke temaene anskaffelser, produktdesign, standardisering, levetid, reparasjon og vedlikehold,
avfallsreduksjon, avfallssortering, oppleering og bevisstgjgring, leveranderoppfelging, kundeoppfelging og
innovasjon & utvikling.

Utarbeide malsetninger (SMARTE maél) innenfor vesentlige beerekraftstema. Etablere rapporteringsrutiner for
maloppnaelse gjennom aret (kvartalsvis rapportering) og i arlig beerekraftsrapport.

Kartlegge lgnnsniva hos prioriterte leverandgrer og analysere hvordan var innkjgpspraksis pavirker muligheten
for levelgnn i produsentleddet. Identifisere og vurdere konkrete tiltak som kan styrke var positive pavirkning pa
leve- og lgnnsvilkar, samt redusere eventuelle lgnnsgap hos produsenter.

Etablere oversikt over var leverandgrkjede ved & kartlegge alle identifiserbare leverandgrledd sa langt det lar seg
gjore, med seerlig fokus pé transparens, risikoomrader og tilgang til relevante data.

()| NORTEKSTILAS |11

Dokument-1D 09222115557577371613 Signert LGBS, OEBS, FOAA, AKMA




Forankring av beerekraft i
virksomheten

Forankring av ansvarlighet knyttet til beerekraftig forretningspraksis i
virksomheten handler om 4 ha strategier, planer, relevante policyer og
retningslinjer for aktsomhetsvurderinger som er vedtatt av ledelsen. Disse bgr
omfatte hele virksomheten, samt virksomhetens leveranderkjede og
forretningsforbindelser. Effektive styringssystemer for implementering er en
forutsetning for & lykkes, og arbeidet med aktsomhetsvurderinger bgr veere en
integrert del av virksomhetens forretningsdrift. Tydelige forventninger fra
toppledelsen, samt tydelig plassering av ansvar innad i virksomheten for
implementering av de ulike delene av aktsomhetsvurderinger er viktig. Alle
involverte ma vite hva de skal gjore. Apenhet om forpliktelser virksomheten
har til seg selv, utfordringer de star overfor og hvordan dette h&ndteres, er
vesentlig.
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1.A Policy for egen virksomhet

1.A.1 Lenke til offentlig tilgjengelig policy for egen virksomhet

https://www.nortekstil.no/berekraft-policy

1.A.2 Hva sier virksomheten offentlig om sine forpliktelser til a respektere mennesker, dyr, samfunn og miljg?

Nor Tekstils visjon er & bli best i verden pa innovativ og baerekraftig tekstilservice. Visjonen er forankret i en
tydelig ambisjon fra selskapets styre, eiere og ledelse om at verdiskapning og utvikling skal skje p& en ansvarlig
mate som respekterer mennesker, samfunn og milje. Var policy danner grunnlaget for beerekraftsarbeidet vart og
beskriver den retningen vi skal fglge for & ivareta bdde dagens og fremtidens krav til ansvarlig forretningsdrift og
etisk handel. Nor Tekstil anser beerekraftig forretningspraksis som en forutsetning for beerekraftig utvikling,
forstitt som at dagens behov skal dekkes uten & redusere kommende generasjoners mulighet til & dekke sine.

Var policy for beerekraftig forretningspraksis er bygget opp rundt FNs baerekraftsmal og internasjonalt anerkjente
prinsipper basert pa FN- og ILO-konvensjoner, og tar utgangspunkt i Nor Tekstils vesentlige baerekraftstema og
vare kjerneverdier. Policyen er i trdd med Etisk handel Norges prinsipperkleering, og innebeerer en forpliktelse til
a giennomfgre aktsomhetsvurderinger, sikre ansvarlig innkjgpspraksis og stille tydelige forventninger til
leverandgrer og andre forretningsforbindelser. Videre forplikter policyen oss til 4 involvere arbeidstakere og
tillitsvalgte eller andre bergrte interessenter i bdde egen virksomhet og leverandgrkjeden.

Dokumentet er oversatt og kommuniseres ogsa pa engelsk.
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1.A.3 Hvordan er policy for egen virksomhet blitt utviklet og forankret?

1trAd med var prosedyre for beerekraftig forretningspraksis er policy utviklet i samsvar med Etisk handel Norges
prinsipperkleering og bygger pa internasjonalt anerkjente prinsipper basert p4 FN- og ILO-konvensjoner. Policy er
godkjent og forankret i selskapets styre, som har det overordnede ansvaret for at Nor Tekstils baerekraftsarbeid
folger gjeldende krav, forventninger og identifiserte risikoomrader.

Nor Tekstil stgtter alle FNs 17 baerekraftsmaél, og har identifisert fem mal som er seerlig relevante for var
virksomhet:

6 — Rent vann og gode saniteerforhold,

8 — Anstendig arbeid og gkonomisk vekst,
12 - Ansvarlig forbruk og produksjon,

13 - Stoppe klimaendringene,

17 - Samarbeid for & n& mélene.

Disse mélene er integrert i vart strategiske arbeid og danner rammen for vir innsats innen de vesentlige
beerekraftstemaene.

Som del av var dobbel vesentlighetsanalyse har vi identifisert fem omrader som er av seerlig betydning for Nor
Tekstil. Disse temaene er styrende for vare prioriteringer og for var praktiske tilneerming til beerekraftig
forretningspraksis:

« Klimagassutslipp og klimapavirkning
 Forurensning

« Vannforbruk

« Sirkuleergkonomi

» Mennesker i verdikjeden

Policyen revideres arlig i forbindelse med ledelsens gjennomgaelse for & sikre at den til enhver tid er oppdatert i
trdd med nye risikovurderinger, funn fra aktsomhetsvurderinger og endringer i rammebetingelser. Vesentlige
endringer skal godkjennes av styret, mens mindre justeringer kan utfgres av beerekraftsansvarlig innenfor
rammene av gjeldende prosedyre. Forslag til endringer skal alltid forelegges styret for vurdering og endelig
beslutning.
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1.B Organisering og internkommunikasjon

1.B.1 Hvordan er arbeidet med aktsomhetsvurderinger organisert i virksomheten, forankret i interne retningslinjer og
rutiner?

Nor Tekstil har en visjon om & bli best i verden pa beerekraftig og innovativ tekstilservice. Dette forplikter i alle
ledd.

Arbeidet med beerekraftig forretningspraksis er forankret i Nor Tekstil sitt styre, hvor sentrale retningslinjer
innen omradet er vedtatt. Konsernsjef i Nor Tekstil er ogsa selskapets styreleder, og en av to eiere. Arbeidet er
saledes forankret bade i selskapets styre og selskapets konsernledelse. Konsernsjef/Styrets leder er gverste
ansvarlige for arbeidet med beaerekraftig forretningspraksis i Nor Tekstil. Hver enket konsernleder har ansvar for
at interne rutiner og retningslinjer innenfor sitt ansvarsomrade blir fulgt i hele linjen.

Nor Tekstil har satt ned et eget team for arbeid med baerekraftig forretningspraksis, med ansvar for a
giennomfare de overordnede aktsomhetsvurderingene/risikokartlegginger, sette milsettinger for arbeidet med
beaerekraftig forretningspraksis, utarbeide/revidere prosedyrer og rutiner, giennomfgre leverandgr-revisjoner,
arlig rapportering til EHN og evt. andre, og andre relevante oppgaver. Teamet bestar av fglgende personer:

« Konsernleder HR og HMSK

« Fagsjef beerekraft

« Innkjopssjef

« Leder Sikkerhet og Risikostyring

Organiseringen sikrer en tydelig plassering av ansvar hos gverste ledelse, samtidig som det daglige og praktiske
arbeidet ivaretas av dedikerte fagpersoner i organisasjonen.

Teamet for beerekraftig forretningspraksis har i 2025 seerlig jobbet med:

- Styrking av policy, strategi og diverse prosedyrer for ansvarlig forretningspraksis

- Systematisk gjennomfgring og dokumentasjon av risiko- og aktsomhetsvurderinger
- Bidrag til rapportering og forbedret datagrunnlag (inkl. Scope 3)

« Sosial revisjon av kritisk leverandar og forankring av funn i forbedringstiltak

1.B.2 Hvordan blir betydningen av virksomhetens aktsomhetsvurderinger konkretisert og tydeliggjort for de ansatte
gjennom stillingsbeskrivelse (eller lignende), arbeidsoppgaver og insentivordninger?

Det operative arbeidet med etterlevelse og oppfelging av etablerte rutiner basert pa virksomhetens
aktsomhetsvurderinger, er tydeliggjort i stillingsbeskrivelse og instruks for medarbeidere som har dette som en
del av sine arbeidsoppgaver og sitt ansvarsomride. Det gjelder primeert ansatte som gjennom sin stilling har
ansvar for innkjgp og oppfelging av leverandarer.

Var innkjgpsstrategi og rutiner for godkjenning og oppfelging av leverandgrer, er tydelig pa hvilke rutiner og
kontrolltiltak som er etablert for & sikre en baerekraftig innkjopspraksis. Rutinene er basert pd vare
aktsomhetsvurderinger, og retter seg spesielt mot leverandgrer av tekstiler. Stort sett alle anskaffelser folger felles
avtaler pa konsernniva, som er inngatt med leverandgrer som har gjennomgatt prosess for kvalifisering og
godkjenning. Dette forenkler og sikrer lokal innkjgpspraksis i avdelingene.
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1.B.3 Hvordan sikres det at relevante ansatte har tilstrekkelig kompetanse til a8 gjennomfgre arbeidet med
aktsomhetsvurderinger?

Ansatte med innkjgpsansvar eller annen beslutningsmyndighet med betydning for selskapets baerekraftige
forretningspraksis, skal gjennomgé saerskilt oppleering. Oppleringen skal sikre at den ansatte gjgres klar over den
praktiske betydningen policyer og retningslinjer har pa egen stilling, og hvilke rutiner som er etablert i
virksomheten for & folge opp arbeidet, herunder giennomgang av denne prosedyren.

Ansatte som skal jobbe med aktsomhetsvurderinger skal gjennomga seerskilt oppleering i dette. Oppleeringen
omfatter bl.a. eksternt kurs, herunder kurs i aktsomhetsvurderinger i regi av Etisk Handel Norge.
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1.C. Planer og ressurser

1.C.1 Hvordan er virksomhetens forpliktelser til a respektere mennesker, samfunn, dyr og miljo forankret i strategier
og handlingsplaner?

Nor Tekstil har utarbeidet en langsiktig strategi for beerekraftig forretningspraksis som gjelder frem til 2035.
Strategien bygger pa var Policy for baerekraftig forretningspraksis og beskriver tydelige strategiske satsninger
innenfor de prioriterte baerekraftsomraddene som er definert giennom aktsomhetsvurderinger og var dobbel
vesentlighetsanalyse. Strategien konkretiserer hvordan vi skal arbeide for a sikre ansvarlig, effektiv og
fremtidsrettet drift i hele verdikjeden.

Som grunnlag for strategien har Nor Tekstil identifisert fem vesentlige beerekraftstema som vil ha hgyest prioritet
i perioden frem mot 2035:

« Klimagassutslipp og klimapavirkning
« Forurensning

« Vannforbruk

« Sirkuleergkonomi

« Mennesker i verdikjeden

Disse temaene er valgt pa bakgrunn av bade selskapets pavirkning paA mennesker, samfunn, milje og klima, samt
hvordan eksterne forhold pavirker Nor Tekstil. De utgjor fundamentet for var strategiske retning og vare
overordnede tiltak.

Arlige mal og prioriterte aktiviteter fastsettes gijennom ledelsens gjennomgaelse. Strategien konkretiseres i
operative handlingsplaner for de ulike delene av organisasjonen, med SMARTE mal, tydelig ansvarsfordeling og
frister. Handlingsplanene skal fullt ut reflektere bade de vesentlige beerekraftstemaene og prioriterte risikoer
identifisert gijennom aktsomhetsvurderinger.

Nor Tekstil kommuniserer &pent om strategi, mal og framdrift, og resultater rapporteres arlig i
beerekraftsrapporten. Dette sikrer transparens, etterprgvbarhet og kontinuerlig forbedring i tr&d med selskapets
ansvar for beerekraftig forretningspraksis.

1.C.2 Hvordan fglges strategier og planer for baerekraftig forretningspraksis opp av ledelse og styre?

Styret i Nor Tekstil er ansvarlig for den strategiske virksomhetsstyringen av selskapet. Styret vedtar selskapets
strategi og giennomfgrer vedtak innen stgrre finansielle investeringer, policyer, saker vedrgrende kontroll og
revisjon, samt viktige driftsmessige beslutninger. Styret overvaker innsats og fremdrift relatert til var
beaerekraftsstrategi. ESG og beerekraft er integrert i styrearbeidet, og oppdatering pé vare beerekraftsmal og
fremdrift presenteres til styret pa arlig basis.

Arlig beerekraftsrapport vil ogsa beskrive mal, maloppnaelse og aktuelle aktiviteter for beerekraftsarbeidet.
Beerekraftsrapport publiserers arlig og er offentlig tilgjengelig pa vare nettsider.

Gjennom aret sikrer vi en kontinuerlig oppfelging av strategier og planer gjennom ledermgter og méanedlig
rapportering pa utvalgte KPIer. Rapporteringen omfatter bl.a. forbruk av innsatsfaktorer, utslipp og vesentlige
hendelser. Regelmessige aktiviteter relatert til beerekraftig forretningspraksis inngar i bAde sentralt og lokalt
arshjul med kvittering for utforelse.
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1.D Partnerskap og samarbeid med leverandgrer og forretningsforbindelser

1.D.1 Hvordan tydeliggjer virksomheten viktigheten av bzerekraftig forretningspraksis i mgte med leverandgrer og
forretningsforbindelser?

Nor Tekstil har utarbeidet retningslinjer for vare leverandgrer og samarbeidspartnere (Code of Conduct).
Retningslinjene er offentlig tilgjengelige p vére nettsider og kommuniseres til alle vare leverandgrer i henhold
til rutine for godkjenning og oppfelging av leverandgrer.

Lenke til offentlig tilgjengelige retningslinjer: https://nortekstil-ny.squarespace.com/s/Retningslinjer-for-
leverandrer-Nor-Tekstil-AS.pdf

Retningslinjene beskriver krav til egen virksomhet, krav til forhold i leverandgrkjeden og kravene i de 13
internasjonalt anerkjente prinsippene for baerekraftig forretningspraksis.

Nor Tekstil har ogsé utarbeidet generelle minimumskriterier for samarbeid med leverandgrer som inngar i
prosedyre for godkjenning og oppfelging av leverandgrer. Vare minimumskriterier vil veere avhengig av type
leveranse og opprinnelsesland for produkter, der seerlig risiko for brudd pa prinsippene for baerekraftig
forretningspraksis legges til grunn.

Oppfoelgingsrutiner mot leverandorer og leverandorkjede er tilpasset og forholdsmessig i forhold til
leverandgrens kommersielle verdi, leveransens kritikalitet og hvilken risiko for skade eller negativ pavirkning pa
mennesker, samfunn, miljg eller klima som er knyttet til produkt eller tjeneste, serlig med vekt pa
opprinnelsesland.

Basert pa kritikalitet og risiko, vil Nor Tekstil tydeliggjgre og folge opp baerekraftig forretningspraksis med
leverandgrene gjennom en rekke ulike aktiviteter og rutiner, som jevnlig leverandgrvurdering, revisjoner og
fabrikkbesgk, kontroll med sertifiseringer, gjennomgang av revisjonsrapporter, samarbeidsmegter og regelmessig
rapportering pa definerte omrader.

Krav til ansvarlighet og baerekraft skal veere forankret i samarbeidsavtale med vare leverandgrer, med tydelig
henvisning til vare retningslinjer.
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1.E Erfaringer og endringer

1.E.1 Hvilke erfaringer har virksomheten gjort seg om arbeidet med baerekraftig forretningspraksis i
rapporteringsaret, og hva har endret seg som et resultat av dette?

Nor Tekstil har i 2025 erfart at arbeidet med baerekraftig forretningspraksis krever tydeligere styring, bedre
struktur og sterkere forankring i hele organisasjonen. Dette har seerlig kommet frem gjennom arbeidet med
dobbel vesentlighetsanalyse og utviklingen av styrende dokumenter, som har vist behovet for mer systematiske
prosesser, klarere rollefordeling og bedre tilgjengelige retningslinjer. Som fglge av dette er rollen som fagsjef
beaerekraft styrket, og selskapet har forenklet og videreutviklet sin policy for beerekraftig forretningspraksis for &
gjore den mer operativ og anvendelig i organisasjonen.

Erfaringene fra leverandgrkjeden, spesielt gijennom revisjoner og risikovurderinger i Pakistan og India, har vist at
risikoen for lave lgnninger, manglende rettigheter og svake tilsynsordninger er hgyere enn tidligere kartlagt.
Dette har fort til at Nor Tekstil har gkt innsatsen innen aktsomhetsvurderinger, styrket dialogen med
leverandgrer og etablert nye krav til sporbarhet, dokumentasjon og sertifisering. Deltakelsen i Etisk Handel
Norges prosjekt om levelgnn og tettere sosial dialog med leveranderene representerer en konkret endring i méten
selskapet jobber med menneskerettigheter pa. Samtidig har sentraliseringen av tekstilinnkjgp bidratt til mer
forutsigbar produksjon hos leverandgrer og reduserte svingninger som kan gé utover arbeidsvilkar.

Nor Tekstil har erfart at arbeidet med fossilfri energi er mer utfordrende enn forventet, seerlig ved nye anlegg i
Alesund og Tromsg, hvor teknologi og infrastruktur ikke er tilstrekkelig utviklet. Dette har fort til at malene for
full fossilfri drift er justert. Pilotprosjektet med biogass i Rogaland har likevel gitt nyttige erfaringer for videre
satsing. Bedre klimaregnskap for 2025 har ogsa avdekket underrapportering tidligere, og gir na et mer ngyaktig
bilde av selskapets utslipp. Dette gir grunnlag for 4 prioritere tiltak og forberede mer presise klimamal.

Innen sirkuleergkonomi har Nor Tekstil erfart at bade reparasjon, redesign og materialgjenvinning er omrader
med stort potensial og positive ringvirkninger. Prosjekter som beerenett og prototyper av kokkejakker, samt
samarbeidet med redesignaktgrer og Norsk Tekstilgjenvinning, har gitt konkrete resultater og demonstrert at
avfall kan omdannes til ressurser. Deltakelsen pa Feebrikstad har samtidig vist at markedet gnsker slike Igsninger,
og Nor Tekstil har oppnadd bade gkt interesse og gkte mengder tekstiler sendt til materialgjenvinning. Dette har
bidratt til nye samarbeidsmuligheter, styrket omdgmme og en klarere retning for framtidig arbeid med ombruk
og redesign.

Vannforvaltning har vert et annet sentralt omrade for lzering. Hendelsen i Alesund, der krav om full rensing kom
etter at byggingen var igangsatt, har gjort det tydelig at kommunal kapasitet og regulatoriske forventninger kan
endre seg raskt og skape betydelig risiko. Dette har fort til at Nor Tekstil nd investerer mer i avansert teknologi for
vannrensing.

Forurensning og utslipp har ogsa gitt viktige erfaringer. En mindre utslippshendelse ved Valen understreket
behovet for ytterligere skjerping av rutiner, og selskapet har iverksatt forebyggende tiltak for & redusere risikoen
for gjentakelser. Samtidig viser arbeidet med prosesskontroll, kjemikalieoppfelging og service pa gassbrennere at
kombinasjonen av tekniske tiltak og kompetansebygging er ngdvendig for a sikre stabile og miljgmessig trygge
prosesser.

Innen menneskerettigheter i verdikjeden har Nor Tekstil oppn&dd en dypere innsikt, seerlig giennom mgter med
organisasjoner som AwazCDS i Pakistan. Dette har gitt en mer nyansert forstaelse av lokale forhold, inkludert
utfordringer knyttet til korrupsjon, kvinners rettigheter, manglende fagorganisering og risiko for utnyttelse.
Disse erfaringene har fgrt til en tydelig styrking av Nor Tekstils arbeid med sosial dialog, intern
kompetanseheving og prioritering av utvikling i leverandgrkjeden som en del av selskapets ansvarlige
forretningspraksis.
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Samlet sett har 2025 veert et ar hvor Nor Tekstil har fatt dypere innsikt i bde risikoer og muligheter i hele
verdikjeden, og erfaringene har resultert i mer presise mal, tydeligere styring, sterkere rutiner, bedre
datagrunnlag og mer effektive tiltak. Arbeidet med beaerekraftig forretningspraksis har blitt mer modent og
kunnskapsbasert, og endringene som er gjort legger grunnlag for hgyere kvalitet, bedre risikoavlastning og en
mer helhetlig og fremtidsrettet baerekraftstrategi.
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e Fastsette fokus for rapporten

Kartlegging av virksomhetens
pavirkning pa mennesker, dyr,
samfunn og miljg

Kartlegging handler om 4 identifisere virksomhetens risiko for, og faktiske
negative pavirkning/ skade, pA mennesker, dyr, samfunn og miljg, inkludert i
leverandgrkjeden og gjennom forretningsforbindelser. Det handler om 4 fgrst
danne seg et overordnet risikobilde, for s& a prioritere mest vesentlige
risikoomrader for grundigere kartlegging og handtering av funn. Hvordan
virksomheten er involvert i eventuell negativ pavirkning pd mennesker, dyr,
samfunn og miljg, er sentralt for & avgjore riktig respons og tiltak. Involvering
av interessenter, spesielt pavirkede parter, er sentralt i kartleggingsarbeidet, sa
vel som i tiltak for & hdndtere utfordringene pi en god méte.




2.A Kartlegging og prioritering

PRIORITERT NEGATIV PAVIRKNING/SKADE FOR MENNESKER, DYR, SAMFUNN 0G MILJ@

A prioritere en eller flere risikoomrdder pa bakgrunn av alvorlighetsgrad, betyr ikke at noen risiko er viktigere
enn andre, eller at virksomheter ikke gjor noen med annen risiko, men at det som har stgrst negativ pavirkning
prioriteres forst. Kartlegging og prioritering er en kontinuerlig prosess.

2.A.1 List opp prioritert risiko for potensiell og/ eller faktiske negative konsekvenser for mennesker, dyr, samfunn og
miljg.

Kina
Uanstendig lgnnsniva Lgnn India
Pakistan
Miljg
Utslipp .
Negativ pavirkning pa klim milj Drivh r Ll
gativ pav gpa a og miljg v L_lsgasse Pakistan
Energi
Vann
Tvangsarbeid i
Forekomst av tvangsarbeid eller barnearbeid 5 . India
Barnearbeid .
Pakistan

Nor Tekstil har pa bakgrunn av landrisiko, risiko knyttet til bransjen og var kunnskap om egen leveranderkjede,
gjort prioriteringer av risikoomrader som skal gjenspeile vare tiltak i leverandgrkjeden, der vi mener vi kan gjore
en forskjell og har stgrst pavirkningskraft. Risikovurderingen underbygges ogsa av giennomfart dobbel
vesentlighetsanalyse, med vesentlige beerekraftstema innenfor mennesker, samfunn, miljg og klima.

Etter en grundig vurdering har vi valgt & justere noen av de prioriterte omradene. Dette gjor vi fordi enkelte
negative konsekvenser vurderes som mer alvorlige enn tidligere antatt, og fordi vi ser at vi har stgrre
pavirkningskraft pa bestemte omrader. Samtidig gnsker vi & spisse prioriteringene slik at innsatsen var kan rettes
mer malrettet mot forbedringstiltak som gir storst effekt.

Uanstendig lennsnivi og manglende reell tilgang til fagforeninger er faktiske negative funn som har kommet
fram gjennom leverandgrrevisjoner. Selv om de aktuelle leverandgrene har arbeidstakerrad eller komiteer som i
noen grad dpner for dialog mellom arbeidere og ledelse, vurderer vi at disse strukturene forelgpig ikke gir reelle
forhandlingsmuligheter. Vi velger derfor 4 prioritere arbeidet med levelgnn, fordi dette er et omrade der vi har
stgrre pavirkningskraft, og fordi styrking av kollektive forhandlinger uansett inngar som en naturlig del av
levelgnnsarbeidet. P4 denne maten kan vi bidra mer malrettet til konkrete forbedringer i lennsforholdene
samtidig som vi indirekte styrker grunnlaget for kollektive prosesser over tid.
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BEGRUNNELSE FOR HVORFOR DISSE UTFORDRINGENE ER PRIORITERT SOM MEST VESENTLIGE FOR
MENNESKER, DYR, SAMFUNN OG MILJ@

2.A.2 Beskriv: a) virksomhetens rutiner for kartlegging og identifisering av risiko og hvordan den riskoen ble
identifisert og prioritert b) eventuelle deler av virksomheten som ikke er dekket i kartleggingen (produktgrupper, egne
produkter, avdelinger eller lignende) og hvorfor c) hvordan informasjon ble hentet inn, hvilke kilder som er benyttet og
hvilke interessenter som er involvert d) om det er identifisert omrader hvor det er manglende informasjon for a
vurdere risiko og hvordan dere vil ga frem for a fa mer informasjon om dette.

Styring av risiko og muligheter er et sentralt element i selskapets styringssystem, med egen prosedyre for styring
av risiko og muligheter. Nor Tekstil har ogsa utarbeidet egen risikomatrise og oversikt over aktuelle risikoforhold
i selskapets kontekst, der risikovurdering for forhold innenfor helse, miljg, sikkerhet og kvalitet fglger egen
prosedyre for risikovurdering.

Nar det gjelder kartlegging og prioritering av risiko i leverandgrkjeden, har Nor Tekstil benyttet
risikokartleggingsverktgy utviklet av Etisk Handel Norge (EHN). Kartleggingsskjema tar utgangspunkt i fplgende
3 trinn:

1. Kartlegging og prioritering av risiko pd overordnet niva (risiko knyttet til land)
2. Analysere og identifisere vesentlig risiko basert pa produkt og produktfremstilling
3. Risikoreduserende tiltak

Kartleggingsverktgyet fra EHN baserer seg pé flere internasjonalt anerkjente kilder for risiko for
menneskerettigheter og arbeidstakerrettigheter i de relevante landene. Kilder er blant annet ITUC Global Rights
Index, Freedom House Index, Global Slavery Index, UNICEF, Human Development Index, Gender Equality
Index, Wage Indicator mm.

Nor Tekstil har valgt en forenklet utfylling av skjema, og har valgt & utdype og forklare risikovurderingen i eget
tilleggsdokument.

Tilleggsdokumentet redegjor for fplgende:

o Virksomhetens rutiner for kartlegging og identifisering av risiko

o Aktuelle leverandgrer og leverandgrkjede som risikovurderingen omfatter, herunder begrunnelse for utvelgelse
o Generell risiko knyttet til land som inngér i leveranderkjeden

o Spesifikk risiko knyttet til fremstilling og hdndtering av ravare og produkter som risikokartleggingen omfatter

o Prioritert risiko for negativ pavirkning/skade for mennesker, samfunn og miljg pa bakgrunn av
risikovurderingen

o Eksisterende og etablerte risiko reduserende tiltak

o Handlingsplan med mélsetninger og konkrete tiltak

Nor Tekstil har i sin risikokartlegging valgt & prioritere omradet tekstilinnkjgp. Tekstilinnkjgpene utgjgr om lag
50% av selskapets totale vareanskaffelse, der hoveddelen av tekstilproduktene og tilhgrende ravarer produseres i
land utenfor Schengen, primeert i Asia. Risiko for brudd pa de 13 prinsippene for baerekraftig forretningspraksis
vurderes som hgyere i de aktuelle produsentlandene, der vi har kartlagt ca. 93% av forsteledd i leveranderkjeden
for de samlede tekstilinnkjgpene.

Nor Tekstil er kjent med at det ogsa knytter seg risiko til gvrige innkjgp av varer og tjenester, men her handler vi i
stor grad fra anerkjente leverandgrer som vi har grunn til 4 tro at har ngdvendige rutiner og systemer pa plass for
& hindtere risiko. Mange av varene har ogsa sin opprinnelse innenfor Schengen, og de fleste tjenester foregar i
Norge iht. gjeldende lovverk. Nor Tekstil vil likevel inkludere kartlegging av flere innkjgpsomrader kommende &r,
og seerlig se neermere pa risiko i leverandgrkjede for fremstilling av teknisk utstyr til vare vaskerier.

Tekstilproduksjon er en bransje som har et seerlig fokus i media, der det giennom mange ir er rapportert om en
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rekke kritikkverdige forhold og sveert alvorlige enkeltepisoder som f.eks bygningskollaps med store tap av
menneskeliv. Spennvidden er likevel sveert stor fra de mest userigse og skandalepregede produsentene pa den
ene siden, til de helprofesjonelle og moderne industribedriftene pa den andre siden i tekstilbransjen i Asia. Nor
Tekstil har et seerlig fokus pa 4 handle tekstiler fra produsenter kategorisert som sistnevnte, og har gjennom valg
av leverandgr og produsent ivaretatt en viss trygghet gjennom en rekke etablerte risikoreduserende tiltak.

Hoyest risiko finner vi i land i Asia. Vi har pa bakgrunn av landrisiko, innkjgpsomfang og pavirkningskraft
vurdert at Pakistan, India og Kina har hgyest risiko for Nor Tekstil. Risiko er hgy innenfor de fleste omréder, men
hoyest for omrédet «Rett til organisering og tariffavtaler (CBA and FoA)». Vare leverandgrer opplyser om at
risikobildet fra Pakistan og India er kjent, men at forholdene kontrolleres grundig hos deres
forsteleddsprodusenter, seerlig gijennom produsentsertifiseringer som SA8000, BSCI og Sedex. Bakover i
leverandgrkjeden er det imidlertid mer usikkert hvor godt disse forholdene er kontrollert og hvordan de faktisk
er. Mangel pa kunnskap er derfor sentralt i vare vurderinger og prioriteringer av risiko.

Interessenter har veert involvert i risikovurderingene gjennom dialog og informasjonsinnhenting fra flere
relevante kilder. Justerte land- og forsyningskjedeleddrisikoer er oppdatert i trdd med viderefgrt informasjon fra
tekstilleverandgrer og ikke-statlige organisasjoner i forbindelse med fabrikkbesgk, samt innspill fra kunder og
bransjerelaterte NGO-rapporter. Denne kombinasjonen av Kilder bidrar til et mer oppdatert og nyansert
risikobilde av faktiske og potensielle utfordringer i var leverandgrkjede.

ANNEN NEGATIV PAVIRKNING/SKADE

2.A.3 Beskriv annen risiko for negativ pavirkning/skade pa mennesker, dyr, samfunn og miljg som ble identifisert men
ikke prioritert, og hvordan disse er handtert

Nor Tekstil gnsker ogsa 4 gke andelen kvinner i produksjon av tekstiler. Tradisjonelt jobber kvinner pa
bomullsmarkene under krevende arbeidsforhold og dérligere lgnnsbetingelser, mens menn arbeider i produksjon
og tilvirkning. Det arbeides med & gke andelen kvinner hos vire produsenter, og samtidig sikre at kvinner blir
ivaretatt med hensyn til risiko for diskriminering. Nor TeKkstil skal iht. retningslinjer for vare leveranderer, stille
krav til at det ikke forekomme diskriminering nar det gjelder ansettelse, avlenning, oppleering, forfremmelse,
oppsigelse eller pensjonering basert pa kjgnn. I tillegg skal vi kreve at det skal etableres vern mot seksuelt
patrengende, truende, forneermende eller utnyttende adferd, og mot diskriminering eller oppsigelse pa usaklig
grunnlag, f. eks ekteskap, graviditet, foreldrestand eller status som HIV-smittet.
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e Handtering av prioritert pavirkning

Stanse, forebygge eller redusere
negativ pavirkning

Stanse, forebygge eller redusere handler om & hadndtere funn fra kartleggingen
pa en god méte. Virksomhetens mest vesentlige negative pavirkning pa
mennesker, dyr, samfunn og miljp prioriteres farst. Dette betyr ikke at annen
risiko er uvesentlig eller at det ikke handteres. Hvordan virksomheten er
involvert, er sentralt for & treffe riktige tiltak. Faktisk negativ pavirkning/skade
som virksomheten forarsaker eller bidrar til mé stanses, forebygges og
reduseres. Virksomheter som er direkte forbundet med negativ pavirkning mé
bruke sin innflytelse til & fa forretningsforbindelser (f.eks. leveranderer) til &
stanse, forebygge og redusere dette. Dette innebeerer 4 utvikle og iverksettes
planer og rutiner for 4 hdndtere risiko, og kan kreve endringer i egne policyer
og styringssystemer. Virksomheters vellykkede hindtering av negativ
pévirkning pd mennesker, dyr samfunn og miljg er et avgjgrende bidrag til FNs
beaerekraftsmal.
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3.A.1 Beskriv mal og status for de tiltakene virksomheten har iverksatt for a redusere prioritert risiko

Uanstendig lgnnsniva

Overordnet mal : Nor Tekstil jobbe for 4 tette gapet mellom minimumslgnn og levelgnn.

Status : Pagar

Vi skal kartlegge lgnnsforhold i leverandgrkjeden og gapet mellom
minimumslgnn og levelgnn i utvalgte omrader. Arbeidet vil konsentreres om

Mal i rapporteringsaret : leverandgrer der vi har tilstrekkelig pavirkningskraft til 4 bidra til reelle
forbedringer. Vi gnsker ogsa & utprgve tiltak som gjennom arbeidsgruppen blir
sett pa som beste praksis.

Beskriv iverksatte eller planlagte tiltak :

I samarbeid med Etisk Handel Norge er vi deltaker av deres arbeidsgruppe pa levelgnn. Gjennom prosjektet
gnsker vi & kartlegge lgnnsniva, giennomfgre dialog med leverandgrer og utprgve tiltak, slik at arbeidere i
vare leverandgrkjeder skal fa en lgnn som dekker deres grunnleggende behov. Hensikten er & redusere
fattigdom og styrke rettigheter gjennom samarbeid mellom Etisk Handel Norges medlemsbedrifter. Vi vil i
forste omgang gjennomfare et pilotprosjekt som kartlegger lgnnsgapet hos en av vare leverandgrer i
Pakistan. Formalet er & f et presist bilde av forskjellen mellom faktisk lgnn og levelgnn, og samtidig utvikle
en metodikk som kan brukes videre i oppfglgingen av andre leverandgrer.

I april 2025 besgkte vi Wamzak Corporation i Faisalabad, Pakistan. Revisjonen fokuserte pa sosialt ansvar og
det kom frem at lgnnen utbetales kontant og er i henhold til lovfestet minstelgnn. Minstelgnn er ment &
dekke grunnleggende behov, men ligger i praksis langt under det som regnes som levelgnn - en lgnn som skal
gi rom for mat, bolig, helse, utdanning og sparing. Ifglge internasjonale beregninger og Fair Labor
Association er gapet betydelig, og inflasjon har forverret situasjonen. Mgnsteret er likt i store deler av Asia,
inkludert Bangladesh, India, Kambodsja, Kina og Vietnam. For & bedre forholdene har Wamzak etablert
stiftelsen Wamzak Better World, som tilbyr helsehjelp, matutdeling og stotte ved behov. Produsenten har
ogsa en demokratisk valgt arbeidstakerkomité som fungerer som kontaktledd mellom ansatte og ledelse.

Nor Tekstil besgkte ogsa Islamabad, hvor vi mgtte Awaz Foundation Pakistan: Centre for Development
Services, en pakistansk ikke-statlig organisasjon som arbeider for et demokratisk, fredelig og inkluderende
samfunn. De fokuserer pa marginaliserte grupper som kvinner og ungdom, og arbeider for a styrke deres
okonomiske muligheter og politiske innflytelse. Her fikk vi mer overordnet innsyn i problematikken rundt
lgnn i Pakistan.

Swedwatch-rapporten Public Money, Private Harm avdekker alvorlige og systematiske utfordringer i
pakistansk tekstilindustri, blant annet knyttet til bruk av kontraktgrer, tredjepartsutbetaling av lgnn, svake
arbeidstakerrettigheter, korrupsjon og manglende samsvar mellom sertifiseringer og faktiske arbeidsforhold.
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Rapporten peker ogsd pa kjgnnsbaserte utfordringer som diskriminering, trakassering og lavere lgnn for
kvinner. Selv om Nor Tekstils produsenter ikke er omtalt, er funnene relevante ettersom selskapet leverer til
en sektor som er avhengig av leverandgrkjeder fra hgyrisikoland. Rapporten gir derfor viktig innsikt for Nor
Tekstils aktsomhetsarbeid og understreker behovet for grundige vurderinger, tett leverandgrdialog og fokus
pa arbeidsforhold i hele verdikjeden.

Beskriv faktiske eller forventede resultater av tiltaket, samt mal og aktiviteter for kommende rapporteringsar :

Konkrete tiltak og forventede resultater vil tydeliggjgres etter hvert som vi arbeider oss gjennom
arbeidsgruppen for levelgnn og far mer innsikt, erfaringsdeling og veiledning i prosessen. Risikoer som ble
identifisert men ikke prioritert i forrige rapporteringsperiode av var aktsomhetsvurdering, vil veere
prioriterte omrader i det kommende rapporteringsaret.

Det er beste praksis innen levelgnnsarbeid & styrke arbeidernes muligheter for kollektive forhandlinger
gjennom leverandgrkjeden. Vi vet ogsa fra revisjoner at fagforeninger ofte er organisert pa andre mater enn
det vi kjenner fra Norge, og at formelle strukturer for representasjon kan vaere begrenset. Nor Tekstil vil
derfor arbeide for & pavirke produsentene vi Kjgper tekstiler fra til & legge til rette for etablering av
representative utvalg. Slik kan vi bidra til & styrke arbeidernes kollektive forhandlingsmuligheter og stotte
varige forbedringer i lgnns- og arbeidsvilkar. Dette vil veere et tema vi folger opp systematisk i vare sosiale
revisjoner hos leverandgrene.

Vi gnsker ogsa & utforske hvordan vi, giennom samarbeid med lokale NGOer og andre relevante aktgrer, kan
bidra til a styrke arbeidernes reelle mulighet til dialog og forhandling. Mélet er & legge til rette for tryggere,
mer inkluderende og mer rettferdige prosesser som kan gi varige forbedringer i lgnns- og arbeidsvilkar. Vi
skal derfor ssmmen med vare leverandgrer gd i dialog med organisasjoner som opererer i Pakistan (NGOer)
og drofte mekanismer som kan bidra til & tette gapet mellom minimumslgnn og levelgnn hos produsentene
og beslutte egen handlingsplan for videre arbeid med dette.
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Negativ pavirkning pa klima og milje

Nor Tekstil skal bidra til 4 redusere negativ pavirkning pa klima og miljg hos vare

Overordnet mal : . . i1 .
produsenter i forbindelse med fremstilling av tekstiler.

Status : Péagar

Vi skal undersgke hvilken faktisk og potensiell negativ pavirkning eller skade som
Mal i rapporteringsaret : forekommer i fremstilling av tekstiler, og undersgke hvilke mekanismer giennom
bl.a. sertifiseringsordninger som bidrar til & redusere risiko for disse.

Beskriv iverksatte eller planlagte tiltak :

Vi har valgt ut tre sertifiseringsordninger for tekstiler som alle stiller krav som bidrar til 4 redusere negativ
pévirkning eller skade pa klima og miljg. Dette er EU Ecolabel, Svanemerket og OekoTex STeP Made in
Green. I tillegg har vi vektlagt Better Cotton som tiltak for & redusere negativ miljgpavirkning i
bomullsproduksjon. Vi har kartlagt vare tekstilinnkjgp og i hvilken grad disse er sertifisert i dag, og videre
kartlagt status for pdgdende sertifiseringsprosesser hos vare produsenter. Vi har gjennom utarbeidelse av
klimaregnskap innhentet opplysninger om klimagassutslipp i forbindelse med fremstilling av tekstiler.

Pa bakgrunn av kartleggingen, vil vi samarbeide tettere med vare tekstilleverandgrer om fglgende tiltak:
- Samarbeid om vann- og energireduksjon i tekstilproduksjonen

- Krav om gkt bruk av fornybare energikilder i tekstilproduksjon

- Reduksjon av fiberrelatert miljgpavirkning gjennom materialvalg

- Krav om forbedrede prosesskjemikalier og utfasing av risikostoffer

- Arbeid for redusert avfall og gkt sirkularitet i produksjon

- Tiltak for & redusere miljgbelastning fra transport i leverandgrkjeden

Beskriv faktiske eller forventede resultater av tiltaket, samt mal og aktiviteter for kommende rapporteringsar :

Vi skal bidra til & gke andelen sertifiserte tekstiler og samarbeide med vare leverandgrer om incentiver som
kan bidra til & fa fremdrift i sertifiseringsprosessene. Vi overvaker andelen sertifiserte tekstiler i egen
indikator. Vi vil i 2026 jobbe videre med kartlegging av utslipp pa produktniva, med oppfordring til vare
produsenter om a utarbeide produktdeklarasjoner med utslippsdata.

Tiltakene som retter seg mot reduksjon av vann- og energiforbruk hos tekstilprodusentene forventes a gi
merkbare klima- og milj@gevinster ved at produksjonen blir mindre ressurskrevende og mindre belastende
for lokalsamfunnene i produsentland. En strammere oppfglging av vannforbruk, introduksjon av rense- og
gjenbruksteknologi, og mer systematiske krav til energieffektivitet og fornybar energi vil kunne redusere
bade direkte utslipp, belastningen pa lokale vannsystemer og risikoen knyttet til vannmangel. Arbeid med
fiber- og materialvalg vil samtidig redusere miljgpavirkning i rdvareleddet ved at tekstilene far lengre levetid,
lavere utslippsintensitet og bedre forutsetninger for gjenvinning. I sum vil disse tiltakene ikke bare redusere
miljpavtrykket, men ogsé skape mer stabile og robuste leverandgrkjeder med lavere risiko for negativ
pavirkning knyttet til Klimaendringer, ressursknapphet og regulatoriske krav.
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Forekomst av tvangsarbeid eller barnearbeid

Nor Tekstil skal sikre at tvangsarbeid og barnearbeid ikke forekommer i noen del
av vare verdikjeder.

Péagar

Vi skal samarbeide tett med vére leverandarer for & kartlegge forsyningskjeden s&
langt det lar seg gjgre. Risikoer som ble identifisert men ikke prioritert i forrige
rapporteringsperiode av var aktsomhetsvurdering, vil dermed veere prioriterte
omrader i det kommende rapporteringséret.

Sporbarhet i forbindelse med Kjop og salg i bomullsmarkedet er sveert
utfordrende. Vare leverandgrer er gerlige pa at det er neermest umulig & spore
bomullen i et ferdigprodukt tilbake til bonden som dyrket den. Men man vet som
oftest i hvilken region bomullen er dyrket, og kan dermed si noe om
risikoforholdene pa regionsniva. Nor Tekstil vil jobbe tettere med sine
tekstilleverandgrer for 4 sikre bedre sporbarhet i rdvarefremstillingen, og bidra til
& redusere risiko gjennom bl.a. 4 stille krav til sertifisert bomullsproduksjon,
herunder BCI (Better Cotton Initiative).

Fare for utnyttelse av sarbare og marginaliserte grupper er et omrade som vi har
spesielt fokus pa i samarbeid med vare leverandgrer. Nor Tekstil er Kjent med
situasjonen for uyghurbefolkningen og andre muslimske og tyrkiske
minoritetssamfunn i Xinjiang Uyghur Autonomous Region (XUAR) og andre
steder i Kina. Tvangsarbeid og alvorlige brudd pa menneskerettighetene er
knyttet til produksjon av blant annet bomull, og Nor Tekstil vil derfor jobbe med &
identifisere opprinnelsen til bomull som benyttes i vare tekstiler gjennom videre
kartlegging av leverandgrkjeden. Selv om situasjonen har fatt mindre
medieoppmerksomhet den siste tiden, og flere av leirene formelt er avviklet, viser
uavhengige rapporter at menneskerettighetsbruddene i regionen fortsetter, men i
mer tilslgrte former. Forskning og FN-rapporter peker pé at praksisene i gkende
grad er blitt ‘normalisert’, blant annet ved at tidligere internerte overfares til
fengsler uten rettssak eller dom, ofte for lovlige handlinger og med
uforholdsmessig lange straffer. Denne utviklingen gjor det stadig vanskeligere &
avdekke faktiske forhold og vurdere risiko knyttet til tvangsarbeid og andre
alvorlige brudd. Nor Tekstil vil kreve at alle vare produsenter unngar produksjon i
XUAR og andre steder i Kina, s& lenge det ikke er mulig & sjekke om det brukes
tvangsarbeid.

Beskriv iverksatte eller planlagte tiltak :

Den kartlagte forsyningskjeden skal risikovurderes for forekomst av tvangsarbeid og barnearbeid, blant
annet ved a kontrollere offentlige lister over leverandgrer med virksomhet i XUAR, undersgke om
leverandgrene bruker rekrutteringsprogrammer for a frakte uighur arbeidskraft til andre steder i Kina, samt
gjiennomga funn i revisjonsrapporter som avdekker forhold som gjgr arbeidstakere sirbare for tvangsarbeid
og/eller barnearbeid. Der hvor det er hgy sannsynlighet for tvangsarbeid og barnearbeid vil vi vurdere & jobbe
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3.B Andre tiltak for & handtere risko for negativ pavirkning/skade

3.B.1 Reduksjon av natur- og miljgpavirkning

Nor Tekstil har som visjon & veere best i verden pa innovativ og baerekraftig tekstilservice, og berekraft er
integrert i hele virksomheten. Dette innebeerer at vi skal redusere var pavirkning pa natur og miljg giennom
energieffektive lgsninger, avansert renseteknologi, sirkuleere forretningsmodeller og kontinuerlig forbedring av
prosesser og teknologi.

For & levere baerekraftige vaskeritjenester arbeider vi mélrettet for 4 bruke samfunnets ressurser mest mulig
effektivt. Vi reduserer vart miljgfotavtrykk gjennom lavere forbruk av vann og energi, teknologier for vann- og
varmegjenvinning, overgang til biogass og elektrifisering av transport, samt strenge krav til kjemikalier og
utslipp. Vare vaskerianlegg er blant landets mest moderne, og kombinerer automatisering, digital prosesskontroll
og omfattende rensesystemer for & sikre bade kvalitet og redusert miljgbelastning. Over 97 prosent av
produksjonsvolumet vart kommer fra Svanemerkede vaskerier, noe som setter hgye krav til kjemikaliebruk,
energi, transport og prosesskvalitet.

Valg av sertifiserte tekstiler er en viktig del av var pavirkning i verdikjeden. I 2025 var om lag 74 prosent av alle
innkjgpte tekstiler sertifisert med Svanemerket, EU Ecolabel eller Oeko-Tex STeP Made in Green, og vi arbeider
videre for at en enda stgrre andel av innkjgpene skal veere sertifiserte. Slike valg reduserer miljgbelastningen i
produksjon, styrker sporbarheten og sikrer at rdvarer og produksjonsmetoder oppfyller krav til
menneskerettigheter, helse og miljg.

Det viktigste miljgtiltaket vi kan gjgre er likevel & maksimere levetiden pé tekstilene. Lang levetid reduserer
behovet for ny rivareproduksjon, minimerer avfall og senker klimaavtrykket betydelig. For 4 oppna dette
kombinerer vi hgykvalitets tekstiler med skinsomme og optimaliserte vaskeprosesser, avansert prosesskontroll
og tett samarbeid med leveranderene vare. Vare reparasjonsteam utfgrer tusenvis av reparasjoner hvert ar, noe
som bidrar betydelig til 4 forlenge tekstilenes livssyklus. I tillegg benytter vi teknologier som RFID-merking og
automatiserte skaplgsninger for arbeidstgy, som gir full sporbarhet og reduserer svinn gjennom bedre utnyttelse
av tekstiler.

Fremmedlegemer i tgy er en kilde til bAde svinn og risiko. For & redusere skader pa tekstiler, maskiner og ansatte
har vi installert ny rgntgenteknologi ved flere av vire anlegg. Denne teknologien oppdager gjenstander som
penner, kniver og verktgy for vask, og gjgr det mulig a sortere ut plagg som kan gi skade. Samtidig arbeider vi tett
med kundene vare for & styrke rutiner, adferdsendringer og bevissthet rundt hindtering av arbeidstey og
tekstiler.

Nar tekstiler til slutt ikke kan brukes videre, sgrger vi for at de hadndteres ansvarlig og sendes til
materialgjenvinning. I 2025 leverte vi gjennom avtalen med Norsk Gjenvinning ca. 140 tonn kasserte tekstiler til
Norsk Tekstilgjenvinning (NTG), Norges farste storskala anlegg for mekanisk fiberresirkulering. Her blir fibrene
gjenvunnet uten bruk av vann eller kjemikalier og kan brukes som révare i nye produkter. Dette markerer en
viktig overgang til norske og mer sirkuleere lgsninger, og bidrar til & redusere behovet for jomfruelige ravarer.
Tidligere samarbeid med aktgrer som Rester og S0dra er na supplert med nye partnerskap i Norge, som styrker
var evne til & skape lukkede kretslgp for tekstiler.
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3.B.2 Reduksjon av klimagassutslipp

Nor Tekstil har forpliktet seg til vitenskapsbaserte klimamal gjennom Science Based Targets initiative (SBTi), der
selskapet skal sette mal for utslippskutt frem til 2030 i trdd med Parisavtalen. Arbeidet med malsettingene pagar,
og endelige mal vil bli sendt inn for validering. I forbindelse med forpliktelsen og skjerpede krav til
beerekraftsrapportering har Nor Tekstil etablert et fullverdig klimaregnskap etter GHG-protokollen, som ble
introdusert i 2024 og oppdatert med nye og mer fullstendige tall i 2025. Dette klimaregnskapet omfatter utslipp i
Scope 1, 2 og 3 og presenteres i sin helhet i selskapets arlige beerekraftsrapport.

Ved utgangen av 2025 benytter Nor Tekstils driftsanlegg fortsatt fossile brensler som LNG, LPG og fyringsolje som
primeere energikilder i produksjonsprosessene. Erfaringene gjennom aret viser at overgangen til fossilfrie
alternativer er mer krevende enn forventet, badde pa grunn av teknologisk umodenhet og begrenset
tilgjengelighet i markedet. Et viktig leeringspunkt kom gjennom pilotprosjektet i Rogaland, der rundt 3GWh
naturgass ble erstattet med biogass. Tiltaket ga et betydelig utslippskutt pa om lag 600 tonn CO2z, men avdekket
samtidig at biogassleveranser er sesongavhengige og ikke tilgjengelige i stabilt volum gjennom hele iret. Dette
viser at biogass kan veaere et nyttig supplement, men forelgpig ikke en fullverdig lgsning.

Erfaringene samlet understreker at energiomstillingen krever grundige vurderinger, fleksibilitet og langsiktighet.
Nor Tekstil prioriterer derfor effektiviseringstiltak, utslippsreduksjoner og forbedringer i eksisterende prosesser,
samtidig som selskapet fortsetter & utvikle og vurdere fremtidige fossilfrie lasninger i takt med
teknologiutviklingen.

Parallelt jobber Nor Tekstil mélrettet med miljgsertifisering og sirkuleere lgsninger som en del av selskapets
strategi for utslippskutt. Svanemerket stir sentralt i dette arbeidet og setter strenge krav til energiforbruk,
kjemikaliebruk, vannforbruk og transport. I 2025 kom 97,1 prosent av Nor Tekstils totale produksjonsvolum fra
Svanemerkede vaskerier. 16 av 25 vaskerianlegg var sertifisert ved utgangen av aret, og det pagar nye
svanemerkingsprosesser ved flere avdelinger, inkludert Alta, Kirkenes, Hammerfest og det nye anlegget i Mgre og
Romsdal. Svanemerkets krav blir stadig skjerpet og bidrar til kontinuerlig forbedring og reduksjon av
miljgpavirkning.

Tiltak for & forlenge levetiden pi tekstiler er blant Nor Tekstils viktigste bidrag til reduserte klimagassutslipp.
Lang levetid reduserer behovet for nye tekstilinnkjep og minimerer utslipp fra produksjon, transport og
avfallshandtering. Reparasjonsteam pé tvers av flere anlegg, kombinasjonen av tekstildesign for robusthet,
chipmerking for sporbarhet og omfattende prosesskontroll sikrer at tekstilene brukes s& lenge som mulig. Dette
bidrar direkte bade til lavere ressursbruk og redusert klima- og miljgbelastning.

Nor Tekstil stiller strenge krav til miljgmerkede og ansvarlig produserte tekstiler. I 2025 var 73,5 prosent av alle
tekstilinnkjgp sertifisert med Svanemerket, EU Ecolabel eller Oeko-Tex STeP Made in Green. Flere av selskapets
leverandgrer har ogsa tatt i bruk fornybar energi, som solceller pa fabrikkbygg, og innfgrt energisparingstiltak
som reduserer deres egne klimagassutslipp. Kombinasjonen av ansvarlig innkjgp, solide sertifiseringskrav og tett
oppfelging av leverandgrkjeder bidrar til & redusere tekstilenes miljgavtrykk i produksjonsfasen.
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3.B.3 Tilpasning av egen innkjgpspraksis

I rapporteringsaret 2025 har Nor Tekstil videreutviklet sin innkjgpspraksis giennom bade nye systemetr,
tydeligere kriterier og mer systematisk oppfelging av leveranderkjeden. Et sentralt tiltak har veert innfgringen av
et nytt digitalt innkjgpssystem, som na er fullt implementert og gir bedre styring, kvalitet og etterlevelse av
innkjgpsrutiner. Systemet bidrar til at manuelle prosesser fases ut, sikrer at innkjgp foretas fra forhidndsgodkjente
leverandgrer og produkter, og gir bedre datagrunnlag for vurdering av ansvarlighet, sporbarhet og baerekraft.
Dette styrker Nor Tekstils evne til 4 giennomfgre ansvarlige anskaffelser i trad med bade Apenhetsloven og egne
retningslinjer.

Nor Tekstil har ogsé styrket kontrollen med leverandgrkjeden ved & skjerpe krav til leverandgrer og ved a
gjiennomfgre prioriterte leverandgrrevisjoner, spesielt i land med hay risiko. Risikokartleggingen som ble
giennomfart i 2025 viser at produsentland som Pakistan og India har forhgyet risiko knyttet til arbeidsvilkér, lgnn
og organisasjonsfrihet. Som respons har Nor Tekstil prioritert samarbeid med leverandgrer som har bedre
kontroll over flere ledd i produksjonen, herunder spinning, veving og sem, for 4 sikre bedre oversikt og
sporbarhet i verdikjeden. Den sentraliserte innkjgpsmodellen, med ett felles sentrallager som planlegger og
koordinerer innkjop for hele virksomheten, har samtidig gjort det mulig a sikre stgrre og mer forutsigbare
bestillinger. Dette reduserer presset i leverandgrkjeden, sikrer mer stabile produksjonsforhold og bidrar til at
produksjonen kan gjennomfgres uten hasteordre, overtid eller ungdvendig transport.

Som en del av den strategiske utviklingen av innkjgpsarbeidet samarbeider Nor Tekstil na tett med et begrenset
antall nordiske agenter som igjen samarbeider med et fatall prioriterte produsenter. Langsiktighet, kontinuitet og
gjensidig utvikling er baerende prinsipper i disse partnerskapene, og bidrar til bAde hgyere kvalitet, bedre
etterlevelse av krav og styrket sosial beerekraft. Dette gjor det mulig & folge leverandgrer neermere opp, sikre
etterlevelse av Nor Tekstils Code of Conduct og giennomfgre mer mélrettede dialoger og revisjoner.

3.B.4 Valg av produkter og sertifiseringer

Nor Tekstil stiller tydelige krav til at tekstilproduksjonen skal skje pa en ansvarlig mate, og vare leverandgrer ma
derfor oppfylle krav til etisk og baerekraftig drift. Dette innebeerer at produsenter ma kunne dokumentere at de
felger internasjonalt anerkjente sosiale standarder som SA8000, Sedex (SMETA) eller BSCI, eller tilsvarende
ordninger som dekker arbeidstakerrettigheter, HMS, organisasjonsfrihet, lonn, arbeidstid og ikke-
diskriminering. Disse kravene er forankret i vire retningslinjer for leverandgrer, og sammen med vare egne
aktsomhetsvurderinger og prioriterte leverandgrrevisjoner utgjor dette en viktig del av hvordan vi sikrer
ansvarlige arbeidsforhold i hele leverandgrkjeden.

Vi kjgper i hovedsak tekstiler som er sertifisert med anerkjente miljg- og produktstandarder. I 2025 var 73,5
prosent av alle tekstilinnkjop sertifisert med Svanemerket, EU Ecolabel eller Oeko-Tex STeP Made in Green, og vi
arbeider videre for & ke denne andelen. Sertifiserte tekstiler med hgy ytelse og lang levetid er et av vare viktigste
virkemidler for & redusere miljgbelastningen, siden lang levetid farer til feerre innkjgp, lavere forbruk av ravarer
og redusert utslipp i hele verdikjeden.

Vi har et tydelig kvalitetsfokus i innkjgpene vare, og velger tekstiler med dokumentert slitestyrke og fiberkvalitet
som gir flest mulig vaskesykluser far plaggene mé tas ut av omlgp. Valg av tekstilfiber og fiberkomposisjon har
derfor stor betydning. I tillegg til tradisjonelle materialer som bomull og polyester, prioriterer vi i gkende grad
tekstiler med lavere miljgavtrykk i produksjonsfasen. Disse materialene er bedre egnet for industriell vask, har
mindre slitasje over tid og bidrar til et lavere samlet fotavtrykk giennom hele livslgpet.

Indikator
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Andel innkjgpte produkter med assosiert risiko som har baerekraftssertifisering

73.5% 711.7% 712.1%

2025 2024 2023
Andel sertifiserte tekstilinnkjgp via Nor Tekstil sitt sentrallager

3.B.5 Stotte aktivt opp om fri fagorganisering og kollektive forhandlinger, eller der lovverket ikke tillater dette, stgtte
aktivt opp om andre former for demokratisk valgt arbeiderrepresentasjon

Nor Tekstil skal styrke sitt arbeid med & fremme arbeidstakerrettigheter i leverandgrkjeden, og seerlig sikre at
ansatte hos vare produsenter har mulighet til fri fagorganisering, kollektive forhandlinger eller andre former for
demokratisk valgt representasjon der dette er begrenset av lovverk eller praksis. Risikovurderingene gjennomfegrt
12025 viser at bade Pakistan og India har betydelig risiko knyttet til manglende organisasjonsfrihet, uformelle
ansettelsesstrukturer og svak hdndheving av arbeidstakerrettigheter. Dette gjgr temaet til en av vire hgyest
prioriterte omrader ogsa fremover.

Gjennom leverandgrrevisjoner og produsentbesgk i Pakistan i 2025 har Nor Tekstil fatt utdypet innsikten i de
strukturelle utfordringene i regionen. Besgkene viste hvordan arbeidstakere ofte mangler reell tilgang til
fagforeninger i Pakistan. Som del av samme reise gjennomfgrte Nor Tekstil mgte med AwazCDS, en organisasjon
som arbeider for arbeidstakerrettigheter og sosial dialog. Mgtet ga viktig innsikt i lokale forhold, utfordringer og
praktiske barrierer for organisering. Gjennom sosial dialog med leverandgren fikk vi likevel innsikt i hvordan de
arbeider med & styrke arbeidernes kollektive forhandling og representasjon pa virksomhetsniva, blant annet
gjennom arbeidstakerrdd eller interne komiteer. Samtidig er det tydelig at slike ordninger kan ha varierende grad
av uavhengighet. Denne kunnskapen vil veere sentral i videre arbeid med béde risikoreduksjon og
pavirkningsarbeid overfor leverandorer.

Nor Tekstil vil fortsette & bruke sosial dialog som et aktivt verktgy for & fremme arbeidstakerrettigheter. Dette
innebeerer bade direkte samtaler med ansatte hos leveranderer, dialog med uavhengige
sivilsamfunnsorganisasjoner og tett samarbeid med Etisk Handel Norge, der vi deltar i arbeidet for levelgnn og
styrket arbeidstakerrepresentasjon i globale leverandgrkjeder. Vi vil ogsé styrke kravene i egen innkjgpspraksis,
herunder tydelig forventning om at leverandgrer legger til rette for fagorganisering, ikke motarbeider
medlemskap i fagforeninger og etablerer demokratiske arbeidstakerkomiteer der fagforeninger ikke er tillatt.

Denne kombinasjonen av risikokartlegging, feltbesgk, samarbeid med lokale aktgrer og tilpasning av egne krav
og rutiner skal sikre at Nor Tekstil aktivt bidrar til 4 styrke grunnleggende arbeidstakerrettigheter, uavhengig av
nasjonale rammevilkar og praksis i produsentlandene.
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3.B.6 Bidrag til utvikling, kompetanseheving og opplaering internt og av leverandgrer og arbeidere i leverandgrkjeden

Nor Tekstil skal styrke egen kompetanse og sikre at medarbeidere har ngdvendig forstielse av
aktsomhetsvurderinger, menneskerettigheter, ansvarlig innkjgpspraksis og beerekraftig forretningsdrift. 1 2025
ble det gjennomfgrt kompetanseheving pa tvers av organisasjonen, og Nor Tekstil har fortsatt dette arbeidet ved &
tilby oppleering til ansatte i innkjgp, salg og marked - seerlig de som har direkte dialog med leverandgrer og
kunder. Intern oppleering er et sentralt tiltak, og selskapet bygger videre pa erfaringene fra arbeid med Etisk
Handel Norge, revisjonsarbeid i produsentland og praktisk risikovurdering for & styrke forstielsen av bade sosiale
og miljgmessige utfordringer i leverandgrkjeden.

Samtidig vil Nor Tekstil bidra til utvikling og kompetanseheving i leverandgrkjeden. Under reise og revisjoner i
Pakistan i 2025 ble det gjennomfgrt dialog med bade tekstilprodusenter og lokale organisasjoner som jobber med
arbeidstakerrettigheter, likestilling og sosial utvikling. Mgtet med AwazCDS ga seerlig viktig innsikt i utfordringer
knyttet til fagorganisering, rettigheter for kvinner og ungdom, og svak handheving av arbeidsstandarder. Denne
innsikten vil brukes aktivt for 4 vurdere hvordan Nor Tekstil kan bidra til oppleering og kapasitetsbygging hos
leverandgrer, blant annet gjennom krav til oppleering av ansatte, etablering av arbeidstakerkomiteer og styrking
av dialog mellom arbeidere og ledelse.

Videre deltar Nor Tekstil i Etisk Handel Norges arbeid med levelgnn, som innebeerer kartlegging av lgnnsniv4,
samarbeid med produsenter om forbedringstiltak og kompetansebygging innen rettferdige arbeidsforhold. Dette
inkluderer rddgivning, oppleering og statte til leverandgrer i arbeidet med ansvarlig produksjon, samt deling av
beste praksis innen sosial berekraft. Erfaringer fra 2025 viser at sosial dialog og kunnskapsdeling er avgjgrende
verktgy for & oppné varig forbedring i regioner med hgy risiko, og Nor Tekstil vil derfor prioritere dette ogsa i
fremtidige samarbeidsmgter og handlingsplaner med leverandgrer.
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3.B.7 Bekjempelse av korrupsjon og bestikkelser i egen virksomhet og leverandgrkjeden

Nor Tekstil har tydelige retningslinjer som forbyr korrupsjon og bestikkelser i alle deler av virksomheten. Ingen
ansatte skal tilby, motta eller be om gaver, betaling eller andre ytelser som kan pavirke forretningsmessige
beslutninger eller skape urettmessige fordeler. Dette er forankret i vare etiske retningslinjer, som alle
medarbeidere signerer ved ansettelse, og som danner grunnlaget for var kultur for integritet og ansvarlig
forretningspraksis.

Ileverandgrkjeden stiller Nor Tekstil klare krav til at produsenter og mellommenn skal fglge var Code of Conduct,
som bygger pa prinsippene til Etisk Handel Norge og internasjonale konvensjoner. Retningslinjene omfatter et
absolutt forbud mot korrupsjon, bestikkelser og uetiske forretningsmetoder, og alle kritiske leverandgrer -
inkludert samtlige tekstilleverandgrer - mi signere og dokumentere etterlevelse. Gjennom vére
aktsomhetsvurderinger vurderes ogsa risiko for korrupsjon som del av den samlede risikoprofilen for hvert land
og leverandgrledd.

12025 har Nor Tekstil styrket sine prosesser for leverandgrgodkjenning og oppfelging gjennom mer systematisk
innhenting av dokumentasjon, leverandgrrevisjoner i hgy-risikoland og tett dialog med bade produsenter og
lokalt sivilsamfunn. Erfaringer fra revisjoner og mgter i Pakistan viser at korrupsjon i enkelte tilfeller er en
strukturell utfordring, og at dette krever tydelige forventninger, langsiktige relasjoner og oppfelging over tid.
Mgte med organisasjoner som AwazCDS har samtidig gitt verdifull innsikt i lokale rammevilkar og hvordan
korrupsjonsrisiko henger sammen med svak regulering, uformelle arbeidsforhold og manglende tilsyn.

For a styrke intern etterlevelse har vi etablert rutiner, oppleering og tydelige varslingskanaler, og alle ansatte skal
kjenne til og kunne identifisere uetiske situasjoner. Varslingssystemet vart gjor det mulig & rapportere
kritikkverdige forhold direkte, anonymt og uten risiko for represalier, og dette gjelder bade internt og i
leverandgrkjeden. Nor Tekstil forventer at leverandgrer ogsa har fungerende varslingsmekanismer og
rapporteringsrutiner pa plass.

Korrupsjon i leverandgrkjeden er definert som en egen indikator i vart malstyringssystem, og eventuelle
hendelser eller avvik skal rapporteres og behandles pa konsernniva. Dette gir bedre oversikt, styrker muligheten
til & folge opp avvik og gjer at korrupsjonsbekjempelse inngar som en integrert del av Nor Tekstils arbeid med
ansvarlig forretningspraksis.

3.B.8 Annen relevant informasjon for hvordan dere arbeider med a redusere, forhindre og handtere negativ pavirkning

Nor Tekstil arbeider kontinuerlig med a redusere og forhindre negativ pavirkning ved & identifisere risiko tidlig
og felge opp forhold som kan medfare uheldige konsekvenser i produksjon, verdikjede eller lokalsamfunn. Dette
inneberer 4 vurdere hvordan krav til utslipp, kjemikalier, vannhandtering, avfall og andre regulatoriske eller
eksterne forhold kan pavirke driften, samt & iverksette forbedringstiltak nir avvik eller ugnskede hendelser
oppdages. Arbeidet omfatter ogsa styrking av rutiner og kontrollmekanismer for 4 sikre at miljgmessige og sosiale
pavirkningsfaktorer hdndteres pd en ansvarlig méte, og at tiltakene gir reell risikoreduksjon over tid.

Nor Tekstil jobber samtidig mélrettet med risikofaktorer som oppstar utenfor egen virksomhet, blant annet i
leverandgrkjeden og i logistikk- og avfallshandteringssystemer. Dette inkluderer & falge opp forhold som kan
pavirke menneskerettigheter, rettferdige arbeidsforhold, ressursbruk eller kvaliteten pa ravarer og
innsatsfaktorer. Selskapet styrker sporbarheten i verdikjeden, videreutvikler rutiner for vurdering av nye og
eksisterende leverandgrer, og samarbeider med eksterne aktgrer nir det er behov for ytterligere innsikt. Giennom
dette arbeidet sikrer Nor Tekstil at identifisert risiko hindteres systematisk og at tiltak iverksettes for 4 forhindre
og redusere negativ pavirkning bade i Norge og i produsentland.
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Overvaking av giennomfgring og
resultater

Overvakning av giennomfgring og resultater handler om 4 maéle effekten av
systematikken og eget arbeid i hvert trinn i aktsomhetsvurderingene, og viser
hvorvidt virksomheten gjgr gode aktsomhetsvurderinger. Virksomheten mé ha
systematikk og rutiner pé plass for & kunne fange opp og kritisk vurdere egne
konklusjoner, prioriteringer og tiltak som er gjort som en del av
aktsomhetsvurderinger. Eksempelvis: Er kartlegging og prioritering av mest
negativ pavirkning gjort pa en faglig god og troverdig mate, og som reflekterer
de faktiske forholdene? Virker tiltakene for & stanse, forebygge og/eller
redusere virksomhetens negative pavirkning/skade etter hensikten? Er skade
gjenopprettet der det er relevant? Dette kan gjelde tiltak virksomheten gjor selv
og som utfgres av eller i samarbeid med andre. Erfaringene virksomheten gjar
seg med arbeidet med aktsomhetsvurderinger brukes for & forbedre prosesser
og resultater i fremtiden.




4.A Overvakning og evaluering

4.A.1 Beskriv a) hvem som har ansvar for a overvake effekten og resultatene av tiltak iverksatt og hvordan dette
gjennomfgres i praksis, b) hvem som har ansvar for a evaluere arbeidet med aktsomhetsvurderinger, og hvordan dette
gjennomferes i praksis

Kontroll og oppfelging av produsenter i leverandgrkjeden som leverer tekstiler til Nor Tekstil, er i stor grad
ivaretatt av vire samarbeidspartnere. Produksjonsbedriftene er ngye utvalgt av vare leveranderer, med fokus pa
partnerskap og gjensidig utvikling. Vare leverandgrer har ogsé sin Code of Conduct mot produsentene, med klare
krav til beerekraftig forretningspraksis i virksomhetene som omfattes av produksjonen.

Vare leverandgrer sikrer gjennomfgring av revisjoner og bedriftsbesgk, bade i egen regi og gjennom uavhengig
tredjepart. Nor Tekstil har tilgang pa rapportene, og skal jobbe aktivt med oppfelging av funnene i disse. Alvorlige
avvik skal rapporteres til Nor Tekstil umiddelbart, og vil hdndteres som avvik iht. prosedyre for beerekraftig
forretningspraksis, der gjenoppretting vil vurderes.

Nor Tekstil har selv etablert rutiner for & overvake effekten av tiltak iverksatt for & hindtere virksomhetens
vesentlige negative konsekvenser for mennesker, samfunn og miljg.

Konsernleder HR/HMSK er ansvarlig for at rutiner for overvaking og kontroll er til stede og virker etter hensikten.
Ansvar for utfgrelse av overviking og kontroll skal veere formalisert i stillingsinstruks og rutinebeskrivelser.

Direkte pavirkning og negative konsekvenser for mennesker, samfunn og miljg fra egen virksomhet overvakes og
kontrolleres giennom en rekke HMSK-aktiviteter som fremgar av arshjul og regelmessig rapportering. Dette
inneberer ogsd maling av effekt av tiltak iverksatt for & redusere negativ pavirkning og risiko for skade eller andre
negative konsekvenser.

Indirekte pavirkning og negative konsekvenser for mennesker, samfunn og miljg i leverandgrkjeden overvékes i
samarbeidet med vére leverandgrer og deres produsenter, og omfatter f.eks.:

- Regelmessig rapportering fra aktuelle leverandgrer med status og vurdering av definerte forhold og aktiviteter
- Regelmessig rapportering fra lokal fagorganisasjon eller annen ansattrepresentant med status og vurdering av
definerte forhold og aktiviteter

- Regelmessige mgter med aktuelle leverandgrer, der status og vurdering av definerte forhold og aktiviteter
inngdr som fast punkt p4 agenda

- Rapport fra sertifiseringsmyndighet for bestemte standarder iht. beskrivelse i Risikovurdering leveranderkjede
- Rapporter fra andre eksterne organer

- Revisjon av leverandgr, med systematisk gjennomgang av rutiner for ivaretakelse av retningslinjer for etisk
handel, systemer for maling og overvaking, evaluering av resultater og drofting av tiltak.

4.A.2 Beskriv hvordan dere sannsynliggjer og/ eller maler effekten av tiltak for a redusere risiko

Rapportering og dialog med vére leverandgrer som nevnt ovet, vil gi oss en god indikasjon pa om vére tiltak for &
identifisere, forebygge og redusere negativ pavirkning faktisk fungerer. Bl.a. vil rapporter fra tredjepart revisjoner
hos vare tekstilprodusenter gi oss et godt innblikk i hvordan de faktiske forholdene er ved den enkelte produsent.

Utvalgte indikatorer, samt vare baerekraft-KPIer vil dokumentere historisk og fremtidig utvikling, og dermed
sannsynliggjare effekten av vare tiltak og handlingsplaner.

()| NORTEKSTILAS |39

Dokument-ID 09222115557577371613

Signert LGBS, OEBS, FOAA, AKMA




4.A.3 Effektindiaktorer

11.18 Prosentvis reduksjon i ikke-resirkulert avfall arlig

58% , 49% ’ 51% ’ 47% ’ 44% ’

2025 2024 2023 2022 2021
MA4l: 70%

Indikatortall viser oppnédd sorteringsgrad og fastsatt mal for gnsket sorteringsgrad.

12.04 Antall dokumenterte tilfeller der kontrakter eller betalinger ble avvist pa etisk grunnlag

ma: EEEE

2025: 0

2024: O

06.01 Antall alvorlige HMS-hendelser rapportert av produksjonssted/leverandgr

mat: O

2025: 0

2024: O
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Kommunikasjon av hvordan

negativ pavirkning/skade er
handtert

Forutsetningen for god ekstern kommunikasjon om arbeidet knyttet til
virksomheters aktsomhetsvurderinger for baerekraftig forretningspraksis er at
den bygger pa konkrete aktiviteter og resultater. Virksomheten skal
kommunisere offentlig om relevante styringsdokumentet knyttet til
aktsomhetsvurderinger, eksempelvis policyer, retningslinjer, prosesser og
aktiviteter knyttet til & identifisere og hindtere virksomhetens faktiske og
potensielle negative pavirkning p4 mennesker, dyr, samfunn og miljo.
Kommunikasjonen bgr inkludere hvordan risikoen er avdekket og hndtert,
samt hvilke effekter man oppnadde av tiltakene/aktivitetene. Etter
apenhetslovens §4 skal virksomheter som er omfattet arlig offentliggjore en
redegjorelse for aktsomhetsvurderinger.




5.A. Kommunisere eksternt

5.A.1 Beskriv hvordan virksomheten kommuniserer med bergrte interessenter om handteringen av negativ
pavirkning/skade

Nor Tekstil kommuniserer hindtering av negativ pavirkning direkte med bergrte parter gjennom fabrikkbesgk og
revisjoner, der dialogen foregar bade med ledelse og arbeidstakerrepresentanter. Under revisjoner kombinerer vi
omvisning i produksjonslokalene med dokumentgjennomgang og samtaler for 4 fa et realistisk bilde av
arbeidshverdagen, slik som i Pakistan hvor ansatte delte innsikt om lgnn, arbeidstid og klagemekanismer. I 2025
ble metodikken videreutviklet ved a vektlegge sosial dialog fremfor formelle intervjuer, inkludert samtaler med
Workers Committee for & sikre at risikoforhold og forbedringsbehov blir avdekket p4 en mate som reflekterer de
ansattes perspektiver. Etter hvert besgk utarbeides en revisjonsrapport som deles med produsenten, som deretter
ma utarbeide en handlingsplan for & lukke funn og implementere forbedringstiltak.

Nor Tekstil har etablert klare rutiner for kommunikasjon med bergrte interessenter nir negativ pavirkning eller
skade avdekkes i egen virksomhet eller i leverandgrkjeden. Innsynskrav fra eksterne parter handteres gjennom
en egen prosedyre hvor henvendelser registreres, vurderes og besvares av dedikerte ressurser, slik at
interessenter fir ngdvendig innsikt i hvordan risiko handteres og hvilke tiltak som iverksettes. Ved alvorlige funn
gjennomfegres dialog med relevante parter for & beskrive hendelsen, identifisere arsaker, avklare tiltak og fglge
opp implementeringen. Dette innebaerer bade direkte kontakt med leverandgrer, arbeidstakerrepresentanter,
kunder og eventuelle sivilsamfunnsaktgrer for 4 sikre at informasjon deles dpent og at tiltakene som settes inn er
forstatt og forankret hos alle bergrte.

Dobbel vesentlighetsanalyse brukes som et sentralt verktgy for & forstd hvilke typer negativ pavirkning som er
mest relevante 4 forebygge og kommunisere om. Analysen vurderer bade hvilken effekt Nor Tekstils virksomhet
kan ha p& mennesker, miljg og samfunn, og hvilke forhold som kan ha betydelig pavirkning pé selskapet gjennom
regulatoriske endringer, markedskrav, risiko i leverandgrland eller endringer i ressursgrunnlaget. Arbeidet
bygger pa involvering av badde interne og eksterne interessenter, noe som sikrer at vurderingene gjenspeiler reelle
forventninger og behov hos kunder, ansatte, leverandgrer, organisasjoner og lokalsamfunn. Innsikten fra
analysen brukes til & styrke Nor Tekstils risikostyring, justere prioriteringer i aktsomhetsarbeidet og forbedre
hvordan selskapet kommuniserer om pavirkning og hdndtering av risiko.

Som en del av selskapets dpne rapportering publiserer Nor Tekstil en arlig baerekraftsrapport som gir bade
interessenter og allmennheten innsyn i status, mal og utvikling, inkludert resultater fra klimaarbeidet.
Rapporten inneholder et fullverdig klimaregnskap utarbeidet i trdid med GHG-protokollen og kravene i CSRD, og
omfatter utslipp i Scope 1, 2 og 3. Klimaregnskapet gir en tydelig fremstilling av hvor utslippene oppstar, hvordan
tiltak pavirker utslippsnivéet og hvilke forbedringer som planlegges fremover. Baerekraftsrapporteringen
fungerer dermed som en viktig kanal for & kommunisere bade risiko, tiltak og resultater, og sikrer at Nor Tekstil
opptrer transparent og ansvarlig overfor alle som pavirkes av eller har interesse i virksomhetens klima-, miljg- og
samfunnspavirkning.

Lenke til arlig baerekraftsrapport og klimaregnskap (2025): https://www.nortekstil.no/baerekraftsrapporter

5.A.2 Beskriv hvordan virksomheten kommuniserer offentlig rundt eget arbeid med kartlegging og handtering av
negativ pavirkning/skade

Oppsummering fra rapporterte hendelser og arbeidet med kartlegging og handtering av negativ pavirkning/skade
skal innga i arlig baerekraftsrapport som publiseres offentlig.

Informasjon om hendelser og arbeidet med kartlegging og hindtering av negativ pavirkning/skade vil ogsa innga
i arlig rapportering til Etisk Handel Norge, der rapport vil offentliggjares.
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5.A.3 Beskriv virksomhetens rutine for a ivareta og besvare eksterne henvendelser relatert til informasjonskravet
palagt virksomheter under apenhetsloven.

Selskapet har etablert egen prosedyre for mottak, registrering, behandling og besvarelse av eksterne
henvendelser relatert til kravene i Apenhetsloven.

Henvendelser som gjelder utlevering av informasjon behandles av Nasjonalt kundesenter og registreres i CRM-
system. Dersom saksbehandler er i tvil om informasjonen skal utleveres, skal saken forelegges for konsernleder
HR og HMSK.

Informasjonss@kerne vil ha rett pd informasjon om hvordan Nor Tekstil hdndterer negative konsekvenser pa
grunnleggende menneskerettigheter og anstendige arbeidsforhold. Dette kan for eksempel veere generell
informasjon om Nor Tekstils arbeid, system og tiltak for & stanse, forebygge eller redusere negative konsekvenser
pa dette omrédet. Annen relevant informasjon kan veere hvordan Nor Tekstil er organisert for 4 jobbe med disse
utfordringene, retningslinjer, rutiner og systemer for aktsomhetsvurderinger.
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Gjenoppretting der dette er

pakrevd

Nér en virksomhet har identifisert at den har forarsaket eller bidratt til skade
pa mennesker, dyr, samfunn eller miljg hdndteres skaden gjennom & sgrge for
gjenoppretting, eller samarbeide om gjenoppretting. Gjenoppretting kan
innebaere gkonomisk erstatning eller kompensasjon, en offentlig beklagelse,
eller at skaden pé annet vis rettes opp. Det handler ogsa om 4 sgrge for tilgang
til Klageordninger for arbeidere og/eller lokalsamfunn slik at de kan fa sin sak
hgrt og hdndtert.




6.A Gjenoppretting

6.A.1 Beskriv virksomhetens policy for gjenoppretting ved negative konsekvenser

Nor Tekstil skal gjennomfgre aktsomhetsvurderinger for & sikre en beerekraftig forretningspraksis, som
inkluderer risikokartlegging av negativ pavirkning p4 mennesker, samfunn og miljg. Dette innebeerer at vi
systematisk identifiserer og vurderer potensielle og faktiske negative konsekvenser ved vare aktiviteter.

I tilfeller hvor vare aktiviteter har forirsaket eller bidratt til negativ pavirkning, er det var plikt & stanse denne
aktiviteten umiddelbart og arbeide aktivt for & gjenopprette skaden som er pafart. Gjenoppretting kan omfatte
gkonomisk erstatning eller kompensasjon til de bergrte partene, en offentlig beklagelse eller konKkrete tiltak for &
utbedre skaden.

Vi skal kommunisere vare funn og hvordan vi har handtert dem, samt hvilke tiltak vi har gjennomfart for a
redusere eller forebygge negativ pavirkning. Vi skal ogsa sgrge for at bergrte interessenter og rettighetshavere har
tilgang til effektive klagemekanismer hvor de kan fremme sine synspunkt og krav. Det er viktig for oss & sikre at
de skadelidende er forngyde med resultatene etter gjenopprettingsprosessen. Dette inkluderer kontinuerlig
dialog og samarbeid med de bergrte partene for a sikre at deres rettigheter og velferd blir ivaretatt pa en
tilfredsstillende mate.

Der leverandgren er ansvarlig for den negative pdvirkningen eller skaden, ma leverandgren ogsa ta ansvar for
gjenopprettingen. Dette betyr at vi forventer at vare leverandgrer folger vare standarder for beerekraft og etisk
forretningspraksis. Vi skal kontinuerlig overvéike og evaluere vare leverandgrers praksis for 4 sikre at de
overholder disse kravene.

Beskriv eventuelle tilfeller av gjenoppretting i rapporteringsperioden

Nor Tekstil har i rapporteringsperioden ikke identifisert noen tilfeller som krever gjenoppretting av
menneskerettighetsbrudd. Vi har allikevel gjennom leverandgrrevisjonene i Pakistan avdekket strukturelle
forhold som pavirker arbeidstakernes rettigheter. Revisjonen viste at det ikke finnes reell fagforeningsfrihet slik
vi kjenner det, noe som bekreftes bade i samtaler med arbeidstakerkomiteen og innsikt fra lokale aktgrer. I stedet
organiseres dialogen gjennom arbeidstakergrupper som fungerer som et begrenset, men viktig forum for ansatte
til & 1pfte sine behov. Dette er et strukturelt trekk ved pakistansk arbeidsliv og ikke et avvik som kan gjenopprettes
direkte av Nor Tekstil. Vare leverandgrer har likevel etablert ordninger som fremmer arbeidstakermedvirkning,
og dette danner et viktig utgangspunkt for videre arbeid.

Revisjonene bekreftet ogsi et tydelig gap mellom minstelgnn og levelgnn, selv om lgnnsnivaet ligger over lokal
lovgivning. Dette vurderer vi som en prioritert risiko, og Nor Tekstil vil fortsette & bruke var pavirkningskraft pa
omréader der vi faktisk kan bidra til forbedring. Arbeidet med levelgnn, som allerede er etablert som et
satsingsomride i samarbeid med Etisk Handel Norge og gjennom dialog med vare hovedleverandgrer, inkluderer
tiltak som ogsa styrker arbeidstakerrepresentasjon og kollektive prosesser over tid. Vi vil derfor arbeide videre
med lgsninger som kombinerer sosial dialog, styrking av arbeidstakergrupper og gradvis utvikling av strukturer
som kan gi arbeidstakerne stgrre innflytelse. P4 denne méten kan vi redusere skade og risiko, selv om vi ikke kan
pavirke samfunnsstrukturer som ligger utenfor var kontroll.
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6.B Sikre tilgang til klagemekanismer

6.B.1 Beskriv hva virksomheten gjgr for a sikre at ansatte og andre interessenter, spesielt pavirkede arbeidere og
lokalsamfunn har tilgang til varslingskanaler og klagemekanismer

For a sikre tilgang pé& informasjon om aktivitet som forarsaker eller medvirker til negativ pavirkning/skade, skal
ansatte og interessenter i leverandgrkjeden ha tilgang pé& klagemekanismer tilknyttet Nor Tekstil. Dette er tydelig
presisert i vare retningslinjer for leverandgrer, der vi krever at leverandgrene skal ha et system for hdndtering av
klager knyttet til menneskerettigheter, arbeidstakerrettigheter, miljg og korrupsjon. Kritiske leverandgrer,
herunder alle tekstilleverandgrer, skal signere retningslinjene og dermed erkleere at de har slike
klagemekanismer pé plass.

Nor Tekstil handler ikke direkte med tekstilprodusentene, s& det vil veere lite hensiktsmessig & ha
klagemekanismer direkte koblet mot var virksomhet. Vi skal derfor fglge opp vare tekstilleverandgrer pa dette, og
be om innsyn i hvorvidt klagemekanismer er etablert og hvordan de fungerer. Dette vil veere tema i revisjon av
vare leverandgrer og vil falges opp i samarbeidsmgter og handlingsplaner med den enkelte leverandgr.

Vi har sett eksempler pa etablerte klagemekanismer i forbindelse med produsentbesgk i Pakistan, der det var
slatt opp QR-kode for de ansatte med direkte tilgang til rapporteringssystem hos vir leverandgr. Varslere kan selv
velge om de gnsker & veere anonyme, og dette kommer tydelig opp som et alternativ i systemet. Samtidig
informeres de om at det oppfordres til & ikke varsle anonymt, ettersom saker er enklere & fglge opp nar man vet
hvem som skal holdes orientert om den videre prosessen. Valget er likevel fullt ut frivillig.
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Kontaktinformasjon:

NOR TEKSTIL AS
Thomas Karlsen, Fagsjef Beerekraft
thomas.karlsen@nortekstil.no
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Evidence quality of Scrive e-signed documents

Last updated: Fri 06 Mar 2020 14:08:40 UTC

Purpose of the document

Scrive eSign is a system for signing documents electronically. This document provides a brief introduction to Scrive eSign so that a holder of a Scrive e-signed document can easily explain such document in court. For in-depth documentation, start by reading the attachment Evidence Package Introduction.

Scrive eSign system

Scrive eSign is developed by Scrive AB and is designed to:

		Enable its users to define workflows for signing electronically

		Execute the signing workflow

		Record as many of the signatories’ actions as possible as log data

		Once all signatories have signed, produce a final digital evidence package of the electronically signed materials together with the log data and other supporting materials necessary to optimise the usefulness of the evidence (the “Evidence Package”)



E-signing workflow

This is how a document is signed through Scrive eSign:

		To start the signing process the user of Scrive eSign either a) defines the signing process in the administrative user interface and selects to start the process, b) starts from a template process in the administrative user interface or c) starts from a template process within a system that has integrated with Scrive.

		To access the signing workflow the counterpart(s) either a) receive an email or SMS with an invitation to sign electronically and a link to the e-signing user interface, b) receive a tablet with the e-signing user interface already opened or c) are redirected from a webpage or client application user interface to the e-signing user interface.

		To review the document the counterpart(s) view the e-signing user interface and a) read instructions at the top that they shall follow the green instruction arrows to complete the signing process, b) depending on the signing process settings enter or not enter extra information into the document such as text and signatures, checks in checkboxes and extra document appendices and c) scroll through all document pages to reach the button with the text “sign” placed below the last page of the document (the “Signing Button”).

		To sign the document the counterpart(s) presses the Signing Button and, depending on the signing process settings, either a) a popup appears where they are informed that by clicking the Signing Button at the bottom of the popup, they are signing the document and that Scrive eSign will register their signature or b) a popup appears where they are asked to select their type of e-legitimation and sign the document using their installed eID application. 

		The confirmation text that the document has been signed upon clicking the Signing Button, is automatically displayed to the counterpart(s) in a web user interface and b) sent to the counterpart(s) in an email including the Evidence Package.



Evidence Package

To understand how to generate quality evidence in a digital environment Scrive has studied several evidence container technologies such as the signed paper, the printed facsimile and the recorded voice. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferrable into digital formats.

As a result of our research Scrive eSign has been designed to produce an Evidence Package that reproduce the evidence qualities of the paper, while at the same time add new qualities enabled by new technology. A key feature of the Evidence Package is that it shall be self-documenting, meaning that the signed document in itself shall contain all evidence necessary to explain the transaction.


Evidence Quality Framework
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1. Purpose

The purpose of this document is to set a framework for the understanding of digital evidence quality. Additionally it explains how the Scrive e-signed documents relate to such framework.

2. What is quality digital evidence?

Evidence collection is a security measure that the parties signing an agreement or another type of document, use to protect themselves in the event of a future dispute. The evidence can serve the purpose of clarifying the circumstances of the signing event; what was signed, how it was signed and who the signatories were. The value of quality evidence cannot be overstated, as it can be the difference between winning and losing in the event of a dispute.

We have studied several evidence container technologies such as the signed paper document, the printed facsimile and the recorded voice to understand how to generate quality evidence in a digital environment. We found that there has been good reason to perceive the signed paper document as the gold standard for evidence quality; it has several inherent qualities that are not easily transferable into digital formats. In fact we found that new technologies have been introduced at the cost of significant loss in quality of evidence; crucial information is left out of such digital evidence containers and as a result the usefulness of such evidence is highly dependent on third parties. This section explores the key characteristics of the signed paper document as compared to digital evidence container formats with the purpose of exploring what is required to reproduce, or improve, the evidence characteristics of the signed paper document.

2.1 Integrity

To prove that evidence is legitimate it is important to be able to show that it has not been tampered with.

As outlined in the table below, integrity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The integrity of a digital evidence container is highly dependent on the design of the system that produces it.

Question to ask:

How to emulate the integrity properties of the signed paper document in a digital evidence container?

				Signed paper document

		Digital evidence container



		Integrity

Can the evidence container be altered after its creation?

		A signed paper document is rarely questioned as evidence, unless there is good reason to believe otherwise. The reason being, that paper is by nature an immutable format; once signed it is difficult to manipulate the available evidence (typically paper mass, ink and fingerprints) without leaving traces of such manipulation. Thus a signed paper document is a durable “snapshot” of reality at the time that the document was signed.

		Digital evidence such as a PDF or an audio file, is by nature mutable. It is easy to alter digital evidence without leaving traces of manipulation.





2.2 Accessibility

To be able to make use of evidence it is key that it is as accessible as possible, meaning that all aspects of the evidence can be understood with a minimum amount of specialised expertise and tools.

As outlined in the table below, accessibility is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The accessibility of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to make a digital evidence container as accessible as a signed paper document?

				Signed paper document

		Digital evidence container



		Tools

What tools are required to display the evidence?

		All graphical elements (i.e. text and pictures) are visible to the naked eye, thus additional tools are never required for the interpretation thereof.

		All graphical elements are hidden to the naked eye, thus additional tools (machines and software) are always required for the interpretation thereof.

Additionally, different tools display the graphical elements in different ways so it is not given that all graphical elements in the file will be accessible to the naked eye or that it will be presented in the intended way.

Or even worse, to skew the balance of power and create an information advantage to one or several of the signatories, the intended way to display the graphical elements might be to hide them to make them difficult to find unless you know what tool to use and/or where to look for the graphical elements.



		Cost

How costly can it be to access the evidence?

		For the evidence that is harder to access such as fingerprints and the age of the ink, there are societal functions for the sole purpose of extracting that evidence.

		For the digital evidence that is harder to access, special resources not available to anyone such as special tools, expertise and research skills, might be required to extract all evidence.



		Comprehensibility

How Is the evidence format understood?

		As a standard format all aspects thereof are common knowledge, readily available to anyone interested.

		There is no one standard for digital evidence, therefore the format and available documentation for the interpretation thereof, is highly dependent on the design of the system that generated the evidence.





2.3 Evidence of intent

Contract law worldwide states that an offer and acceptance are elements required for the formation of a legally binding contract: the expression of an offer to contract on certain terms by one person (the “offeror”) to another person (the “offeree”), and an indication by the offeree of its acceptance of those terms. The other elements traditionally required for a legally binding contract are (i) consideration and (ii) an intention to create legal relations. Thus, intent is a key component in making a contract legally binding.

As outlined in the table below, evidence of intent is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of intent in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

				Signed paper document

		Digital evidence container



		Output

Is the final output the same as what is viewed at the time of signing?

		The signing environment (the paper document) is the same as the final output (the signed paper document).

		The digital signing environment is not the same as the final output. i.e. the displayed information is not the same as the digital evidence produced by the system after signing.



		Comprehensibility

Is the signing environment easily comprehensible to the signatory? 

		To sign a paper document is a standardised ritual to form a binding agreement. Therefore it is reasonable to maintain that any adult of age would understand their actions and that intent can be assumed.

		There are no standards for signing in a digital environment, the signing environments are subject to human creativity and the same signing environment may change from time to time, intentionally or unintentionally. Therefore it is not possible to assume that the signing environment made it immediately clear to the signatory that it was participating in the formation of a legally binding contract, thus intent can never be assumed.





Let us illustrate the potential consequences of weak evidence of intent in a digital signing environment with an example:

Two parties go to court over a contract signed in a digital signing environment. One of the parties claims that it didn’t sign a contract. Instead it claims that it was displayed with a) an interesting drawing of a blue elephant, b) a question if it would like to see an equally interesting pink sheep, and c) a button to proceed to view the pink sheep. Then the party selected to proceed by clicking the button to see the pink sheep, viewed the pink sheep and went to bed. There was no intent to sign a contract; there was only intent to view a pink sheep.

2.4 Evidence of identity

To be able to prove the identity of a signatory, the strength and accessibility of such evidence is key.

As outlined in the table below, evidence of identity is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of identity in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the type of evidence that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to possibilities and accessibility and any type of digital evidence can be included and made easily accessible.

Question to ask:

How should the evidence of identity of the signing parties be captured and included into the evidence container?

				Signed paper document

		Digital evidence container



		Saving:

Is the evidence captured and included?

		Evidence of identity of the signing parties will automatically be captured and included into the document. The signatures can be used for graphological analysis, and fingerprints and other biometric materials from the signing parties can be used to authenticate the signatories.

		Evidence of identity of the signing parties will not be automatically captured and included into the document unless a) the software has been designed to do so, and b) the user of the software configures the software to do so.



		Formats:

In what formats can evidence be captured and included?

		There are limited possibilities to include evidence of identity other than the given; the signature, fingerprints and other biometric materials.

		New technology enables virtually unlimited possibilities to capture and include different types of evidence of identity such as audio, video, pictures and much more.



		Accessibility:

How accessible is the evidence?

		The evidence of identity is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of identity can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.5 Evidence of time

To be able to prove the time of a signature it is key to have exact evidence of time and that such evidence can be trusted to be accurate.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it. On the other hand the signed paper document have inherent limitations to the exactness of the evidence of time that can be included and the accessibility of such evidence, digital evidence containers don’t have such limitations to exactness and accessibility and very precise evidence of time can be included and made easily accessible.

Question to ask:

How to make sure that the evidence of time can be trusted to be correct?

				Signed paper document

		Digital evidence container



		Trust

Can the time be trusted? 

		The time of the event can be trusted as it can be found in the ink and there is a strong scientific foundation for the technique for chemical age determination.

		The time of the event is not automatically to be trusted because it is reported by a machine whose time settings cannot automatically be guaranteed to be correct.



		Exactness

How exact can the time be?

		The signed paper document offers limited possibilities to capture exact evidence of time. It is typically done manually through writing the date of when the signature was applied to the document. Additionally it is possible to analyse the time of the signature by chemical age determination of the applied ink. Neither of those methods provides exact evidence of time. Typically the manually applied time is only the day of the signature and the chemical age determination is even less exact.

		Digital evidence containers offer extensive possibilities to capture exact evidence of time and the evidence of time can be made to be very exact down to milliseconds, microseconds or even more exact.



		Accessibility

How accessible is the evidence?

		The evidence of time is not easily accessible as it is costly and time consuming to request analysis of signatures, fingerprints and other biometric materials.

		The evidence of time can be made easily accessible so that the usefulness thereof can be free and immediate to anyone.





2.6 Event history

To be able to prove a signature, events related to the actual signing event can be useful to strengthen the case.

As outlined in the table below, trustworthy evidence of time is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The quality of the evidence of time in a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask: 

How much event information should be collected and what should be included in the evidence container?

				Signed paper document

		Digital evidence container



		Ease of saving

How easy is it to capture and include related evidence?

		Collection and inclusion of related evidence has to be done manually which is costly. Therefore it is less likely that the signatories will collect and include extra evidence as a preemptive measure.

		Collection and inclusion of related evidence can be done automatically which is cheap. Therefore it can be reasonable to with take preemptive measures to collect and include extra evidence automatically through the system generating the evidence container.





2.7 Control

As seen in the previous sections, evidence is composed of many different evidence features such as integrity, accessibility, intent, identity, time and events (the “Evidence Features”). The Evidence Features may be captured in the same evidence container or distributed across multiple evidence containers, within or outside of the signatory’s direct control, such as but not limited to documents, databases or human memory. Optimally, as much as possible of the Evidence Features should be concentrated into evidence containers under the signatory’s direct control because a) the third party can cease to exist and as a result the evidence may be destroyed, b) the third party’s systems and/or administration may change and affect the accessibility of the evidence for the signatory, c) the third party’s incentives as an agent to protect the integrity of the evidence may not be, or stop being, aligned with the signatory’s incentives as a principal and thus increasing the risk of evidence loss or the risk of tampering that may affect the evidence quality or d) any combination of the aforementioned scenarios.

As outlined in the table below, control is an inherent quality of the signed paper document but not necessarily that of a digital evidence container. The control of a digital evidence container is highly dependent on the design of the software that produces it.

Question to ask:

How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

				Signed paper document

		Digital evidence container



		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		The paper naturally includes all Evidence Features.

		The digital evidence container must be designed specifically to include the Evidence Features, otherwise the Evidence Features will be left outside the direct control of the signatory.





3. Scrive’s solution

3.1 Introduction

We have now analysed the evidence quality characteristics of the signed paper document versus digital evidence containers. This section describes the Evidence Package and how it has been designed in relation to the evidence quality characteristics. Our goal has been to reproduce the evidence qualities of the signed paper document, the long-standing gold standard for evidence containers, while at the same time add new qualities enabled by new technology. The end result is an evidence container not only imitating the most important features of the signed paper document but also with qualities superior to the signed paper document.

As explained in the introduction section to this Evidence Documentation, Scrive eSign is designed to a) enable its users to define workflows for signing electronically, b) execute the e-signing workflow, c) record the evidence and d) once all signatories have signed, use the recorded evidence to produce the Evidence Package. Thus, the Evidence Package is the end result of all these four steps in Scrive eSign and to be able to understand the Evidence Package, it is important to understand each of these four steps. This section explains the four steps in Scrive eSign required for producing the Evidence Package.

3.2 Summary

The Evidence Package addresses the questions in the section “How to create quality evidence?” in the following ways:

		Topic

		Question

		Evidence Package



		Integrity

		How to emulate the immutability of the signed paper document in a digital evidence container?

		Scrive eSign seals the Evidence Package with a digital signature (see step 10 in the Service Description). Depending on which sealing method was chosen, one of two things is applicable. With Keyless Signature Infrastructure based digital signature: Within one (1) month and five (5) days Scrive eSign seals the Evidence Package with a Keyless Digital Signature (see step 11 in the Service Description) which can be used to verify the document’s integrity mathematically with the help of the Digital Signature Documentation (see step 9  in the Service Description). With PAdES digital signature: Protects the document with a tamper-evident seal and makes Long Term Validation (LTV) of the seal possible.



		Accessibility

		How to make a digital evidence container as accessible as a signed paper document?

		Scrive eSign append the Verification Page to the Signing PDF containing a brief documentation (see step 2  in the Service Description), append this Evidence Quality Framework (see step 4 in the Service Description) and append the full Service Description (see step 5  in the Service Description) these documents together explain the Evidence Package and, except from a few exceptions, eliminate the need for further expertise or resources.



		Evidence of Intent

		How to produce evidence of the intent to sign in a digital signing environment and how to match that intent with a specific document?

		Scrive eSign makes a screenshot of the confirmation in the signing environment of the Signatory, after the Signatory has signed and includes this screenshot into the Evidence of Intent (see step 8 in the Service Description). Behind the confirmation the document is visible to make it possible to match the intent with the document.



		Evidence of Identity

		How should the evidence of identity of the signing parties be captured and included into the evidence container? 

		Scrive eSign performs meticulous data collection in the Transaction Logs and then selected identity data is printed into the Verification Page (see step 6 in the Service Description) and all identity data is included into the Evidence Log (see step 4 in the Service Description).



		Evidence of time

		How to make sure that the evidence of time can be trusted to be correct?

		Scrive eSign collects time of events and Clock Error Samples into the Transaction Logs. These Clock Error Sample data are computed into useful numbers that can be used to mathematically calculate the likelihood of time deviation from the registered time.  Everything is included into the Evidence Log (see step 6 in the Service Description) and the Evidence if Time (see step 7 in the Service Description). Additionally the digital signature with which the document is sealed (see step 10 in the Service Description) includes a strong timestamp that can be used as an additional source of evidence of time.



		Event history

		How much event information to collect and what to include in the evidence container?

		Scrive eSign collects as much information as possible into the Transaction Logs and include all collected information into the Evidence Log (see step 6 in the Service Description).



		Control

		How to design a digital evidence container to include as much evidence as possible under the signatory’s direct control and independent from third parties?

		Scrive eSign goes to great lengths to collect and include as much evidence material as possible into one single evidence container, the Evidence Package. The Evidence Package include all Evidence Features of a signed paper document and more thereto.





4. Benchmarking the evidence quality of the Evidence Package

Based on the criteria as set forth in section 2 (What is quality digital evidence?), it can reasonably be argued that the Transaction Logs together with the measures in step 1-11 to produce the Evidence Package, to generate a digital evidence container of highest quality. Lets see how, in our opinion, the Evidence Package fare in comparison to the signed paper document when applying the framework as set forth in section 2.

		Main criteria

		Subcriteria

		Signed paper document

		Evidence Package



		Integrity

		Mutability

How mutable is the evidence container?

		Not mutable.

		Not mutable after applying the Digital Signature, in the sense that any alteration can be detected. In the event of a leak of the private key that Guardtime maintains, forged evidence containers would be detected if the Keyless Digital Signature has been applied. For PKI sealing, in the event of a leak of our private key for the PAdES digital signature, our certificate will be revoked. In that case, even if that certificate is revoked, the digital signature will still be able to show that at the time of sealing the certificate was not revoked and thus the digital signature (seal) is still valid.



		Accessibility

		Tools

What tools are required to display the evidence?

		No tools required.

		The Evidence Package is produced in standard PDF format and thus all parts of the Evidence Package is accessible through standard PDF readers where attachments are displayed. Adobe Reader is one example of such PDF reader.



				Cost

How costly can it be to access the evidence?

		The cost depends from country to country on the societal functions of the society and what they charge for document analysis.

		All evidence is made easily accessible and at no cost. The only evidence that requires any level of expertise is a) the technical expertise required to apply the Digital Signature Documentation to prove the Evidence Package’s integrity and timestamp mathematically and b) the statistical expertise to apply the time measurements to the statistical model to prove the exact time of an event.The need for case a is expected to be extremely rare and the statistical expertise in case b is common knowledge and easy to come by.



				Comprehensibility

How Is the evidence format understood?

		It is common knowledge available to anyone.

		The Evidence Documentation includes all explanations necessary.



		Evidence of Intent

		Output

Is the final output the same as what is viewed at the time of signing?

		Yes. Always.

		No. Never for digital evidence containers. The screenshot included in the Evidence of Intent which include a picture of the signed document in the background is intended to strengthen the evidence that what was viewed in Scrive eSign was the same as the output. The solution is not terminal though as this does not guarantee that the document was exactly the same in all parts.



				Comprehensibility

Is the signing environment comprehensible to the Signatory?

		Yes. Always for any mentally capable adult.

		Yes. The screenshot of the confirmation message after signing, that is included in the Evidence of Intent, is evidence that the Signatory understood that they were taking part in a e-signing workflow.



		Evidence of Identity

		Saving

Is the evidence captured and included?

		Yes. Unless the party wears gloves or for other reason manages to avoid direct physical contact with the paper.

		Yes. All information collected during the e-signing workflow is collected in the Transaction Logs and included in the Evidence Log upon producing the Evidence Package, including any evidence of identity.



				Formats

In what formats can evidence be captured and included?

		Limited possibilities.

		Unlimited possibilities.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		All evidence of identity is included in plain text in the Evidence Log or as easily accessible attachments to the document if requested in other format, such as photo for example.



		Evidence of time

		Trust

Can the time measurement be trusted?

		Yes.

		Yes. UTC time stamps plus deviation are time intervals guaranteed to be traceable to  reference time. Additionally the digital signature with which the document is sealed contains a time stamp which can be verified mathematically using only public information. 



				Exactness

How exact can the time measurement be?

		Not very exact. The standard precision is per day. Chemical age determination is even less exact.

		It can be very exact. The time is measured with microsecond resolution.



				Accessibility

How accessible is the evidence?

		Not very accessible. Costly and/or time consuming to request analysis of signatures, fingerprints and other biometric materials.

		Very accessible. All evidence of time is included in plain text in the Evidence Log.



		Event history

		Ease of saving

How easy is it to capture and include related evidence?

		Not very easy. Manual labor is required. Therefore likely to happen to a minimal extent.

		Effortless. Scrive eSign automatically collects and includes plenty of evidence in the Transaction Logs and prints all that evidence into the Evidence Log.



		Control

		Independence

How many of the Evidence Features are dependent on third parties to be useful?

		None. The signed paper document is a self contained evidence container format.

		None. The Evidence Package is a self contained evidence container format.
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1. Definitions

“Attachments” means attachments to the Main Document provided by the Author or Signatories.

“Author” means the person(s) that configure the Workflow Settings.

“Clock Error Samples” means the term as defined in the Attachment Evidence of Time.

“Delivery Method” means the method to deliver the invitation to participate in a Workflow Session.

“Design View” means the administrative user interface of Scrive eSign for the purpose of configuring the Workflow Settings.

“Evidence Attachments” means the attachments with additional evidence inserted into the Final PDF as explained in section 8, the attachments are Evidence Quality of Scrive E-Signed Documents, Service Description, Evidence Quality Framework, Evidence Log, Evidence of Intent, Evidence of Time and Digital Signature Documentation.

“Evidence Material” means the Final PDF including the inserted Evidence Attachments. 

“Evidence Package” means the Evidence Material sealed with a digital signature.

“Field Data” means data associated with text fields, checkboxes, radio buttons and signature boxes in the Main Document.

“Final PDF” means the final Main Document after all Signatories have signed, including Field Data rendered with the placements defined by the Author in the Workflow Settings.

“Initiator” means the person that initiates Workflow Execution.

“Initiated Workflow” means a set of Workflow Settings where Workflow Execution has been initiated.

“Integrated System” means a system that communicates with Scrive eSign via the Scrive API.

“Main Document” means the document that is displayed in the Design View and Sign View and is possible to edit with Field Data.

“Party” or “Parties” means persons participating in the Workflow Execution.

“Role” means the Role of a Party during a Workflow Session.

“Scrive API” means the application programming interface of Scrive eSign.

“Sign Material” means the material being reviewed, signed and completed by the Parties during Workflow Execution, including a) the Main Document, b) Attachments and c) Field Data.

“Sign View” means the graphic user interface in Scrive eSign’s web based interface, for the Parties to review and for Signatories to sign the Sign Material.

“Signatory” means a person that has been defined to sign the Sign Material in the Sign View during a Session.

“Signature Confirmation Section” is the final section where the Signatory is asked if they are sure that they wish to sign the document.

“Signature Drawing Modal” is the modal where the Signatory is asked to draw or type their signature.

“Template Workflow” means Workflow Settings saved by an Author for later reuse. “Transaction Logs” means database logs in Scrive eSign, including records of the Signatories activities in Scrive eSign.

“User” is a person or a group of persons with an account in Scrive eSign which is linking to a verified email address.

“Viewer” means a person that has been defined to only have access to view the Sign Material in the Workflow Session.

“Workflow Execution” means when Scrive eSign guides the Parties through Workflow Sessions as configured in the Workflow Settings.

“Workflow Session” means a set of activities defined for a Party to execute the assigned Role. A Party can be assigned multiple Workflow Sessions.

“Workflow Settings” means any combination of settings in section 3 defining how the Parties can interact with the Sign Material during Workflow Execution.

2. Purpose 

The purpose of this document is to explain how Scrive eSign worked at any given point in time to facilitate the full understanding of the process that generated the final Evidence Package. Each time Scrive eSign is updated with new features this document is also updated. The scope of the document is to describe the Scrive eSign system in full. Because it is possible to initiate Workflow Execution via API it is possible that parts of the e-signing workflow have happened outside of Scrive eSign. Because Scrive can only document features that are within our control, parts of a workflow may have happened outside the scope of this document.

3. Design the workflow (Author)

Workflow Settings are defined in the Design View by the Author. The features for designing the Workflow Settings are clustered in the Design View in three main sections. We describe the features in these sections according to the structure in the Design View.

3.1 Add Parties

3.1.1 Simple Workflow Session

Add a Workflow Session and add information about the Party participating in the Workflow Session. You can add an infinite number of Workflow Sessions. The minimum amount of Workflow Sessions is one.

3.1.2 Mass-signing Workflow Session

To replicate a Template Process multiple times with many separate Parties it is practicable to add the Parties in bulk. This feature enables adding a list of Parties to a Workflow Session as a CSV file. When initiating the process Scrive eSign will automatically replicate the process for every row in the CSV file and include the Party information of that row to that Workflow Session.

3.1.3 Invitation order

Select in what order the Parties shall receive the invitation to participate. Parties can receive the invitation in parallel, in sequence, or a combination of these.

3.1.4 Role

Define if the Party should be Signatory or Viewer.

3.1.5 Invitation method

Select how the Party shall receive the invitation to participate in the Workflow Session. The delivery methods available are a) email, b) SMS, c) email and SMS and d) in-person delivery or e) API.

		Email

		An email invitation is sent including a link to the Sign View.



		SMS

		An SMS is sent including a link to the Sign View.



		Email and SMS

		Both email and SMS delivery as described above.



		In-person

		No invitation is sent. The Initiator can give the Party access to the Sign View, by personally presenting it on a device selected by Initiator.



		API

		No invitation is sent. The Initiator can select to give access to the Sign View by sharing the URL or an Author can set up a workflow where the Party is redirected from a webpage hosted by the Author to the Sign View.





3.1.6 Authentication to view

Select what authentication should be required from a Signatory before accessing the Workflow Session to view the document. The alternatives are a) Swedish BankID, b) Norwegian BankID, c) Danish NemID or d) no additional authentication method.

3.1.7 Authentication to sign

Select what authentication method should be required from a Signatory. The alternatives are a) Swedish BankID, b) PIN verification by SMS or c) no additional authentication method.

3.1.8 Confirmation method

Select how the Party shall receive the confirmation that the document has been signed by all Parties and get access to the Evidence Package. The confirmation methods available are a) email, b) SMS, c) email and SMS and d) no delivery.

3.2 Place fields

3.2.1 Main Document upload

Upload the Main Document. Only PDFs are accepted for upload. 

3.2.2 Main Document removal

Remove the Main Document.

3.2.3 Text field

Drag and drop text fields into the document. Define the name of the text field (i.e. address, mobile and more) or select a predefined field, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution, define what party can (if optional) or must (if mandatory) complete the text field during their Workflow Session. All information put into a text field will be printed onto the document. You can set the font size of the text field to a) small, b) normal, c) large or d) huge.

3.2.4 Checkbox

Drag and drop checkboxes into the document. Define the name of the checkbox (for traceability purposes), choose a checkbox size, and define if it is a) mandatory for the Initiator, b) mandatory for Party completing the Workflow Session or c) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) check the checkbox during their Workflow Session. The checkbox, empty or checked, will be printed onto the document.

3.2.5 Signature box

Drag and drop signature boxes into the document. Define the name of the signature box (for traceability purposes) and define if it is a) mandatory for the Party completing the Workflow Session or b) optional. If left empty or editable during Workflow Execution define what party can (if optional) or must (if mandatory) draw their signature during their Workflow Session. For some old browsers where JavaScript drawing doesn’t work, the Signatory can use their keyboard to type their signature with a name instead and a handwritten font will be used. The drawn or typed signature will be printed onto the document.

3.2.5 Radio buttons

Drag and drop radio button groups into the document. Define the name of the radio button group and the names of individual radio buttons (for traceability purposes), and choose a size for the radio buttons within the radio button group. It is mandatory for signing parties to select one of the radio button group options. The radio buttons, selected or not, will be printed onto the document.

3.3 Other settings

3.3.1 Add Attachment

The Author can upload documents to add as Attachments to the Main Document or delete previously uploaded Attachments. Only PDFs are accepted. The Author selects if the Attachment should be optional or mandatory to review. The Author selects if the Attachment should be merged with the main file or not.

3.3.2 Request Attachment

The Author can request that Parties are asked to upload documents during a Workflow Session, to add the documents as Attachments to the Main Document. The request is set per Party and an instruction text is required explaining what document is requested, requests can be made optional in which case the Party is not required to upload a document.

3.3.3 Main Document name

Name the Main Document. This is the name that will be communicated with the Parties throughout each Workflow Session. This will be the name of the Main Document in the Evidence Package.

3.3.4 Workflow Session language

Select in what language the Parties shall be guided throughout each Workflow Session. This will be the language of the text printed in the Verification Page.

3.3.5 Due date

Select the due date for the Signatories to sign. After the due date has passed the Signatories can no longer sign.

3.3.6 Automatic reminder

Select at what date an automatic reminder to sign shall be sent to the Signatories that haven’t yet signed.

3.3.7 Personal invitation message

Write a personal message that the Parties will receive when invited via email to participate in the Workflow Execution.

3.3.8 Personal confirmation message

Write a personal message that the Parties will receive via email when the document has been signed.

3.3.9 Edit Sign View UI

Adjust the UI in the Sign View. The following UI features can be added or removed a) header including logo and contact details, b) download PDF c) the button used in the Sign View to reject to sign, d) option to reply with a message, and e) footer.

3.4 Save as template workflow

The Workflow Settings in Design View can be saved as a Template Workflow for later Workflow Execution a single time (save as draft) or multiple times (save as template).

3.5 Settings available via API only

3.5.1 Set highlighting

It is possible, via the API, to enable highlighting in the Sign View for selected Signatories. Highlighting is the digital equivalent of a yellow mark on paper to emphasize something on the document. Highlights can be made by the selected Signatories, and cleared page-by-page, until they have signed the document, after which no more changes can be made. 

3.5.2 Field editable by Signatory

It is possible, via the API, to allow selected Signatories to change the value of certain fields, even if they were pre-filled by the Document Author. This is currently only available for email and mobile field types. The aim of this setting is to allow Signatories to update their email or mobile number, when the value set by the Document Author may be incorrect or outdated.

4. Initiate the workflow (Initiator)

A Workflow Execution needs to be started by an Initiator. This section describes the features which the Initiator can use to initiate the Workflow Execution. The Initiator may initiate the Workflow Execution in any of the following ways:

		start as Author and define the Workflow Settings in the graphic user interface of the Design View or an Integrated System, or programmatically through the Scrive API, and then initiate the Workflow Execution, or

		start as Initiator only and select a Template Workflow to initiate the Workflow Execution, or

		start as Author and select a Template Workflow to edit by any of the procedures for defining the Workflow Settings described in bullet a and then, after editing as Author, initiate the Workflow Execution.



4.1 Initiate Workflow Execution from Design View

After a Main Document has been uploaded and no mandatory information is missing it is possible to initiate Workflow Execution by clicking a button to start. When having clicked the button a modal is displayed and depending on the Workflow Settings different activities will be required from the Initiator to initiate Workflow Execution.

		Initiator role

		Sign order

		Instruction in modal



		Signatory

		Sign first

		Prompts to sign first before inviting others



		Signatory

		Sign second or later

		Prompts to invite others



		Viewer

		-

		Prompts to invite others





4.2 Initiate Workflow Execution from Template Workflow

Template Workflows can be accessed either via the Scrive eSign graphic user interface or via API. The following sections will describe how access can be done via the graphic user interface of Scrive eSign. In principle the same actions can be performed via the API.

4.2.1 List of Template Workflows

By logging in to his Scrive eSign account the Initiator can access a list of Template workflows from where it can initiate Workflow Execution. In the list of Template Workflows each Template Workflow is displayed in a list including name of the Template Workflow, time of latest change to Template Workflow, Delivery Method(s) and sharing status. In the template list view it is possible to do free text search on metadata to find Template Workflows.

4.2.2 Select to edit Template Workflow or directly initiate Workflow Execution

By clicking the name of a draft or template in the list of Template Workflows, different options will be made available depending on the Workflow Settings of the Template Workflow.

		Author/Not Author

		Locked from editing

		In-person delivery

		Options for next step



		Author

		Yes/No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Author

		Yes/No

		No

		Option to a) edit Workflow Settings or b) send for signature directly.



		Not Author

		Yes

		Yes

		Option to initiate signing on the device directly.



		Not Author

		No

		Yes

		Option to a) edit Workflow Settings or b) initiate signing on the device directly.



		Not Author

		Yes

		No

		Option to send for signature directly.





5. Administer the Workflow Execution (User)

The document view is the administrative counterpart of the Sign View. Here the User can review the Main Document, Attachments, Parties and progress history and also administer the Workflow Execution.

5.1 Progress history

The Workflow Session progress of each Signatory can be tracked in the progress history section. Each important event is listed with a status icon, time, Party and an explanatory text. Below is a list of the statuses used.

		Progress status

		Explanation



		Initiated signing

		The Initiator initiated the signing process.



		Email sent

		The invitation to access Sign View was sent via email.



		SMS sent

		The invitation to access Sign View was sent via SMS.



		Undelivered

		The external email or SMS system has reported that it could not deliver the email or SMS.



		Delivered

		The external email or SMS system has reported that it has delivered the email or SMS.



		Email opened 

		The external email system has reported that the email has been opened.



		Accessed view to authenticate

		The party opened the view to verify their identity before viewing the document.



		Authentication success

		The Party verified their identity with [AUTHENTICATION METHOD] to access the document.



		Reviewed online

		Opened the document online.



		Signed

		The button to complete signing was clicked in the Signature Confirmation Section or, if BankID was required to sign, the signing process was completed successfully in the BankID application.



		Rejected

		The button to reject signing was clicked in the final rejection section.



		Timed-out

		The due date for signing as set in the Workflow Settings passed and the document can’t be signed.



		Due date prolonged

		The Initiator prolonged the signing due date.



		Process cancelled

		The Initiator cancelled the signing process, the document can no longer be signed.



		Process edited

		The Workflow Process was edited in the Design View.



		Sealed

		Scrive eSign sealed the final PDF with a digital signature.



		Extended

		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.





5.2 Withdraw invitation

To withdraw an invitation to sign an Initiated Workflow, press the button to withdraw. The invitation to sign the selected Initiated Workflow will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

5.3 Extend due date

If the due date to sign passed without all Signatories having signed the Initiator can extend the due date by pressing “extend due date”. The date is extended by as many days as are determined by the Initiator.

5.4 Restart document

If the document was cancelled or the due date passed the Initiator can select to restart the Workflow Execution by pressing the button to restart the Workflow Execution. The Initiator is then redirected to the Design View where he can edit the Workflow Settings and initiate Workflow Execution again.

5.5 Start signing

If Delivery Method was set to in-person or API, then there is an option for the Initiator to initiate the next in-person Workflow Session directly from this view. By selecting “start signing” the Initiator will be redirected to the Sign View.

5.6 Download document

If the document has been signed it can be downloaded by the Initiator by pressing the button to download the document.

5.7 Send reminder

To remind a Signatory to sign, press the button to send reminder. A reminder will be sent to the Signatory using the initial invitation Delivery Method selected by the Author.

5.8 Send document again

To send a completed Evidence Package again to a Party, press the button to send the document again which is next to the Party’s information. A message including the document, will be sent to the Signatory using the initial confirmation Delivery Method selected by the Author.

5.9 Change of authentication to view and authentication to sign methods

As long as the recipient hasn’t signed the Initiator can change the authentication to view and the authentication to sign methods.

5.10 Bounce management

If the email or SMS could not be delivered, the Initiator is informed of the problem via an email with a link to the Document View where the Initiator can edit the email or mobile number. A bounce can occur for multiple reasons, typically due to a) entering the wrong email or mobile number, b) SPAM filter settings of the receiving system or c) the recipient’s systems are down.

5.11 Review Attachments

Below the displayed document there is a section with all attached Attachments. The user can view or download Attachments.

5.12 Review evidence attachments

Below the Attachments section there is a section with all evidence attachments. The user can review or download the evidence attachments.

6. Follow the workflow (Party)

Smooth Workflow Execution is dependent on a series of events as executed by the Parties in close interaction with Scrive eSign. This section will describe the different components enabling the Workflow Execution. The features are listed in the order as they appear to the Signatory either chronologically or in the graphic user interface from the top and going down. What features appear to the Signatory depend on the Workflow Settings.

6.1 Overview of Workflow Execution

Before we look at the components of the Workflow Execution it might be useful to get an overview of the different steps of Workflow Execution as experienced by the Signatories and the Viewers.

		Accessing the Sign View: the Party either a) receives an email or SMS with an invitation to sign electronically and a link to the Sign View or, b) accesses a device (tablet, desktop computer, smartphone or other) with the Sign View already opened or c) is redirected from an Integrated System to the Sign View. 

		If set by the Author, the Signatory is asked to authenticate before they can proceed.

		Reviewing the Sign Material: the Party views the displayed Sign View and a) can read instructions at the top to follow the guiding arrow, b) depending on the Workflow Settings enter or not enter Field Data into the document (such as text, signatures, checks in checkboxes, choosing a radio button group option) and view/append required and optional attachments and c) scroll through all document pages to reach the sign or reject section.

		When enabled for the current signatory, the Initiator can highlight anything within the document being signed in real-time. 

		Signing the Sign Material: the Signatory presses the next button to proceed to the next step and, depending on the Workflow Settings, one of these four scenarios follow;



		If the Signatory has not yet drawn their signature inside the document a section appears with instructions to confirm their intent by clicking a button with the text “Sign”, or

		If the Signatory has not yet drawn their signature inside the document a section appears with instructions that they will finalise the signing process by clicking the button with the text “Finish”, or

		If the Signatory is required to authenticate with PIN by SMS before they can sign they a) type or view their mobile number, b) receive an SMS with a PIN, c) type the PIN into a input field and d) confirm their intent by clicking a button with the text “sign”, or

		If the Signatory is required to sign with Swedish BankID they sign using the Swedish BankID app on the device they chose to sign with.



		Receiving confirmation after signing: after having completed one of the above signing scenarios a confirmation message is displayed to the Signatory that the Sign Material has been signed. Depending on the Workflow Settings, each Party either receives or doesn’t receive a confirmation message. If it was set for the Party to receive a confirmation message it is sent either a) by email and including the Evidence Package, b) by SMS and including a URL-link to access the document on the web in Scrive eSign, or c) both by email and SMS as described above.



The following sections are more detailed descriptions of the features enabling the workflow in the summary above.

6.2 Accessing the Sign View

This is the workflow guiding the Parties to access the Sign Material in the Sign View.

6.2.1 Invitation message

Scrive eSign will send an invitation email and/or SMS to the Party, in the order as defined by the Workflow Settings. The email and/or SMS will include a URL-link to a Sign View specific to that Workflow Session.

6.2.2 List of Initiated Workflows

Initiated Workflows with Workflow Sessions available for signing directly on the device are listed in a list accessible to Users. Each Initiated Workflow is displayed in a list with document name, last event, name of Initiator and names of all Parties. An icon determines if the Party is the Initiator of the Initiated Workflow or has been invited by another Initiator to participate. By selecting an Initiated Workflow from the list the User will initiate a Workflow Session and access the Sign View.

6.3 Authenticate to view

This is the part where the Signatory is required to authenticate themselves before they can proceed to view the Sign Material.

6.3.1 Authentication to view

The name of the Author and the document is displayed. Personal information that is required to understand who should authenticate their identity is presented. The Signatory initiates the authentication process. If the authentication is successful the Signatory is redirected to the Sign View to view the Sign Material.

6.4 Reviewing the Sign Material

This is the workflow guiding the Signatory when they are reviewing the Sign Material before signing.

6.4.1 Contact information

In the header the Initiators name and mobile (if available) is displayed for contact purposes.

6.4.2 Branded header

Adjustments can be made to a) company logotype, b) background color of header, c) text font, and d) text color. If no branding has been selected, the default is the Scrive logotype and colors. Author can remove the header and footer in the Design View before initiating Workflow Execution.

6.4.3 Other branded Sign View components

Components of the Sign View that can be branded are a) text font type of all text, b) color of the guiding arrow, c) color and text font of text in the guiding arrows, d) color of buttons, and e) color and text font of the text in the buttons. In the Sign View, confirmation page after signing, the signing invitation email and confirmation email there is a discrete ”Powered by Scrive” text.

6.4.4 Signing header

This header stays at the top of the SIgn View as the signatory scrolls through the Main Document to sign. The header includes a) the name of the document, b) a button to activate highlighting (learn more below), c) a button to zoom in the Main Document and d) a button to zoom out the Main Document. By clicking the highlight button, the highlighting functionality is enabled and the scrolling functionality is disabled. Thus, instead of scrolling when touching the screen the touch will result in a yellow highlighting color being painted to the Main Document where the finger points. Highlighting starts when a finger is put to, or a mouse is clicked above, the Main Document. Highlighting stops when the finger is lifted or the mouse is released. To initiate highlighting again the highlighting button in the header has to be pressed again. If the highlighting functionality has been applied to the Main Document in the current Workflow Session, a clear button will also be available in the signing header. The clear button will allow highlighting to be cleared from one document page at a time, and “clear mode” will be enabled until any highlighting has been cleared, or until the cancel button is clicked to cancel clear mode.

6.4.5 Review instruction

Below the header there is a) the person’s name and b) a brief instruction on how to proceed to sign the document. The purpose of the name is to decrease the risk that a person mistakenly signs in another Signatory’s name. If the name was not supplied before Initiator initiated Workflow Execution, then only the brief instruction is displayed.

6.4.6 Mandatory/optional explanation

Explanation of the difference in instruction color between actions that are mandatory and actions that are optional. This appears if the Workflow Session includes optional and mandatory actions.

6.4.7 Download PDF

Option to download the Main Document and Attachments as PDF. This option is either displayed or not depending on if the Author defined that it should be displayed during the Workflow Session.

6.4.8 Document display

PNGs of the Main Document are displayed in up to 1040 px width.

6.4.9 Guiding arrow

The guiding arrow will guide the Party through the steps set as mandatory by the Author. The arrow will guide the Party by pointing at the next mandatory step and blink.

6.4.10 Text fields

There can be empty text fields that are mandatory or optional to complete for the Party and pre-filled fields that can be editable.

6.4.11 Checkboxes

There can be unchecked checkboxes that are mandatory or optional for the Party and pre-checked checkboxes that can be de-checked. Checkboxes can be small, medium, or large, at the discretion of the author.

6.4.12 Radio buttons

There can be radio button groups comprising of two or more radio button options. The Party must select one of the radio buttons for each radio button group. Each radio button group can be small, medium, or large, at the discretion of the author.

6.4.13 Signature box

If signatures are requested from the Signatory then signature boxes are displayed as colored areas on top of the document. If the Author has defined the signature as mandatory, then the guiding arrow will point to the colored area after previous mandatory fields have been completed. When clicking a signature box a signing workflow is initiated. Read more about the signing workflow in section “6.6 Signing the Sign Material”.

6.4.14 About you section

If there are input fields that are mandatory to include in the transaction but have not been placed on top of the document by the Author they are displayed in the about you section. This section is not visible if there is no mandatory information that has not been placed on top of the document for input.

6.4.15 Attachments section

For each attachment that has been added to the document by the Author a section is displayed including the title of the attachment and a button to show the attachment. The attachment can be viewed by clicking the button to show the attachment, then the section expands and displays the attachment in full to the Signatory. If an attachment was selected by the Author to be mandatory to review in the Workflow Settings then a) a checkbox is available next to the title of the attachment and b) a text stating that the signatory confirms that they have read and understood the content of the attachment is available next to the checkbox. The checkbox with the instruction to confirm that the Signatory has read and understood the content of the attachment must be checked before the Signatory can sign.

6.4.16 Requested attachments section

This is where, if requested, the signatory is instructed to upload additional documents as attachments. The signatory can choose not to upload an optional attachment by checking a checkbox. If attachments have been added by previous signatories in the same process, those are visible to the current signatory for review. This section is not visible if there are no requests for attachments from the signatory.

6.4.17 Signatories section

This section includes a list of the Signatories, their signing progress and a) Full name,,  and b) if applicable information about the Signatory is displayed such as organisation, organisation number, ID number, mobile number and email.

6.4.18 Reject or sign section

This is the last section in the Sign View. This section includes a reject button and a next button. By clicking the reject button the Signatory will initiate the rejection workflow and by clicking the next button the Signatory will initiate the signing workflow. If the Author has determined in the Sign View Settings that the reject button shall not be displayed to the Signatory, only the next button will be displayed.

6.5 Rejecting to sign the Sign Material

This is the workflow guiding the Signatory when they are rejecting to sign the Sign Material.

6.5.1 Reject button

At the bottom of the Sign View the signatory can reject the signing via clicking on a reject button. This button is visible if the Author has not disabled it in the Workflow Settings.

6.5.2 Rejection section

If the option to allow a rejection message was chosen in the Workflow Settings, upon clicking the button to reject the Signatory will enter a section where the Signatory can reject and, if so desired, write a rejection message to the Initiator. If a rejection message is not allowed, the Signatory will be asked to confirm the rejection directly, without the possibility of writing a rejection message. If the Signatory confirms the rejection, the Workflow Execution is cancelled and the Main Document can no longer be signed by any other Signatory.

6.5.3 Rejection confirmation page

After a rejection the Signatory is redirected to a page confirming that the signing was rejected and, if a rejection message was created, that the rejection message was sent to the Initiator.

6.6 Signing the Sign Material

The signing workflow is the workflow guiding the Signatory when they are signing the Sign Material.

6.6.1 Signature Drawing Modal

After the signature box has been clicked by the Signatory, the Signature Drawing Modal is opened and the Signatory is instructed to sign. The Signatory can draw their signature on a touchscreen or with a mouse. Once the Signatory has drawn their signature in the Signature Drawing Modal, they can click a button to proceed. Once they have clicked the button to go to the next step the modal closes and the signatory is scrolled to the next step defined by the Workflow Settings. 

6.6.2 PIN by SMS authentication and Signature Confirmation Section

If the authentication was set to PIN by SMS, the Signatory is either a) prompted to type the mobile number they want to use for authentication or b) if the mobile number was prefilled by the Initiator they can only view the mobile number. After the signatory has filled their mobile mobile number or reviewed the one that was prefilled by the Initiator and clicked to send the SMS, the Signature Confirmation Section appears with a) an input field for the PIN, b) a text if they wish to sign and let Scrive eSign register their signature and c) a button to confirm the PIN and complete the signing process. After the correct PIN has been supplied and the Signatory has confirmed that they wish to sign , the signature is registered and the Signature Registration Section is displayed.

6.6.3 Swedish BankID authentication and Signature Confirmation Section

If the authentication was set to Swedish BankID, the Signatory is either a) prompted to type the ID number they want to use for authentication, or b) if the ID number was prefilled by the Initiator this is already prefilled and not editable. After the signatory has a) filled their ID number or reviewed the one that was prefilled by the Initiator and b) clicked to initiate the authentication with Swedish BankID, the Signatory authenticates within the Swedish BankID application. When the authentication is completed in the Swedish BankID application, Scrive eSign registers the signature. 

6.6.4 Signature Confirmation Section

If the authentication was neither set to Swedish BankID nor PIN by SMS then the Signature Confirmation Section asks the Signatory if they wish to either “sign” (if no signature was drawn in the document using the Signature Drawing Modal) or “finish” (if a signature was drawn in the document using the Signature Drawing Modal) and let Scrive eSign register their signature. Once the Signatory has confirmed that they wish to sign or finish the signing process, the signature is registered and the Signature Registration Section is displayed.

6.7 Receiving the confirmation after signing

This is the workflow guiding the Signatory after they have signed the Sign Material.

6.7.1 Signature Registration Section

After the Signatory has confirmed their signature in the Signature Confirmation Section, the Signatory is redirected to the Signature Registration Section. The Signature Registration Section instructs the Signatory that their signature is being registered by Scrive eSign.

6.7.2 Signature confirmation page

After Scrive eSign has completed registering the signature of the Signatory, the Signatory is either redirected to:

		a custom confirmation page. Scrive does not regulate the custom confirmation page other than requiring that the confirmation page should not be misleading to the Signatory, thus it can include any information.

		the Scrive eSign standard confirmation page. The standard confirmation page includes information that the Signatory’s signature has been registered. If the Author had set that Scrive eSign should send an outgoing confirmation message, then the Signatory is also informed that an outgoing confirmation message was sent to the Signatory or that, if there are more Signatories to sign the document, an outgoing confirmation message will be sent to the Signatory after all Signatories have signed.

		the Signing Handover Interface, where a button is displayed leading to the Workflow Session for that next Signatory. This happens if there are other Signatories in line to sign after the Signatory that just signed, and the Delivery Method was set to in-person for any of those Signatories.



6.7.3 Signature confirmation message

If Author set that an outgoing confirmation message should be sent to the Signatory, a confirmation message is sent either via SMS, email or both. The confirmation message includes information that the document has now been signed by all Signatories. The email also includes an original of the Evidence Package and the SMS includes a link to access the Evidence Package online. If the Evidence Package is over 10MB Scrive eSign will not include the Evidence Package in the confirmation email and instead an instruction and a link to access the document will be supplied. If the Author set that a custom confirmation message shall be included in the outgoing confirmation message, the custom confirmation message set by the Author is included after the standard confirmation message texts.

7. Evidence collection

During the Workflow Execution Scrive eSign is collecting evidence to include into the Evidence Package.

7.1 Collecting missing Sign Material

At any time during the Workflow Execution, Scrive eSign presents the Sign Material in its current state in the Sign View meaning that it displays a) images of each page of the Main Document, b) links to all Attachments and c) renders all currently defined Field Data on the pages of the Main Document using the placements specified by the Author. As the process advances, the Sign Material is collected and produced through the following process:

		The Author uploads the initial Sign Material into Scrive eSign, consisting of the Main document, Author Attachments and initial Field Data.

		The Signatories will perform a review of the Sign Material in the Sign View. Depending on the Workflow Settings the Signatory can be asked to upload Signatory Attachments and add more Field Data, so that the Sign Material is completed. This step is reiterated until all Signatories have signed. 

		When the last Signatory has signed, the Sign Material has become fully completed and is locked from further modifications.



7.2 Producing the Transaction Logs

Scrive eSign executes the following activities to produce the Transaction Logs:

		Record as many as possible of the Signatories’ activities in Scrive eSign during Workflow Execution

		Record screenshots of the confirmation after the Signatories have signed through Scrive eSign

		Record system information of the Signatories’ client system

		Record system time of the Signatories’ activities in Scrive eSign



This section will explain the different procedures for recording the Transaction Logs as listed above.

7.2.1 Recording Signatories’ activities in Scrive eSign

Scrive eSign records events when the Signatory has interacted with Scrive eSign during Workflow Execution. The activities in Scrive eSign that are recorded are listed below. Coordinates X=0, Y=0 is the top-left corner of the page, X=1, Y=1 is the bottom-right corner.

		Sample event (as printed in the Evidence Log)

		Event explanation



		Scrive eSign sealed the Evidence Package (as defined in the Service Description) with a keyless digital signature.

		See section 8.1.11.



		Scrive eSign sealed the final PDF with a digital signature.

		See section 8.1.10 and 8.1.12.



		Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.

		See sections 8.1.1 – 8.1.9 



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) verified their identity with [AUTHENTICATION METHOD] to access the document.

Data returned from the [AUTHENTICATION METHOD]:

Name: [NAMED RETURNED]
ID number: [ID NUMBER RETURNED]


Signature: [SIGNATURE RETURNED]
Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.3.1.



		Scrive eSign sent an automatic reminder to sign using [DELIVERY METHOD] to [EMAIL@EXAMPLE.COM and 012-34 56 78] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]).

		See section 3.3.6.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) withdrew the invitation to sign and Scrive eSign disabled the possibility to sign for all parties.

		See sections 5.2.



		The user [NAME OF USER ([UNIQUE IDENTIFIER]] changed authentication for [NAME OF PARTY (UNIQUE IDENTIFIER)] from [OLD AUTHENTICATION METHOD] to [NEW AUTHENTICATION METHOD].

		See section 5.9.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the email address for the party from [BAD@EXAMPLE.COM] to [GOOD@EXAMPLE.COM].

		See section 5.10.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) changed the mobile number for the party from [BAD-12 34 56] to [GOOD-12 34 56].  

		See section 5.10.



		Scrive eSign locked the document from further modifications by the parties.

		See section 7.1 step 3.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[ACCEPT ATTACHMENT CONDITIONS TEXT]”.

		See sections 3.3.1 and 6.4.15.

[ACCEPT ATTACHMENT CONDITIONS TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "I have read and accepted the content of the attachment [EXAMPLE ATTACHMENT NAME]".



		The party [NAME OF PARTY] ([UNIQUE IDENTIFIER]) deleted the attachment [ATTACHMENT NAME] previously uploaded by the party [NAME OF PARTY] ([UNIQUE IDENTIFIER]).

		See sections 3.3.2 and 6.4.16.



		Due to a system error Scrive eSign failed to finalise the Evidence Package (as defined in the Service Description) before sealing with a digital signature.

		Sometimes the system may fail to produce the Evidence Package as described in sections 8.1 – 8.3. This event is extremely rare.



		Scrive eSign’s external email delivery system reported that the invitation to [sign/review] the document sent via email to [PARTY@EXAMPLE.COM] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation to [sign/review] the document sent via SMS to [012-34 56 78] was delivered.

		See sections 3.1.4 and 5.1.



		Scrive eSign sent an invitation to [sign/review] the document via [delivery method] to [PARTY@EXAMPLE.COM and/or 012-34 56 78]. The invitation included a link that when clicked lead to Scrive eSign’s online interface to [sign/review] documents. The invitation contained the following message: <BR/> <i>This is an example message text.</i>

		See sections 3.1.4, 3.3.7 and 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent via email to [PARTY@EXAMPLE.COM] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external SMS delivery system reported that the invitation sent via SMS to [012-34 56 78] could not be delivered and continued attempts were cancelled.

		See section 5.1.



		Scrive eSign’s external email delivery system reported that the invitation sent to [PARTY@EXAMPLE.COM]  was opened.

		See section 5.1.



		The initiator [NAME OF INITIATOR] ([UNIQUE IDENTIFIER]) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to [EXAMPLE LANGUAGE: ENGLISH], c) set the signing due date to [EXAMPLE DATE: 2013-01-01 00:00:00 UTC], d) set the time zone to [EXAMPLE TIME ZONE: CET] and e) initiated the signing workflow.

		See section 4.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) prolonged the signing due date.

		See section 5.3.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) rejected the invitation to sign and Scrive eSign disabled the possibility to sign for all parties. The rejection message from the signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See section 6.5.2.



		Scrive eSign sent a reminder to [review/sign] via [delivery method] to [SIGNATORY@EXAMPLE.COM and/or MOBILE NUMBER] at the request of the user [NAME OF USER] ([UNIQUE IDENTIFIER]). The reminder message from the user [NAME OF USER] ([UNIQUE IDENTIFIER]) was: <BR/> <i>This is an example message text.</i>

		See sections 9.1.4 and 5.7.



		Scrive eSign’s administrator ([ADMIN@EXAMPLE.COM]), a person authorised to administer Scrive eSign, requested preparation of the Evidence Package.

		In the rare event of failure there is a safety feature in Scrive eSign where an authorised person at Scrive can ask the system to try to reseal the Evidence Package.



		The user [NAME OF USER] ([UNIQUE IDENTIFIER]) edited the signing workflow in Scrive eSign’s interface to design signing workflows.

		See section 5.4.



		The SMS with the PIN was delivered to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		An SMS with a PIN was sent to [MOBILE NUMBER] for the signatory [NAME OF SIGNATORY (UNIQUE IDENTIFIER)] to use for authentication.

		See section 6.6.2.



		The signatory [NAME OF SIGNATORY] ([UNIQUE IDENTIFIER]) uploaded the attachment [EXAMPLE ATTACHMENT NAME] requested by the workflow author. The request had the following description: <BR/> <i>This is an example description.</i>

		See sections 3.3.2 and 6.4.16.



		The signatory [NAME OF SIGNATORY] checked the checkbox “[EXAMPLE ATTACHMENT NAME]”. The text next to the checkbox was “[NOTHING TO UPLOAD TEXT]”.

		See sections 3.3.2 and 6.4.16.

[NOTHING TO UPLOAD TEXT] is the text that was visible to the signatory and depends on the document’s language setting. In English it is "Nothing to upload".



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the 

document using PIN by SMS as authentication method. The PIN was sent to [MOBILE NUMBER].

		See section 6.6.2.



		The document was signed by [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) using [AUTHENTICATION METHOD] as authentication method. 


The text signed in the [AUTHENTICATION METHOD] client was:


$signed_text$

Data returned from the  [AUTHENTICATION METHOD]:

  

Name: [NAMED RETURNED]

ID number: [ID NUMBER RETURNED]

Signature: [SIGNATURE RETURNED]

Online Certificate Status Protocol (OCSP) Response: [OCSP RETURNED]

		See section 6.6.3.



		The signatory [NAME OF SIGNATORY ([UNIQUE IDENTIFIER]) signed the document.

		See section 6.7.1.



		The due date for signing the document passed. Scrive eSign disabled the possibility to sign for all parties.

		See section 3.3.5.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) [CHECKED or UNCHECKED] the checkbox [NAME OF CHECKBOX]. The checkbox's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.4 and 6.4.10.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) selected the radio button "[NAME OF RADIO BUTTON]" in radio group "[NAME OF RADIO GROUP]". Possible options were: [LIST OF ALL RADIO BUTTON NAMES IN RADIO GROUP]. The radio buttons placement in the Main Document:

Page     X           Y

1            0.123   0.128

1            0.123   0.142

		See sections 3.2.5 and 6.4.12.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) signed in the signature box [NAME OF BOX]. The box's placement in the Main Document:

Page     X           Y

1            0.123   0.420

		See sections 3.2.5, 6.4.13 (or 6.4.18 if signature box was not placed) and 6.5.11.



		The signatory [NAME OF PERSON] ([UNIQUE IDENTIFIER]) changed the text in the text field [NAME OF FIELD] from [PREVIOUS VALUE] to [NEW VALUE]. The field's placement in the Main Document: 

Page     X           Y

1            0.123   0.420

		See sections 3.2.3 and 6.4.9 (or 6.4.14 if text field was not placed).



		The party  [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the view to verify their identity before viewing the document.

		See section 6.3.1.



		The party [NAME OF PERSON] ([UNIQUE IDENTIFIER]) opened the document in Scrive eSign’s online interface to [review/sign] documents.

		See section 6.2.1.



		Highlighting was added to page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 



		Highlighting was removed from page 3 while [NAME OF PERSON] was viewing.

		See sections 3.5.1 and 6.4.4. 





7.2.2 Generating images of the confirmation after Signatories signed

To sign through Scrive eSign the Signatory is asked to confirm the signature and after the Signatory has confirmed their signature a confirmation message is displayed. Scrive eSign will generate an image of the Signatories’ browser environment including the confirmation message in the foreground and the Main Document and Field Data in the background.

The technology for generating an image of the Signatories’ browser environment is not perfect. Therefore, as a safeguard in the event that the image of the Signatories’ browser cannot be generated correctly, Scrive eSign will at each Planned Production Upgrade, generate images of a reference browser environment including the confirmation message in the foreground and a demo Main Document and Field Data in the background. The purpose of the images is to serve as a reference to display how the images of the Signatories’ browser environment should have looked like if the image generation would have been generated correctly.

7.2.3 Recording Signatories’ system information

Scrive eSign records information of the system that the Signatories use at each system event generated by the Signatory. The information that is recorded is:

		IP address



7.2.4 Record the time of each event in Scrive eSign relating to a Signatory’s activity

At the time of an event triggered by a Signatories’ interaction with Scrive eSign, Scrive eSign will log the following information:  

		The time of Scrive eSign servers at the time of the Signatories’ activity 

		The time of the latest Clock Error Sample

		The clock error at the latest Clock Error Sample



7.3 Recording clock error

The time of Scrive eSign servers is controlled using NTP and the servers communicate indirectly with servers equipped with reference clocks whose purpose is to define reference time. Each hour Scrive eSign estimates the error of the clocks of its servers compared to reference time and the estimated error is measured in milliseconds (the “Clock Error Sample” or “CES”). The purpose of the Clock Error Sample is to produce data that can be used in a statistical model to evaluate the accuracy of Scrive eSign servers’ clock at the point of each logged event.

More about the Clock Error Sample and measurement of time in Scrive eSign is explained in the Appendix 4 Evidence of Time.

8. Evidence Package generation

8.1 Preparing the Evidence Package

Once all Signatories have signed electronically, Scrive eSign will execute the following actions to produce the Evidence Material:

		Prepare the Final PDF.

		Append the Verification Page as an additional page to the Final PDF.

		Append the Evidence Quality of Scrive E-signed Documents as an attachments inside the Final PDF.

		Append the Evidence Quality Framework as an attachment inside the Final PDF.

		Append the Service Description as an attachment inside the Final PDF.

		Append the Evidence Log as an attachment inside the Final PDF.

		Append the Evidence of Time as an attachment inside the Final PDF.

		Append the Evidence of Intent as an attachment inside the Final PDF.

		Append the Digital Signature Documentation as an attachment inside the Final PDF.



Once the Evidence Material has been produced Scrive eSign will execute the following actions to secure the integrity of the Evidence Material and thereby produce the final Evidence Package:

		Seal the material in steps 1-9 with a digital signature.

		Seal the material in steps 1-10 with a keyless digital signature (not performed if PAdES digital sealing is used).



A detailed description of the steps 1-11 follows below.

8.1.1 Prepare a Final PDF (step 1)

The Final PDF is prepared by inserting all the pages from the original Main Document, and subsequently all the Field Data is rendered using the placements defined by the Author in the Workflow Settings. If the Author defined that Attachments should be Merged with the Main Document they are added as pages to the Main Document. If the Author defined that Attachments should not be Merged with the Main Document the attachment is hashed using SHA-256. The hash can be found in the Evidence Log. Attachments that are not merged with the Main Documents are not digitally sealed. By comparing the computed hash (the output from execution of the algorithm SHA-256) to a known and expected hash value (the value in the Evidence Log), it’s possible to determine the Attachments’ integrity.

8.1.2 Append the Verification Page (step 2)

The Verification Page is one or several pages appended at the end of the Final PDF and it contains the following information:

		Document ID intended for support purposes.

		Information about the Main Document including name, number of pages and by whom it was submitted.

		Information about the each Attachment, including name, number of pages, if it was merged with the Main Document or not and by whom it was submitted.

		Information about the Initiator and each Signatory. 

		Activity history of each Signatory in Scrive eSign during Workflow Execution, including a brief description of the activity, the time of the activity and the IP address.

		A Scrive seal.



At the end of the Verification Page there is brief documentation describing what the Verification Page is. The documentation is intended to give the reader all the information necessary in order to understand:

		The nature of the document (an Evidence Package issued by Scrive).

		That additional documentation about the Evidence Package can be found in the Attachments.

		Where to verify the integrity of the document (https://www.scrive.com/verify).



The purpose of the Verification Page is to make the most important metadata about the Workflow Execution easily accessible.

8.1.3 Append the Evidence Quality of Scrive E-signed Documents (step 3)

The Evidence Quality of Scrive E-signed Documents is a brief introduction to the Evidence Package. The purpose of the document is to serve as an executive summary and help with the understanding of the Evidence Package without having to read through all the documentation. 

8.1.4 Append the Evidence Quality Framework (step 4)

The Evidence Quality Framework explains the legal aspects of digital evidence quality. The purpose of this document is to set a framework for the understanding of digital evidence quality and explain how the Evidence Package relates to such framework.

8.1.5 Append the Service Description (step 5)

The Service Description is this document and is a complete functional specification of Scrive eSign. The Scrive team maintains the following process to keep the Service Description up to date:

		A new version of Scrive eSign has been developed and the staging environment has been updated with the new version. The staging environment is the servers where the final testing of a new version of Scrive eSign is conducted before it is released to all customers. If the new version of Scrive eSign includes new features or substantial adjustments to existing features the Service Description is updated by the Scrive eSign product owner to include the changes made. The Scrive eSign product owner is the person that plans and manages the development of Scrive eSign.

		While on staging the changes to the Service Description is reviewed and corrected by the Scrive legal counsel in dialogue with the Scrive eSign product owner. 

		Once all text changes have been agreed by the Scrive eSign product owner and the Scrive legal counsel, the updated Service Description is to be included with the next updates to Scrive eSign. 



The purpose of the document is to serve as a reference for anyone trying to understand the Evidence Package and its different components.

8.1.6 Append the Evidence Log (step 6)

The Evidence Log includes all Transaction Logs printed in human readable text including a) the Signatories’ activities in Scrive eSign during Workflow Execution, b) all system information of the Signatories, and c) the UTC timestamp created at the moment of each Signatories’ activity.

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of Scrive eSign and thus independently of Scrive. 

8.1.7 Append the Evidence of Time (step 7)

The Evidence of Time includes a detailed documentation about a) how the time of the servers of Scrive eSign is measured and synchronised with trusted sources of time, b) a mathematical algorithm to calculate the probability of time deviation above certain time intervals and c) the measurements required to insert into the mathematical algorithm, including the last 1000 samples of the servers time deviation and their distribution.

The purpose of the Evidence of Time is to explain how Scrive eSign measures time and

provide a mathematical algorithm by which it is possible to calculate the probability of

the error of the time stamps recorded by Scrive eSign.

8.1.8 Append the Evidence of Intent (step 8)

The Evidence of Intent includes the images of the Signatories browser environment generated by Scrive eSign when the Signatory has signed and is displayed with a confirmation thereof. Additionally the Evidence of Intent also includes the reference images generated by Scrive eSign at each Planned Production Upgrade.

The purpose of the Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid such rhetoric as exemplified by the example with the blue elephant and the pink sheep.

8.1.9 Append the Digital Signature Documentation (step 9)

The Digital Signature Documentation contains an algorithm for how to prove the document’s integrity mathematically. The document integrity can be tested mathematically with the help of a) the Digital Signature Documentation, b) a code published in the Financial Times after the date of sealing the document with the digital signature (step 10) and c) a keyless digital signature has been applied to the document after the date of publishing the code in the Financial Times (step 11). This document does require technical knowledge to be useful.

The purpose of the Digital Signature Documentation is to explain how the integrity of the Evidence Package can be verified independently of Scrive or any other third party. Note that the Digital Signature Documentation is not intended as the primary method for proving the document’s integrity. The use of the Digital Signature Documentation is intended as a last resort after which all other methods of verifying the integrity have failed. To clarify, the intended order for verifying the integrity of a document is:

		Scrive provides the primary method for verifying the integrity of a signature at https://www.scrive.com/verify. Here the document owner can upload the document and get an automated validation of the document integrity. This method does not require any technical knowledge to be useful.

		If this primary method for some reason fails to perform the verification of integrity then the digital signature provider, Guardtime (http://www.guardtime.com), can be contacted directly for verification. This second method also does not require any technical knowledge to be useful.

		Finally, if both previous methods have failed, the Digital Signature Documentation can be used to mathematically verify the document integrity.



8.1.10 Append the Digital Signature (step 10)

When the steps 1-9 have been performed the document is sealed with a digital signature from Guardtime to produce the complete Evidence Package (steps 1-10).

The purpose of the Digital Signature is to be able to prove the integrity of the Evidence Package with the help of Guardtime. Additionally the digital signature also has a function of a strong timestamp useful as evidence of time at the point of sealing the document. Learn more about this in the Digital Signature Documentation.

8.1.11 Append the Keyless Digital Signature (step 11)

Around the 20th each month Guardtime will make an updated Keyless Digital Signature available. Scrive eSign will apply the updated Keyless Digital Signatures on Evidence Packages that were produced by Scrive eSign 40 days after the initial signing.

The purpose of the Keyless Digital Signature, is that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. Additionally, the verification will provide irrefutable evidence about when the timestamp in step 10 was generated. Learn more about this in the Digital Signature Documentation.

8.1.12 PAdES digital signature (optional to Steps 10 and 11)

The PAdES digital signature secures that the document can not be tampered without breaking the signature. In addition, the following are appended to the document as part of PAdES digital signature: 

		A URL to a Certificate Revocation List is appended that can be read to assure that the certificate is not in a revoked state at the time of signing of the document. 

		An OCSP (online certificate status protocol) is embedded to check the revocation status of the certificate. 

		A TimeStamp is added at the time of signing to ensure two things; that the signature was valid at the time of signing; and (ii) that the signature remains valid over time. 



9. Document administration

Scrive eSign has a basic document management system. This system is described in this section.

9.1 Document list

9.1.1 List view

Initiated Workflows and Evidence Packages from completed workflows are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s).

9.1.2 Learn more and manage workflow

By clicking the name of an Initiated Workflow, the User is redirected to the Document View where there is more information about the workflow progress and options to manage the workflow.

9.1.3 Mass-withdraw invitations

To withdraw an invitation to sign an Initiated Workflow, select Initiated Workflows by checking the checkboxes on the side and press “withdraw”. The invitation to sign the selected Initiated Workflows will be withdrawn and they will no longer be possible to sign. If a Signatory clicks an invitation link to a withdrawn document they will land in a landing page with an instruction that the Workflow Execution has been cancelled.

9.1.4 Send mass-reminder

To remind Signatories of an Initiated Workflow to sign, select by checking the checkboxes on the side and press “send reminder”. The reminder to sign the selected Initiated Workflows will be sent to all the Signatories that haven’t signed using the Delivery Method as initially selected by the Author. If a specific sign order has been defined the reminder will only be sent to the next Signatory in line for signing.

9.1.5 Delete

To delete an Initiated Workflow or Evidence Package from the list view, select by checking the checkboxes on the side and press delete. Initiated Workflows that are deleted will also automatically be withdrawn.

9.1.6 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.1.7 Download all documents

Select what documents to download and download a zip-file including the PDFs of the selected documents. The Main Document from Initiated Workflows will be downloaded in its current state and finalised documents will be downloaded as completed Evidence Packages.

9.1.8 Download metadata as CSV

By selecting this option metadata from all transactions will be downloaded as CSV. The metadata includes information about each Party and the most important activities of the Party during Workflow Execution.

9.2 Template Workflow editing list

9.2.1 List view

Template Workflows are displayed in a list time of latest change, name of Template Workflow, Initiator, Parties and Delivery Method(s). Deleted Template Workflows are deleted instantaneously.

9.2.2 Filter and search

Search the list of Template Workflows with free text search.

9.2.3 Delete

To delete a Template Workflow from the list view, select one or multiple templates by checking the checkboxes on the side and press delete.

9.2.4 Share

To share a Template Workflow in the list view with other Users in the same organisation, select one or multiple Template Workflows by checking the checkboxes on the side and press share.

9.3 Trash list

9.3.1 List view

Deleted Initiated Workflows, Template Workflows and Evidence Packages are displayed in a list with progress status, time of latest event, name of Initiated Workflow, Initiator, Parties and Delivery Method(s). Deleted documents stay in the list for one month before Scrive eSign deletes them permanently from the system.

9.3.2 Filter and search

Filter documents based on workflow progress status, initiator and/or date. Search the list of Template Workflows with free text search. Matches will be provided for all free text data.

9.3.3 Restore

To restore a document back to the documents list, select by checking the checkboxes on the side and press restore.

9.4 Auto-deletion of documents and personal data

This is a setting that will instruct Scrive eSign to auto-delete documents and personal data after a number of days as defined by the account administrator. This applies to all documents except templates and documents pending signing. Upon deletion the documents are moved to Trash.

10. Account administration

10.1 Organisation administration

Accounts in Scrive eSign are organised in organisations. Each User belongs to an organisation. The organisation settings will be used in the Users interactions with Parties when using the system.

10.1.1 Organisation details

In the account section it is possible to edit the organisation details. The organisation details include name, organisation number and address. The name and organisation number will be displayed whenever the User is displayed as Party to a Workflow Execution, including places such as the Sign View and the Verification Page. The organisation address and mobile number  of the organisation’s administrators will be used for billing and support purposes.

10.1.2 White-label branding

There are two types of white-label branding in Scrive eSign: the Workflow Session branding and the complete white-label branding. In the account section it is possible to white-label the Workflow Sessions with the company brand profile, including a) the Sign View, b) the emails,  c) SMS’ d) the logged in part (such as the Design View), e) the favicon, f) the browser title. The complete white-label branding can only be set by a Scrive administrator and additionally to the Workflow Session branding includes white-labeling of a) the login and signup views, b) party colors and c) document status icons. 

10.2 User administration

10.2.1 User privileges

There are two levels of user privileges: standard and admin. The standard User can do everything as specified in the previous sections of this specification document. The admin User has the additional privileges as specified below.

		Privilege

		Explanation



		Edit company details

		Can edit the details of the organisation’s Scrive eSign account.



		Add user

		Can add users to the organisation’s Scrive eSign account.



		Remove user

		Can remove users from the organisation’s Scrive eSign account.



		White-label branding

		Can do Workflow Session branding for all users of the organisation’s Scrive eSign account.



		Access all documents

		Can access all documents of all Users in the organisation’s Scrive account.



		Manage all documents

		Can manage all documents of all Users in the organisation’s Scrive account.





10.2.2 User management

In the account section the admin User can add Users by typing name and email address. The person will then be invited to have an account as part of the organisation of the inviting admin User. The Users of the organisation are displayed in a list and can be removed from the organisation by selecting the User and deleting it. All documents of that User will stay the property of the organisation.
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1. Purpose

The purpose of the Digital Signature Documentation is to provide a method so that the integrity of the Evidence Package can be verified mathematically and independently of Scrive, Guardtime or any other third party, only relying on public information. 

2. Overview

2.1 Digital Signatures

Digital signatures are used to make digital data tamper proof, so that it can be verified that the data has not been modified since the digital signature was created.

Digital signatures are designed in a way that there is a method for checking that the data that the signature is applied to is not modified, and that there is a method for checking that the signature has been issued in some trusted way.

2.2 Cryptographic Hash Functions

There is one mathematical concept that is pervasive in digital signing technologies: cryptographic hash functions. Such functions are used to straightforwardly compute a “hash value” of some fixed length (e.g. 256 bits) of some arbitrary amount of data, with the property that it is infeasible to reverse the function and get the data back from the hash value, but most importantly: it is infeasible to come up with any other piece of data that will compute to the same hash value.

These properties imply that it is sufficient to protect hash values of data instead of the data itself. The reason is that if we know that the protected hash value is unmodified and matches the hash value that we can compute of the data itself, then we know that it is infeasible that the data itself has been modified. For integrity purposes, hash values are essential condensations of the original data.

In addition to the cryptographic hash functions, many technologies for digital signatures are based on the use of keys.

2.3 Key-based digital signatures

In key-based digital signatures, secret information (private keys) are used to create signatures by some trusted organisation. Each private key has a corresponding public key which is used for verifying the integrity of the digital signatures created with the private key. So to check a key-based digital signature, one needs to access the public key that corresponded to the secret key used to create the signature. In addition to verifying the signature using the public key, one has to verify that the public key comes from the trusted organisation that created the signature. This can be done using digital certificates as part of the public-key infrastructure.

Key-based digital signatures are problematic due to the durability requirements that come with protecting Evidence Packages. The private key must be kept secret by the trusted organisation. Should the key become public, the digital signatures that were issued using it can no longer be used to verify the integrity of the data. As a mitigation, the trusted organisation can limit the time that any one public/private key pair is used, and then erase the private key. Should a private key leak from the trusted organisation, only signatures created during the lifetime of the private key become worthless. However, more frequent renewal of keys mean that the organisation issuing digital signatures must provide more public keys for verification purposes. The main problem remains: how can one be sure that a private key was not leaked and used to forge digital signatures? The PAdES standard specifies a set of restrictions and extensions to the standards for PDF and ISO-32000-1 and -2. PAdES is described in the technical specification TS-102 778 that is published and maintained by the European Telecommunication Standards Institute, ETSI.

2.4 Keyless digital signatures for durability

Keyless digital signatures rely solely on the properties of cryptographic hash functions to protect data, without the use of secrets.

An extremely simple (but naive) method for creating a keyless digital signature is to compute the hash value of some data and then make that hash value public so that it can be used to verify that copies of the data have not been modified. It is important that the hash value is published so that that a verifier readily can find it and trust that the hash value is authentic, and that the publication is permanently accessible for the foreseeable future. A suitable method is to publish the hash value in a newspaper that is widely spread and archived throughout the world.

Although simple, the naive method described is not practical in that it requires one hash value to be published for each piece of data that needs a digital signature. To make keyless digital signatures practical one can combine hash values from multiple pieces of data by juxtaposing the hash values and computing new hash values of the result, as illustrated below:
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By combining hash values in this way, one can choose to publish the combined hash value periodically, e.g. once a month. For verification to work, additional information is needed to ensure that a particular Evidence Package’s hash value leads to the hash value that is published in a newspaper (such a published hash value is called a publication code). Therefore, the digital signature contains information about what newspaper contains the publication code (currently, publication codes are printed in Financial Times), as well as intermediate hash values in the linked chain of hashes all the way to the publication code. For the middle Evidence Package in the diagram above, the digital signature would have information about where one can find the publication code c₆, as well as the intermediate hash values c₃, d₄, and d₅. From the Evidence Package’s computed hash value d₃, the intermediate hash values in the digital signature, and the combining cryptographic hash function H taking juxtaposed hash values, a verifier would compute the complete chain of hash values: c₄ = H(c₃,d₃), c₅ = H(c₄,d₄), c₆ = H(c₅, d₅). Having computed c₆, the verifier needs to check that it is equal to the newspaper’s publication code.

Since the digital signature must contain extra information about intermediate hash values that stem from other Evidence Packages leading to the publication code, one cannot immediately put the keyless digital signature into the Evidence Package upon its creation—one has to wait until the publication code is known. But since the parties involved in signing a document typically want access to the Evidence Package right away, Scrive E-sign provides the parties with an initial version of the Evidence Package with a temporary, keyless digital signature. Once the Evidence Package’s hash value has been part of the linked chain that leads to a publication code, Scrive E-sign produces a new Evidence Package with the permanent, keyless digital signature. Signatories that choose to store their Evidence Package in the archive service provided by Scrive E-sign can download the revised Evidence Package in the archive once it becomes available.

The devil in the details regarding the implementation of keyless digital signatures (e.g., in practice one would use trees of intermediate hash values instead of linked chains), but the fundamental principle is the same: data can be verified by computing a sequence of hash values and check against a value that is published in a trusted way.

2.5 Verifiable timestamps using keyless signatures

The keyless signature not only provides a method for verifying the integrity of the Evidence Package, it also encodes the time down to the second when the signature was created. By construction, the time encoding is irrefutable and can be produced as part of the verification method of the keyless digital signature.

The following diagram gives a simplified version of how the time encoding works. Each publication code that goes into a newspaper is the root of the so called calendar tree, which is an ever-growing tree with one leaf node for each second since midnight, January 1st, 1970 in Coordinated Universal Time (UTC), a point in time we will denote T₀. (In the diagram, we have assumed that there is one evidence package providing the hash value for each leaf node, which is a simplification since we for each second may have zero or more than one evidence package for which we want a digital signature. In reality, the hash value of each leaf node in the calendar tree is constructed from an aggregation tree of hash values. We have also assumed a very small calendar tree, consisting of just four leaf nodes spanning a time of four seconds. A calendar tree for a whole month is of course much larger.)
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Now, suppose we want to verify the digital signature for the evidence package in the third row. The digital signature contains the path from the root down to the leaf, telling us if we should choose the upper route (encoded as a 0) or lower route (encoded as a 1) to get to the next level. The choices form a sequence which can be interpreted as a binary number, and for the path highlighted in yellow, this binary number is 10 which in decimal is the number 2. One can then conclude that this leaf was constructed at T₀ + 2, that is, 2 seconds after midnight, January 1st, 1970 (UTC).

(In reality, the time encoding is not done using T₀ as a start point, but instead by using the time when the publication code was created as an end point. Details can be found in appendix Extracting the Signing Time.)

The next section provides precise information about the digital signatures produced by Scrive E-sign and how they can be verified.

3. How to Verify the Evidence Package

The signed document (PDF file) that the Evidence Package (HTML attachments - that this Digital Signature Documentation is part of) is embedded into, has either been electronically sealed by Scrive using the Guardtime Keyless Signature technology or with a PAdES digital signature. This enables independent verification of the time when the document was signed and checking that it has not been modified since. The process consists of several steps outlined below. If the document is signed using PAdES the signature can be validated in Acrobat Reader.

3.1 Extracting the Signature

The signature is embedded into the document following the standard PDF digital signature framework [PDF, section 12.8]. A Guardtime signature has the value GTTS.TimeStamp in its Filter field.

A single PDF file can contain several revisions of a document [PDF, section 7.5.6]. A Guardtime signature normally signs all revisions up to and including the one that contains it. In order to verify the document as it was signed, all subsequent updates have to be removed from the file.

More precisely, the signature protects the parts of the document specified by the ByteRange field of the signature. The two ranges must cover everything left after the previous step, except the Contents field of the signature.

The signature value is embedded in the Contents field in base 16 encoding. The value has to be stripped of trailing spaces and decoded [BASE, section 8] for further processing.

3.2 Parsing the Signature

The result of the previous step has to be parsed as an ASN.1 data structure in BER encoding [ASN, DER]. This must yield a ContentInfo structure [CMS, section 3] that embeds a SignedData structure [CMS, section 5] in the content field.

The contents of the encapContentInfo.eContent field of the SignedData structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a TSTInfo structure [TSP, section 2.4.2].

A Guardtime signature must have a single SignerInfo element in the signerInfos field of the SignedData structure and the object identifier 1.3.6.1.4.1.27868.4.1 in the signatureAlgorithm field of the SignerInfo structure.

The contents of the signature field of the SignerInfo structure have to be parsed as an ASN.1 data structure in DER encoding. This must yield a Guardtime-defined TimeSignature structure:

                          TimeSignature ::= SEQUENCE {

                            location HashChain,

                            history HashChain,

                            publishedData PublishedData,

                            pkSignature [0] SignatureInfo OPTIONAL,

                            pubReference [1] SET OF OCTET STRING OPTIONAL

                          }

                          PublishedData ::= SEQUENCE {

                            publicationIdentifier INTEGER,

                            publicationImprint DataImprint

                          }

Each of the HashChain fields is an ASN.1 OCTET STRING that contains a concatenation of a number of HashStep records. Each HashStep record in turn is a concatenation of a 1-byte hash algorithm code (appendix Hash Functions), a 1-byte direction indicator, a variable-length DataImprint field, and a 1-byte level number. The DataImprint field consists of a 1-byte hash algorithm code followed by the hash value (the number of bytes determined by the hash function). Note that all these are just concatenated together, not encoded as separate ASN.1 fields.

The DataImprint field in the PublishedData structure is an ASN.1 OCTET STRING that consists of a 1-byte hash algorithm code followed by the corresponding number of bytes of hash value (again, just concatenated).

The contents of the pkSignature and pubReference fields will not be used in the following and thus need not be parsed. However, presence of the pkSignature field indicates the hash chain contained in the history field is a temporary one not connected to a printed control publication. In such a case, the history and publishedData fields should be updated before proceeding (appendix Extending the TimeSignature).

3.3 Checking the Document

To check that the document matches the signature, it must be verified that the hash value of the signed document corresponds to the one embedded in the signature.

The concatenation of the sections of the original PDF file specified by the ByteRange field has to be hashed using the algorithm specified by the messageImprint.hashAlgorithm field of the TSTInfo structure. The result must be equal to the value of the messageImprint.hashedMessage field of the TSTInfo structure.

3.4 Checking the Signature

To check that the signature is internally consistent, it must be verified in several places that the hash value computed from one part of the signature corresponds to the one embedded in another part.

The DER-encoded representation of the TSTInfo structure (that is, the value of the encapContentInfo.eContent field of the SignedData structure) has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result must be equal to the value of the message-digest attribute in the signedAttrs field of the SignerInfo structure.

The DER-encoded representation of the SignedAttributes structure has to be hashed using the algorithm specified by the digestAlgorithm field of the SignerInfo structure. The result will be the input data to the hash chain computation process described next. Note that the data to be hashed in this step is different from the representation of the signedAttrs field in the SignerInfo structure, as the latter is a tagged implicit set while the former is an explicit set [CMS, section 5.4].

For each HashStep record in the location hash chain and then for each HashStep record in the history hash chain in the TimeSignature structure, in the order in which the records appear in the chains:

		compute x as the result of hashing the input data with the algorithm specified by the hash algorithm code (the first byte) in the record;

		if the direction indicator (the second byte) in the record is 0:

		compute y as the concatenation of the DataImprint field (bytes from the third up to but excluding the last), the hash algorithm code (the first byte), the value of x, and the level byte (the last byte);

		if the direction indicator (the second byte) in the record is 1:

		compute y as the concatenation of the hash algorithm code (the first byte), the value of x, the DataImprint field (bytes from the third up to but excluding the last), and the level byte (the last byte);

		if the direction indicator (the second byte) is something else:

		abort with an error "invalid signature";

		the value of y is the input for the next step.



Finally, the value of y from the last step of the hash chain computation has to be hashed using the hash algorithm specified by the first byte of the publicationImprint field of the PublishedData structure. The result must be equal to the remaining bytes of the publicationImprint field.

3.5 Checking the Publication

To check that the signature matches the widely witnessed control publication, it must be verified that the contents of the PublishedData structure correspond to a printed publication acquired from a trusted source.

The publicationIdentifier field in the PublishedData structure contains the POSIX time [POSIX, section 4.15] value for the moment when the control publication was generated. A Guardtime control publication appears in the World Edition of the Financial Times 2–6 days after it is generated (depending on the publisher's schedules).

The PublishedData structure is formatted into human-comparable form as follows:

		the value of the publicationIdentifier field as a 64-bit integer (8 bytes in big-endian order) and the contents of the publicationImprint field are concatenated;

		a CRC-32 checksum [CRC, section 8.1.1.6.2] is computed on the result of the previous step and appended to it;

		the result of the previous step is encoded in base 32 [BASE, section 6];

		the result of the previous step may be broken into groups of 6 or 8 characters by dashes.



The result must be equal to the control publication that appears in the newspaper (ignoring possible differences in the optional character grouping).

3.6 Conclusion

Since in the whole computation starts from the contents of the PDF file and through a series applications of one-way functions ends up at a value that was known to exist at some well-established time in the past (the time when the newspaper was printed), this proves that the file in question existed before that time in the same form as it is currently.

The preceding statement relies only on the hash functions being one-way and assumes absolutely nothing about the Guardtime technology. Adding information about how the hash chains are constructed (which is seen by all Guardtime clients while it happens and can thus also be considered quite widely witnessed) makes it possible to extract the signing time with much better precision (appendix Extracting the Signing Time).

4. Hash Functions

The following table lists the hash functions that may be used in hash chains in Guardtime keyless signatures, along with their identifiers and hash value sizes.

		Algorithm Name

		Guardtime ID

		Hash Value Size

		Algorithm Specification



		SHA-1

		0

		20

		SHA, section 6.1



		SHA-224

		3

		28

		SHA, section 6.3



		SHA-256

		1

		32

		SHA, section 6.2



		SHA-384

		4

		48

		SHA, section 6.5



		SHA-512

		5

		64

		SHA, section 6.4



		RIPEMD-160

		2

		20

		RIPE, section 7





5. Extracting the Signing Time

The time when a datum was signed with a Guardtime keyless signature can be extacted from the history and the publicationIdentifier fields of the TimeSignature structure (section Parsing the Signature). The process is as follows:

		set h to 0 and p to the value of the publicationIdentifier field;

		for each HashStep record in the history hash chain, in the reverse of the order in which the records appear in the chain:



		if p is 0: abort with an error "invalid signature";

		set x to the highest power of 2 that does not exceed p;

		if the direction indicator (the second byte) in the record is 0: set h to h+x and p to p-x;

		if the direction indicator (the second byte) in the record is 1: set p to x-1;

		if the direction indicator (the second byte) is something else: abort with an error "invalid signature";



		if p is not 0: abort with an error "invalid signature";



The final value of h is the POSIX time [POSIX, section 4.15] value for the moment when the datum was signed.

6. Extending the TimeSignature

For each Guardtime signature and any control publication generated after the signature was issued, a hash chain can be created that connects the signature to the control publication and thus also to the printed medium in which the publication appeared. This process is called extending the signature.

The preferred way to do this is to access an online verification service using a tool obtained from either Scrive or Guardtime. This can also be done independently using the calendar database acquired either from Guardtime or, in case Guardtime has ceased the service, from the Estonian Technical Surveillance Authority, to which Guardtime is obligated to deposit the database before exiting the business.

The Guardtime calendar database consists of one hash value per second, indexed by integral POSIX time [POSIX, section 4.15] values (red nodes and black numbers on the figure below). Each of these hash values aggregates all signing requests that the Guardtime service processed during the corresponding 1-second time interval.

The aggregate hash values are connected into binary trees by hashing them together in pairs in left to right order, then hashing the first level pairs together again, and so on until a set of complete binary trees is obtained (blue arrows and nodes on the figure). For generating the control publication, the roots of the binary trees are hashed into a chain in right to left order (purple arrows and nodes), and the value from the last node of the chain is extracted for generating the control publication (golden arrow).

More precisely, each node on the figure is a DataImprint structure (section Parsing the Signature). On each step, the DataImprint from the left child node, the DataImprint from the right child node, and a single byte with the value of 255 are concatenated together, hashed, and the result is obtained as a DataImprint consisting of the concatenation of the 1-byte hash algorithm code (appendix Hash Functions) and the hash value.

[image: 3bis.png]







For manageability, the database is split into several files (separated by dashed black lines on the figure). For the files to be usable without access to preceding ones, each file starting from some time value t also contains the root values from the binary trees corresponding to the state of the database on time t-1 (dashed blue arrows between the first and second file on the figure).

To construct the hash chain linking a given signature to a given publication, the following steps have to be performed:

		The signing time has to be extracted from the history and publishedData fields currently in the signature (appendix Extracting the Signing Time);

		The calendar database files covering the full interval from the signing time to the time when the publication was generated have to be obtained (format and naming of the files described later in this section);

		The hash-linked structure corresponding to the time when the publication was generated has to be reconstructed (as described earlier in this section);

		The unique hash chain connecting the leaf entry corresponding to the signing time to the root entry corresponding to the control publication (dotted arrows on the figure above) has to be extracted;

		The TimeSignature structure (section Parsing the Signature) has to be updated with new values:



		The history field is set to the concatenation of HashStep records describing the steps in the hash chain; each HashStep record is constructed as the concatenation of the 1-byte hash algorithm code from the DataImprint in the current node, the 1-byte direction indicator (0 if the sibling node is to the right in the tree, 1 if the sibling is to the left), the DataImprint from the sibling node, and a single byte with the value of 255;

		The publicationIdentifier field is set to the POSIX time value for the moment when the control publication was generated;

		The publicationImprint field is set to the DataImprint value in the root entry corresponding to the control publication.



Each calendar database file consists of a fixed header, a set of root node records, a sequence of calendar node records, and a checksum record. In the following, many values are given in hexadecimal, with the 0x prefix prepended.

The header consists of 12 fields totaling 65 bytes:

		8-byte sequence: file format identifier; must be 0x47, 0x54, 0x49, 0x4d, 0x45, 0x48, 0x44, and 0x42 (ASCII representation of 'GTIMEHDB');

		4-byte integer: endian-ness indicator; fixed value 0x01020304; all other 32-bit integers in the file will be in the same byte order;

		4-byte integer: version number; must be 0x00000001 (in file byte order);

		8-byte integer: endian-ness indicator; fixed value 0x0102030405060708; all other 64-bit integers in the file will be in the same byte order;

		8-byte integer: file creation time as POSIX time;

		8-byte integer: first calendar record index; the POSIX time value for the first node in the calendar node section of the file;

		4-byte integer: first calendar record offset; the offset of the start of the calendar node section within the file;

		4-byte integer: calendar record length; the length of each record in the calendar node section of the file;

		1 byte: calendar hash algorithm; the 1-byte hash algorithm code (appendix Hash Functions) for the hash function used by all calendar nodes in this file (they all must use the same algorithm);

		1 byte: flags; must be 0x01;

		14 bytes: reserved for future; all bytes must be 0x00;

		1 byte: CRC8 checksum of all preceding bytes in the header record; this is intended as a short-term protection against accidental errors while the file is being created; checking this may be omitted as the checksum record at the end of the file gives much stronger protection.



The root node section spans the space from the end of the header to the beginning of the calendar node section. It consists of a sequence of root node records followed by a 1-byte CRC8 checksum of all preceding bytes in the section. Each root node record consists of 4 fields:

		4-byte integer: record length; the number of bytes to follow in this record (excluding the length field itself);

		8-byte integer: record index; the POSIX time value for the last calendar node in the complete binary tree whose root this node is;

		1 byte: the 1-byte hash algorithm code for the hash function used in this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used; it may also be computed by subtracting 9 from the value of the record length field).



Note that the concatenation of the two last fields in each record yields the DataImprint value for the corresponding node.

The calendar node section spans the space from the end of the root node section to almost the end of the file; it is followed only by a checksum record that has the same size and format as a calendar node record. It consists of a sequence of calendar node records (and no section checksum). Each calendar node record consists of 3 fields:

		4-byte integer: record index offset; this value is to be added to the first calendar record index field from the file header to obtain the POSIX time value for this node;

		variable-length sequence: the hash value in this node (the length is determined by the hash function used which is specified by the calendar hash algorithm field in the file header; it may also be obtained by subtracting 5 from the calendar record length field in the file header);

		1 byte: CRC8 checksum of all preceding bytes in the record.



Again, note that the concatenation of the calendar hash algorithm field from the file header and the hash value field from the record yields the DataImprint value for the corresponding node.

The last record in the file is the cryptographic checksum of the whole file:

		4-byte integer: fixed value 0xffffffff;

		variable-length sequence: the hash value computed by hashing all data preceding the checksum record in the file using the hash function specified in the calendar hash algorithm field in the file header (the length is the same as for the calendar node records);

		1 byte: CRC8 checksum of all preceding bytes in the record.



The calendar database files are named following the pattern

    hashdb-tttttttttttttttt-yyyy-mm-dd-hhmmss.bin

where the fields have the following meaning:

		filename prefix, always hashdb;

		POSIX time value for the first calendar node in the file; 16-digit lower-case hexadecimal number with leading zeroes preserved (but no 0x prefix);

		year, month, and day of the file creation time; month and day are 2-digit decimal numbers with the leading zeroes preserved;

		hour, minute, and second of the file creation time (in UTC); each is 2-digit decimal number with the leading zero preserved;

		filename suffix, always bin.
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1. Purpose

The purpose of the Evidence Log is to make all collected metadata about the Workflow Execution accessible outside of the Scrive eSign database and thus independently of Scrive. 

2. Evidence Log Components

This Evidence Log is a complete collection of all actions and events that occurred during the Workflow Execution, which have been logged by Scrive eSign. The information included in each log event is the following:

		What occurred

		Who initiated the event

		The time of the event

		The clock error of the time of the event

		The time at which the latest Clock Error Sample was collected



Learn more about clock error and Clock Error Samples in the appendix Evidence of Time.

Date formats in fields and on the verification page may vary. All other dates, including those in the Evidence Log, follow the YYYY-MM-DD format. The display format does not affect the actual time recorded.





  

    		Time

    		CES

    		IP address and User-Agent

    		Event

  



  

  

    		2026-05-06 11:29:46.446223 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      34.88.23.66

      

        Go-http-client/2.0

      

    

    		

      

        The initiator Etisk handel Norge (EhN) initiated the signing workflow and Scrive eSign a) locked the signing workflow from further editing, b) set the signing workflow language to LANG_NO, c) set the signing due date to 2026-08-04 21:59:59 UTC, d) set the time zone to Europe/Stockholm and e) initiated the signing workflow.

      


    

  



  

  

    		2026-05-06 11:29:46.446223 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (leif.belsvik@nortekstil.no) to Leif Gunnar Belsvik Styreleder (LGBS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-06 11:29:46.446223 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (ove.belsvik@nortekstil.no) to Ove Egil Belsvik Styremedlem (OEBS). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-06 11:29:46.446223 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (finn.olav.as@nortekstil.no) to Finn Olav Ås Ansattrepresentant (FOÅA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-06 11:29:46.446223 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign sent an invitation to sign the document via email (anne.kristine.mittet@nortekstil.no) to Anne Kristine Mittet Ansattrepresentant (AKMA). The invitation included a link that when clicked led to Scrive eSign’s online interface to sign documents. 


      


    

  



  

  

    		2026-05-06 11:29:49.556862 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Leif Gunnar Belsvik Styreleder (LGBS) was delivered.

      


    

  



  

  

    		2026-05-06 11:29:49.570404 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Ove Egil Belsvik Styremedlem (OEBS) was delivered.

      


    

  



  

  

    		2026-05-06 11:29:49.583647 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Anne Kristine Mittet Ansattrepresentant (AKMA) was delivered.

      


    

  



  

  

    		2026-05-06 11:29:55.242919 UTC ±9 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Finn Olav Ås Ansattrepresentant (FOÅA) was delivered.

      


    

  



  

  

    		2026-05-06 11:31:58.947117 UTC ±10 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      185.78.208.53

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The party Leif Gunnar Belsvik Styreleder (LGBS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-06 11:32:24.25422 UTC ±10 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      185.78.208.53

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/147.0.0.0 Safari/537.36 Edg/147.0.0.0

      

    

    		

      

        The signatory Leif Gunnar Belsvik Styreleder (LGBS) signed the document.

      


    

  



  

  

    		2026-05-06 11:51:51.369608 UTC ±19 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      77.18.37.100

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The party Anne Kristine Mittet Ansattrepresentant (AKMA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-06 11:52:17.885836 UTC ±19 ms

    		2026-05-06 11:07:37.947762 UTC

    		

      77.18.37.100

      

        Mozilla/5.0 (iPhone; CPU iPhone OS 18_7 like Mac OS X) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Mobile/15E148 Safari/604.1

      

    

    		

      

        The signatory Anne Kristine Mittet Ansattrepresentant (AKMA) signed the document.

      


    

  



  

  

    		2026-05-06 15:08:13.077505 UTC ±0 ms

    		2026-05-06 15:07:38.741838 UTC

    		

      77.16.38.53

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Safari/605.1.15

      

    

    		

      

        The party Ove Egil Belsvik Styremedlem (OEBS) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-06 15:08:46.465498 UTC ±1 ms

    		2026-05-06 15:07:38.741838 UTC

    		

      77.16.38.53

      

        Mozilla/5.0 (Macintosh; Intel Mac OS X 10_15_7) AppleWebKit/605.1.15 (KHTML, like Gecko) Version/26.3 Safari/605.1.15

      

    

    		

      

        The signatory Ove Egil Belsvik Styremedlem (OEBS) signed the document.

      


    

  



  

  

    		2026-05-12 09:43:22.069141 UTC ±4 ms

    		2026-05-12 09:09:52.622806 UTC

    		

      77.234.54.22

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36 Edg/148.0.0.0

      

    

    		

      

        Scrive eSign sent a reminder to sign via email to Finn Olav Ås Ansattrepresentant (FOÅA) at the request of the user Etisk handel Norge (EhN). The reminder message from the user Etisk handel Norge (EhN) was: 
 Minner om signering av rapportering til Etisk handel Norge..

      


    

  



  

  

    		2026-05-12 09:43:28.786997 UTC ±4 ms

    		2026-05-12 09:09:52.622806 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign’s external email delivery system reported that the invitation to sign the document sent via email to Finn Olav Ås Ansattrepresentant (FOÅA) was delivered.

      


    

  



  

  

    		2026-05-13 13:50:08.441784 UTC ±23 ms

    		2026-05-13 13:10:22.113981 UTC

    		

      185.78.208.53

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36

      

    

    		

      

        The party Finn Olav Ås Ansattrepresentant (FOÅA) opened the document in Scrive eSign’s online interface to sign documents.

      


    

  



  

  

    		2026-05-13 13:50:24.66101 UTC ±23 ms

    		2026-05-13 13:10:22.113981 UTC

    		

      185.78.208.53

      

        Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/148.0.0.0 Safari/537.36

      

    

    		

      

        The signatory Finn Olav Ås Ansattrepresentant (FOÅA) signed the document.

      


    

  



  

  

    		2026-05-13 13:50:24.66101 UTC ±23 ms

    		2026-05-13 13:10:22.113981 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign locked the document from further modifications by the parties.

      


    

  



  

  

    		2026-05-13 13:50:25.156987 UTC ±23 ms

    		2026-05-13 13:10:22.113981 UTC

    		

      

      

        

      

    

    		

      

        Scrive eSign prepared the final PDF, including evidence collected by Scrive eSign, before sealing with a digital signature.
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1. Purpose

The purpose of this document is to explain how Scrive eSign measures time and provide a mathematical algorithm by which it is possible to calculate the probability of the error of the time stamps recorded by Scrive eSign.

2. Time measurement process

This section explains the NTP (Network Time Protocol) configurations of the systems involved with time measurement of Scrive eSign.

2.1 The hypervisor

Amazon, which Scrive eSign uses as hosting provider, use Xen or KVM depending on the generation of the virtual machine, for virtualisation. The default configuration is that all VM hosts are time synced using a clustered public pool of NTP servers. Scrive eSign does not use this mechanism.

2.2 Time synchronisation

Scrive eSign relies on NTP running on the virtual machine guests to get coordinated time from an NTP source. Scrive eSign does not use the time provided by the hypervisor hosts hosting the virtual machines, i.e. Amazon. This will help mitigate factors like load on the hypervisors or virtual machine guests affecting clock accuracy. This NTP synchronisation will override the clock synchronisation from the VM hosts’ clocks.

3. Configuration of hardware and services

This section describes the time/NTP and monitoring configuration of the application servers that run the Scrive eSign service.

3.1 Boot Time

The guest virtual machine behavior for the database server is as follows:

		On boot the virtual machine guest clock is set from the VM host

		ntp-date is run once from an init script

		ntpd is then run from another init script, which runs continuously



The behavior on the application server is the same with the exception of the ntpdate step which is not present on this system. It is worth noting that entries in procfs are not available for querying the configuration of the kernel with regards to Xen/clock configuration.

3.2 NTP Configuration

Logging that traces accuracy and time synchronisation is configured to use local NTP servers in the Scrive environment, which in turn acts as a proxy for the NTP server pool below that follows UTC(SP), i.e. official Swedish time:

		ntp1.sth.netnod.se

		ntp2.sth.netnod.se

		ntp1.gbg.netnod.se

		ntp2.gbg.netnod.se

		ntp1.mmo.netnod.se

		ntp2.mmo.netnod.se



3.3 Monitoring

Scrive eSign service has a monitoring system (Nagios) that monitors various aspects of the NTP statistics and keeps historic logs. It informs of problems with NTP server connectivity, jitter and offset, immediately regardless of what time of day it is.

3.4 Time scale

The NTP configuration together with the logging implies that we are following UTC(SP), and all timestamps are because of this traceable to this time scale.

4. Calculation of the probability of the clock error

This section describes how to calculate the probability of the clock error of the Scrive eSign timestamps.

4.1 Clock error samples

Once per hour Scrive eSign uses the NTP protocol to check the difference between the Scrive eSign server clock and UTC(SP). This check is performed directly against servers in the NTP server pool listed in Section 3.2. Each check results in one clock error sample (hereinafter “Clock Error Samples”), which is assumed to accurately reflect the actual clock error.

4.2 Clock error algorithm

The calculation of the probability of the clock error can be done by inserting the Clock Error Samples into the algorithm below. We assume that the samples follow a normal distribution.
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 be the the empirical distribution function.
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 be the set of data points representing cumulative distribution function of the random variable estimating the clock error.
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 to assess the accuracy of the estimation.
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 is the estimated probability that the clock error is smaller than [image: 17.png]





 seconds.



4.3 Clock error samples and evidence of normal distribution

The last 1000 Clock Error Samples are inserted into this document in section 5. These Clock Error Samples can be used as input data to the algorithm in 4.2 to provide evidence of normal distribution and to calculate the probability of the clock error of the Scrive eSign time stamps. From the Clock Error Samples one can derive the parameters (mean and variance) for a normal distribution. One can also calculate the difference between this estimated distribution and the empirical data given by the Clock Error Samples themselves. You can see cumulative distribution functions (cdf) for the estimates and the empirical data and on top of that the difference between the empirical and estimated errors in the graph below. This graph also allow us to visually estimate the probability of a specific maximum error.




Gnuplot
Produced by GNUPLOT 6.0 patchlevel 0 
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4.4 Input parameters

Based on the Clock Error Samples in section 5 it is possible to calculate the variables that define the normal distribution (mean and standard deviation). Scrive eSign has automatically calculated these variables as per the below:

		mean: 0.00 ms

		standard deviation: 0.06 ms



4.5 Probability of the clock error

By using the algorithm and the Clock Error Samples Scrive eSign calculated the following probabilities of the clock error ‘e’:

		|e| < 2.5 ms: ≈100.000%

		|e| < 5 ms: ≈100.000%

		|e| < 10 ms: ≈100.000%



5. Clock Error Samples

The following are the clock error samples collected between 2026-04-01 21:54:49.76886 UTC and 2026-05-13 13:10:22.113981 UTC:







  		Time collected

  		Clock offset







  

    		2026-04-01 21:54:49.76886

    		0.0 ms

  





  

    		2026-04-01 22:54:51.084761

    		0.0 ms

  





  

    		2026-04-01 23:54:52.650449

    		0.1 ms

  





  

    		2026-04-02 00:54:54.155732

    		0.0 ms

  





  

    		2026-04-02 01:54:55.71618

    		-0.1 ms

  





  

    		2026-04-02 02:54:57.134166

    		0.0 ms

  





  

    		2026-04-02 03:54:58.481149

    		-0.2 ms

  





  

    		2026-04-02 04:54:59.764623

    		0.0 ms

  





  

    		2026-04-02 05:55:01.407065

    		0.0 ms

  





  

    		2026-04-02 06:55:03.264836

    		0.0 ms

  





  

    		2026-04-02 07:55:03.440791

    		-0.1 ms

  





  

    		2026-04-02 08:55:03.510235

    		-0.1 ms

  





  

    		2026-04-02 09:55:03.625099

    		0.0 ms

  





  

    		2026-04-02 10:55:03.866769

    		0.0 ms

  





  

    		2026-04-02 11:55:04.548108

    		-0.1 ms

  





  

    		2026-04-02 12:55:05.453909

    		0.0 ms

  





  

    		2026-04-02 13:55:05.715784

    		0.4 ms

  





  

    		2026-04-02 14:55:07.388168

    		-0.1 ms

  





  

    		2026-04-02 15:55:08.155182

    		0.0 ms

  





  

    		2026-04-02 16:55:08.405314

    		-0.5 ms

  





  

    		2026-04-02 17:55:09.862218

    		0.0 ms

  





  

    		2026-04-02 18:55:10.858651

    		-0.1 ms

  





  

    		2026-04-02 19:55:12.606618

    		0.0 ms

  





  

    		2026-04-02 20:55:14.727033

    		-0.2 ms

  





  

    		2026-04-02 21:55:16.613317

    		0.0 ms

  





  

    		2026-04-02 22:55:18.054303

    		-0.1 ms

  





  

    		2026-04-02 23:55:19.364061

    		0.0 ms

  





  

    		2026-04-03 00:55:19.637911

    		0.2 ms

  





  

    		2026-04-03 01:55:21.35259

    		0.1 ms

  





  

    		2026-04-03 02:55:23.127995

    		0.0 ms

  





  

    		2026-04-03 03:55:24.447933

    		0.0 ms

  





  

    		2026-04-03 04:55:25.800842

    		0.0 ms

  





  

    		2026-04-03 05:55:27.199449

    		0.0 ms

  





  

    		2026-04-03 06:55:28.82675

    		0.0 ms

  





  

    		2026-04-03 07:55:28.835018

    		0.0 ms

  





  

    		2026-04-03 08:55:30.714911

    		-0.2 ms

  





  

    		2026-04-03 09:55:31.051016

    		0.0 ms

  





  

    		2026-04-03 10:55:31.621414

    		0.0 ms

  





  

    		2026-04-03 11:55:32.32837

    		0.1 ms

  





  

    		2026-04-03 12:55:32.994995

    		-0.1 ms

  





  

    		2026-04-03 13:55:34.005821

    		0.0 ms

  





  

    		2026-04-03 14:55:34.337265

    		0.0 ms

  





  

    		2026-04-03 15:55:34.462812

    		-0.1 ms

  





  

    		2026-04-03 16:55:34.79495

    		0.0 ms

  





  

    		2026-04-03 17:55:36.547127

    		-0.2 ms

  





  

    		2026-04-03 18:55:36.601466

    		0.1 ms

  





  

    		2026-04-03 19:55:38.407012

    		-0.1 ms

  





  

    		2026-04-03 20:55:38.477401

    		0.0 ms

  





  

    		2026-04-03 21:55:39.227047

    		0.2 ms

  





  

    		2026-04-03 22:55:39.819988

    		0.0 ms

  





  

    		2026-04-03 23:55:41.957552

    		-0.1 ms

  





  

    		2026-04-04 00:55:44.030593

    		0.1 ms

  





  

    		2026-04-04 01:55:45.488655

    		0.0 ms

  





  

    		2026-04-04 02:55:46.57042

    		0.0 ms

  





  

    		2026-04-04 03:55:46.942754

    		0.0 ms

  





  

    		2026-04-04 04:55:48.763549

    		0.0 ms

  





  

    		2026-04-04 05:55:50.414237

    		-0.1 ms

  





  

    		2026-04-04 06:55:50.749699

    		-0.1 ms

  





  

    		2026-04-04 07:55:51.811523

    		0.0 ms

  





  

    		2026-04-04 08:55:52.992532

    		0.0 ms

  





  

    		2026-04-04 09:55:54.107367

    		0.0 ms

  





  

    		2026-04-04 10:55:54.486557

    		0.0 ms

  





  

    		2026-04-04 11:55:54.980029

    		-0.1 ms

  





  

    		2026-04-04 12:55:55.188525

    		0.0 ms

  





  

    		2026-04-04 13:55:55.759223

    		0.0 ms

  





  

    		2026-04-04 14:55:56.37769

    		0.0 ms

  





  

    		2026-04-04 15:55:56.975764

    		-0.1 ms

  





  

    		2026-04-04 16:55:57.496431

    		0.1 ms

  





  

    		2026-04-04 17:55:59.594359

    		0.0 ms

  





  

    		2026-04-04 18:56:00.748971

    		0.0 ms

  





  

    		2026-04-04 19:56:00.996751

    		0.0 ms

  





  

    		2026-04-04 20:56:03.620783

    		0.0 ms

  





  

    		2026-04-04 21:56:06.135093

    		0.0 ms

  





  

    		2026-04-04 22:56:08.422325

    		0.2 ms

  





  

    		2026-04-04 23:56:10.012342

    		0.3 ms

  





  

    		2026-04-05 00:56:10.183922

    		0.0 ms

  





  

    		2026-04-05 01:56:12.115981

    		0.0 ms

  





  

    		2026-04-05 02:56:13.636562

    		0.0 ms

  





  

    		2026-04-05 03:56:15.805188

    		0.0 ms

  





  

    		2026-04-05 04:56:17.406187

    		0.0 ms

  





  

    		2026-04-05 05:56:18.905532

    		0.1 ms

  





  

    		2026-04-05 06:56:19.417618

    		0.0 ms

  





  

    		2026-04-05 07:56:20.509601

    		0.0 ms

  





  

    		2026-04-05 08:56:20.950133

    		0.0 ms

  





  

    		2026-04-05 09:56:21.733009

    		0.0 ms

  





  

    		2026-04-05 10:56:21.753766

    		0.0 ms

  





  

    		2026-04-05 11:56:22.424423

    		-0.1 ms

  





  

    		2026-04-05 12:56:22.549693

    		0.0 ms

  





  

    		2026-04-05 13:56:22.684982

    		0.0 ms

  





  

    		2026-04-05 14:56:22.696281

    		0.1 ms

  





  

    		2026-04-05 15:56:23.30175

    		0.0 ms

  





  

    		2026-04-05 16:56:24.151484

    		-0.2 ms

  





  

    		2026-04-05 17:56:24.839325

    		0.0 ms

  





  

    		2026-04-05 18:56:25.1341

    		0.1 ms

  





  

    		2026-04-05 19:56:25.413222

    		0.0 ms

  





  

    		2026-04-05 20:56:25.500272

    		-0.1 ms

  





  

    		2026-04-05 21:56:26.012537

    		0.1 ms

  





  

    		2026-04-05 22:56:26.752807

    		0.0 ms

  





  

    		2026-04-05 23:56:28.412881

    		0.0 ms

  





  

    		2026-04-06 00:56:30.273589

    		0.0 ms

  





  

    		2026-04-06 01:56:32.132427

    		0.0 ms

  





  

    		2026-04-06 02:56:33.764957

    		0.1 ms

  





  

    		2026-04-06 03:56:35.443595

    		0.0 ms

  





  

    		2026-04-06 04:56:36.221221

    		-0.1 ms

  





  

    		2026-04-06 05:56:38.399442

    		0.0 ms

  





  

    		2026-04-06 06:56:38.819359

    		0.0 ms

  





  

    		2026-04-06 07:56:39.900519

    		0.0 ms

  





  

    		2026-04-06 08:56:40.589536

    		0.0 ms

  





  

    		2026-04-06 09:56:40.815015

    		0.0 ms

  





  

    		2026-04-06 10:56:41.326826

    		0.0 ms

  





  

    		2026-04-06 11:56:41.436633

    		-0.2 ms

  





  

    		2026-04-06 12:56:41.619914

    		0.0 ms

  





  

    		2026-04-06 13:56:41.636195

    		0.0 ms

  





  

    		2026-04-06 14:56:42.606036

    		0.1 ms

  





  

    		2026-04-06 15:56:43.310915

    		0.1 ms

  





  

    		2026-04-06 16:56:43.492887

    		0.0 ms

  





  

    		2026-04-06 17:56:45.215024

    		-0.1 ms

  





  

    		2026-04-06 18:56:47.006797

    		0.0 ms

  





  

    		2026-04-06 19:56:47.702908

    		-0.1 ms

  





  

    		2026-04-06 20:56:48.443046

    		0.0 ms

  





  

    		2026-04-06 21:56:49.620797

    		0.1 ms

  





  

    		2026-04-06 22:56:50.033229

    		0.0 ms

  





  

    		2026-04-06 23:56:50.641411

    		0.0 ms

  





  

    		2026-04-07 00:56:52.919117

    		0.0 ms

  





  

    		2026-04-07 01:56:54.677992

    		0.0 ms

  





  

    		2026-04-07 02:56:56.410282

    		0.0 ms

  





  

    		2026-04-07 03:56:58.255909

    		0.1 ms

  





  

    		2026-04-07 04:56:58.442463

    		0.0 ms

  





  

    		2026-04-07 05:56:59.736085

    		-0.3 ms

  





  

    		2026-04-07 06:56:59.928975

    		0.2 ms

  





  

    		2026-04-07 07:57:00.090538

    		0.0 ms

  





  

    		2026-04-07 08:57:00.500444

    		0.0 ms

  





  

    		2026-04-07 09:57:00.519059

    		0.0 ms

  





  

    		2026-04-07 10:57:00.901735

    		0.0 ms

  





  

    		2026-04-07 11:57:01.110221

    		0.0 ms

  





  

    		2026-04-07 12:57:01.24215

    		-0.1 ms

  





  

    		2026-04-07 13:57:02.286573

    		0.0 ms

  





  

    		2026-04-07 14:57:02.317331

    		0.0 ms

  





  

    		2026-04-07 15:57:02.702044

    		0.0 ms

  





  

    		2026-04-07 16:57:04.025041

    		0.0 ms

  





  

    		2026-04-07 17:57:04.542442

    		0.0 ms

  





  

    		2026-04-07 18:57:04.727608

    		0.0 ms

  





  

    		2026-04-07 19:57:05.153726

    		0.1 ms

  





  

    		2026-04-07 20:57:05.187523

    		-0.2 ms

  





  

    		2026-04-07 21:57:07.001661

    		0.0 ms

  





  

    		2026-04-07 22:57:08.580346

    		0.0 ms

  





  

    		2026-04-07 23:57:10.67233

    		0.0 ms

  





  

    		2026-04-08 00:57:12.264864

    		0.0 ms

  





  

    		2026-04-08 01:57:13.545228

    		0.0 ms

  





  

    		2026-04-08 02:57:14.785138

    		0.0 ms

  





  

    		2026-04-08 03:57:15.352525

    		0.0 ms

  





  

    		2026-04-08 04:57:17.146793

    		0.0 ms

  





  

    		2026-04-08 05:57:17.298456

    		0.0 ms

  





  

    		2026-04-08 06:57:17.793768

    		0.1 ms

  





  

    		2026-04-08 07:57:18.043492

    		0.0 ms

  





  

    		2026-04-08 08:57:18.494203

    		0.0 ms

  





  

    		2026-04-08 09:57:19.266482

    		0.0 ms

  





  

    		2026-04-08 10:57:19.330428

    		0.0 ms

  





  

    		2026-04-08 11:57:20.150168

    		0.0 ms

  





  

    		2026-04-08 12:57:20.426778

    		0.0 ms

  





  

    		2026-04-08 13:57:20.523997

    		0.0 ms

  





  

    		2026-04-08 14:57:20.657628

    		0.0 ms

  





  

    		2026-04-08 15:57:21.087821

    		0.0 ms

  





  

    		2026-04-08 16:57:21.191968

    		0.0 ms

  





  

    		2026-04-08 17:57:22.124274

    		0.1 ms

  





  

    		2026-04-08 18:57:23.049136

    		-0.1 ms

  





  

    		2026-04-08 19:57:23.172376

    		0.1 ms

  





  

    		2026-04-08 20:57:25.764036

    		0.0 ms

  





  

    		2026-04-08 21:57:27.512492

    		0.1 ms

  





  

    		2026-04-08 22:57:29.166125

    		0.0 ms

  





  

    		2026-04-08 23:57:31.029059

    		0.1 ms

  





  

    		2026-04-09 00:57:32.532694

    		0.0 ms

  





  

    		2026-04-09 01:57:33.056294

    		-0.1 ms

  





  

    		2026-04-09 02:57:35.357693

    		0.0 ms

  





  

    		2026-04-09 03:57:36.521793

    		0.0 ms

  





  

    		2026-04-09 04:57:38.035801

    		0.0 ms

  





  

    		2026-04-09 05:57:38.055533

    		-0.1 ms

  





  

    		2026-04-09 06:57:38.142273

    		0.0 ms

  





  

    		2026-04-09 07:57:38.390006

    		0.0 ms

  





  

    		2026-04-09 08:57:38.542194

    		-0.1 ms

  





  

    		2026-04-09 09:57:38.904701

    		0.0 ms

  





  

    		2026-04-09 10:57:39.976217

    		0.0 ms

  





  

    		2026-04-09 11:57:41.392329

    		0.0 ms

  





  

    		2026-04-09 12:57:42.396221

    		0.0 ms

  





  

    		2026-04-09 13:57:43.030376

    		0.0 ms

  





  

    		2026-04-09 14:57:43.75658

    		0.0 ms

  





  

    		2026-04-09 15:57:44.887372

    		0.0 ms

  





  

    		2026-04-09 16:57:46.891222

    		0.1 ms

  





  

    		2026-04-09 17:57:47.007352

    		0.0 ms

  





  

    		2026-04-09 18:57:48.904727

    		0.0 ms

  





  

    		2026-04-09 19:57:50.834456

    		0.0 ms

  





  

    		2026-04-09 20:57:52.515878

    		0.0 ms

  





  

    		2026-04-09 21:57:53.981262

    		0.0 ms

  





  

    		2026-04-09 22:57:55.356799

    		0.1 ms

  





  

    		2026-04-09 23:57:56.974386

    		0.0 ms

  





  

    		2026-04-10 00:57:58.652975

    		0.0 ms

  





  

    		2026-04-10 01:58:00.061676

    		0.0 ms

  





  

    		2026-04-10 02:58:01.472942

    		0.0 ms

  





  

    		2026-04-10 03:58:02.939671

    		0.0 ms

  





  

    		2026-04-10 04:58:04.660998

    		0.0 ms

  





  

    		2026-04-10 05:58:06.126986

    		-0.1 ms

  





  

    		2026-04-10 06:58:06.525156

    		0.0 ms

  





  

    		2026-04-10 07:58:07.921267

    		0.0 ms

  





  

    		2026-04-10 08:58:08.593584

    		0.0 ms

  





  

    		2026-04-10 09:58:09.978319

    		-0.1 ms

  





  

    		2026-04-10 10:58:10.998253

    		0.7 ms

  





  

    		2026-04-10 11:58:11.127713

    		0.0 ms

  





  

    		2026-04-10 12:58:12.611058

    		0.0 ms

  





  

    		2026-04-10 13:58:12.674084

    		0.0 ms

  





  

    		2026-04-10 14:58:12.746589

    		-0.2 ms

  





  

    		2026-04-10 15:58:13.808085

    		0.0 ms

  





  

    		2026-04-10 16:58:13.828113

    		0.0 ms

  





  

    		2026-04-10 17:58:14.945609

    		0.0 ms

  





  

    		2026-04-10 18:58:15.258836

    		0.0 ms

  





  

    		2026-04-10 19:58:16.613524

    		0.0 ms

  





  

    		2026-04-10 20:58:18.627889

    		0.0 ms

  





  

    		2026-04-10 21:58:20.332373

    		0.1 ms

  





  

    		2026-04-10 22:58:22.302811

    		0.0 ms

  





  

    		2026-04-10 23:58:23.715306

    		0.0 ms

  





  

    		2026-04-11 00:58:25.325146

    		0.0 ms

  





  

    		2026-04-11 01:58:26.937015

    		-0.1 ms

  





  

    		2026-04-11 02:58:28.520877

    		0.0 ms

  





  

    		2026-04-11 03:58:30.427809

    		0.0 ms

  





  

    		2026-04-11 04:58:32.274807

    		-0.3 ms

  





  

    		2026-04-11 05:58:34.281613

    		-0.1 ms

  





  

    		2026-04-11 06:58:35.276243

    		0.0 ms

  





  

    		2026-04-11 07:58:35.604667

    		0.0 ms

  





  

    		2026-04-11 08:58:35.898444

    		0.0 ms

  





  

    		2026-04-11 09:58:36.592727

    		0.0 ms

  





  

    		2026-04-11 10:58:38.273963

    		0.0 ms

  





  

    		2026-04-11 11:58:40.224803

    		0.1 ms

  





  

    		2026-04-11 12:58:40.308222

    		-0.3 ms

  





  

    		2026-04-11 13:58:40.638145

    		0.0 ms

  





  

    		2026-04-11 14:58:41.468986

    		0.0 ms

  





  

    		2026-04-11 15:58:42.281811

    		0.0 ms

  





  

    		2026-04-11 16:58:42.552775

    		0.0 ms

  





  

    		2026-04-11 17:58:44.713109

    		0.0 ms

  





  

    		2026-04-11 18:58:45.906169

    		0.0 ms

  





  

    		2026-04-11 19:58:46.229768

    		0.1 ms

  





  

    		2026-04-11 20:58:46.53525

    		0.0 ms

  





  

    		2026-04-11 21:58:47.390036

    		0.0 ms

  





  

    		2026-04-11 22:58:47.710981

    		0.0 ms

  





  

    		2026-04-11 23:58:47.88309

    		0.0 ms

  





  

    		2026-04-12 00:58:49.507241

    		0.0 ms

  





  

    		2026-04-12 01:58:50.71978

    		0.2 ms

  





  

    		2026-04-12 02:58:52.409713

    		0.0 ms

  





  

    		2026-04-12 03:58:54.0386

    		0.0 ms

  





  

    		2026-04-12 04:58:54.639331

    		0.0 ms

  





  

    		2026-04-12 05:58:55.441393

    		0.0 ms

  





  

    		2026-04-12 06:58:57.324218

    		0.1 ms

  





  

    		2026-04-12 07:58:58.507917

    		-0.1 ms

  





  

    		2026-04-12 08:58:58.879435

    		-0.1 ms

  





  

    		2026-04-12 09:58:59.703676

    		0.0 ms

  





  

    		2026-04-12 10:58:59.834964

    		-0.2 ms

  





  

    		2026-04-12 11:59:00.630487

    		0.0 ms

  





  

    		2026-04-12 12:59:01.001643

    		0.0 ms

  





  

    		2026-04-12 13:59:01.024171

    		0.1 ms

  





  

    		2026-04-12 14:59:01.315632

    		0.2 ms

  





  

    		2026-04-12 15:59:03.504219

    		0.0 ms

  





  

    		2026-04-12 16:59:03.609375

    		0.0 ms

  





  

    		2026-04-12 17:59:05.190762

    		0.1 ms

  





  

    		2026-04-12 18:59:05.761347

    		0.0 ms

  





  

    		2026-04-12 19:59:06.553443

    		0.0 ms

  





  

    		2026-04-12 20:59:07.211385

    		-0.1 ms

  





  

    		2026-04-12 21:59:07.793218

    		0.0 ms

  





  

    		2026-04-12 22:59:09.264866

    		-0.1 ms

  





  

    		2026-04-12 23:59:10.743068

    		0.0 ms

  





  

    		2026-04-13 00:59:11.911175

    		0.0 ms

  





  

    		2026-04-13 01:59:13.388697

    		0.0 ms

  





  

    		2026-04-13 02:59:14.50062

    		0.1 ms

  





  

    		2026-04-13 03:59:15.698415

    		0.0 ms

  





  

    		2026-04-13 04:59:17.09112

    		-0.1 ms

  





  

    		2026-04-13 05:59:17.674843

    		-0.1 ms

  





  

    		2026-04-13 06:59:18.765712

    		0.0 ms

  





  

    		2026-04-13 07:59:19.824974

    		0.0 ms

  





  

    		2026-04-13 08:59:21.226773

    		0.0 ms

  





  

    		2026-04-13 09:59:21.898596

    		0.0 ms

  





  

    		2026-04-13 10:59:22.364747

    		0.1 ms

  





  

    		2026-04-13 11:59:23.467275

    		0.0 ms

  





  

    		2026-04-13 12:59:24.5517

    		0.0 ms

  





  

    		2026-04-13 13:59:24.715797

    		0.0 ms

  





  

    		2026-04-13 14:59:24.834113

    		0.0 ms

  





  

    		2026-04-13 15:59:25.252754

    		-0.3 ms

  





  

    		2026-04-13 16:59:25.387016

    		0.0 ms

  





  

    		2026-04-13 17:59:25.634799

    		0.1 ms

  





  

    		2026-04-13 18:59:26.403531

    		0.1 ms

  





  

    		2026-04-13 19:59:26.7807

    		0.0 ms

  





  

    		2026-04-13 20:59:27.3597

    		0.0 ms

  





  

    		2026-04-13 21:59:28.465891

    		0.0 ms

  





  

    		2026-04-13 22:59:29.815868

    		0.0 ms

  





  

    		2026-04-13 23:59:29.886842

    		-0.1 ms

  





  

    		2026-04-14 00:59:31.229687

    		0.1 ms

  





  

    		2026-04-14 01:59:32.606808

    		0.0 ms

  





  

    		2026-04-14 02:59:34.034166

    		0.0 ms

  





  

    		2026-04-14 03:59:35.324372

    		0.0 ms

  





  

    		2026-04-14 04:59:35.49003

    		0.0 ms

  





  

    		2026-04-14 05:59:35.965365

    		0.0 ms

  





  

    		2026-04-14 06:59:36.418956

    		-0.1 ms

  





  

    		2026-04-14 07:59:37.578217

    		0.0 ms

  





  

    		2026-04-14 08:59:37.944283

    		0.0 ms

  





  

    		2026-04-14 09:59:39.438927

    		0.0 ms

  





  

    		2026-04-14 10:59:39.663359

    		-0.1 ms

  





  

    		2026-04-14 11:59:39.754039

    		0.0 ms

  





  

    		2026-04-14 12:59:41.117563

    		0.0 ms

  





  

    		2026-04-14 13:59:42.234325

    		-0.1 ms

  





  

    		2026-04-14 14:59:42.274009

    		0.0 ms

  





  

    		2026-04-14 15:59:43.467978

    		0.0 ms

  





  

    		2026-04-14 16:59:44.206109

    		0.0 ms

  





  

    		2026-04-14 17:59:46.027682

    		0.0 ms

  





  

    		2026-04-14 18:59:46.456108

    		0.0 ms

  





  

    		2026-04-14 19:59:46.71624

    		0.0 ms

  





  

    		2026-04-14 20:59:46.724241

    		0.0 ms

  





  

    		2026-04-14 21:59:48.456341

    		0.0 ms

  





  

    		2026-04-14 22:59:48.571722

    		0.0 ms

  





  

    		2026-04-14 23:59:48.980103

    		0.0 ms

  





  

    		2026-04-15 00:59:50.225045

    		0.0 ms

  





  

    		2026-04-15 01:59:51.687766

    		0.0 ms

  





  

    		2026-04-15 02:59:51.829849

    		0.0 ms

  





  

    		2026-04-15 03:59:53.342958

    		0.0 ms

  





  

    		2026-04-15 04:59:55.141555

    		0.0 ms

  





  

    		2026-04-15 05:59:57.383278

    		0.0 ms

  





  

    		2026-04-15 06:59:57.7931

    		0.0 ms

  





  

    		2026-04-15 07:59:58.217386

    		0.1 ms

  





  

    		2026-04-15 08:59:58.964731

    		0.0 ms

  





  

    		2026-04-15 09:59:59.342342

    		-0.1 ms

  





  

    		2026-04-15 11:00:00.205726

    		0.1 ms

  





  

    		2026-04-15 12:00:00.549635

    		0.0 ms

  





  

    		2026-04-15 13:00:00.864751

    		0.0 ms

  





  

    		2026-04-15 14:00:01.222873

    		0.0 ms

  





  

    		2026-04-15 15:00:01.424912

    		0.2 ms

  





  

    		2026-04-15 16:00:01.987735

    		0.0 ms

  





  

    		2026-04-15 17:00:03.52292

    		0.0 ms

  





  

    		2026-04-15 18:00:04.00129

    		0.0 ms

  





  

    		2026-04-15 19:00:06.265911

    		-0.1 ms

  





  

    		2026-04-15 20:00:06.386497

    		0.7 ms

  





  

    		2026-04-15 21:00:07.156319

    		0.0 ms

  





  

    		2026-04-15 22:00:08.335774

    		0.0 ms

  





  

    		2026-04-15 23:00:10.440043

    		0.0 ms

  





  

    		2026-04-16 00:00:11.745456

    		0.0 ms

  





  

    		2026-04-16 01:00:12.947764

    		0.0 ms

  





  

    		2026-04-16 02:00:14.4246

    		0.0 ms

  





  

    		2026-04-16 03:00:16.132521

    		0.0 ms

  





  

    		2026-04-16 04:00:17.222845

    		0.0 ms

  





  

    		2026-04-16 05:00:18.479943

    		0.0 ms

  





  

    		2026-04-16 06:00:20.012347

    		0.0 ms

  





  

    		2026-04-16 07:00:20.971906

    		0.0 ms

  





  

    		2026-04-16 08:00:21.501646

    		-0.1 ms

  





  

    		2026-04-16 09:00:22.440765

    		0.0 ms

  





  

    		2026-04-16 10:00:22.49529

    		0.0 ms

  





  

    		2026-04-16 11:00:23.063211

    		0.0 ms

  





  

    		2026-04-16 12:00:23.111576

    		-0.1 ms

  





  

    		2026-04-16 13:00:23.3708

    		0.2 ms

  





  

    		2026-04-16 14:00:23.52079

    		0.0 ms

  





  

    		2026-04-16 15:00:24.606594

    		0.0 ms

  





  

    		2026-04-16 16:00:25.414609

    		0.0 ms

  





  

    		2026-04-16 17:00:25.452789

    		0.0 ms

  





  

    		2026-04-16 18:00:27.101549

    		0.0 ms

  





  

    		2026-04-16 19:00:28.117766

    		0.0 ms

  





  

    		2026-04-16 20:00:30.499378

    		0.0 ms

  





  

    		2026-04-16 21:00:31.921543

    		0.0 ms

  





  

    		2026-04-16 22:00:33.219451

    		0.0 ms

  





  

    		2026-04-16 23:00:33.411466

    		-0.1 ms

  





  

    		2026-04-17 00:00:35.087028

    		0.0 ms

  





  

    		2026-04-17 01:00:36.668608

    		0.1 ms

  





  

    		2026-04-17 02:00:37.932407

    		0.1 ms

  





  

    		2026-04-17 03:00:39.435098

    		-0.1 ms

  





  

    		2026-04-17 04:00:40.922222

    		0.0 ms

  





  

    		2026-04-17 05:00:42.535942

    		0.0 ms

  





  

    		2026-04-17 06:00:44.137177

    		0.0 ms

  





  

    		2026-04-17 07:00:44.713277

    		0.0 ms

  





  

    		2026-04-17 08:00:44.756139

    		0.1 ms

  





  

    		2026-04-17 09:00:45.847257

    		0.0 ms

  





  

    		2026-04-17 10:00:46.041959

    		0.0 ms

  





  

    		2026-04-17 11:00:47.687337

    		0.0 ms

  





  

    		2026-04-17 12:00:48.110335

    		0.0 ms

  





  

    		2026-04-17 13:00:48.421143

    		0.0 ms

  





  

    		2026-04-17 14:00:48.84555

    		0.0 ms

  





  

    		2026-04-17 15:00:48.97152

    		-0.2 ms

  





  

    		2026-04-17 16:00:50.143855

    		-0.1 ms

  





  

    		2026-04-17 17:00:52.768602

    		0.1 ms

  





  

    		2026-04-17 18:00:52.917046

    		0.0 ms

  





  

    		2026-04-17 19:00:55.057643

    		0.0 ms

  





  

    		2026-04-17 20:00:56.927768

    		0.0 ms

  





  

    		2026-04-17 21:00:58.486285

    		0.0 ms

  





  

    		2026-04-17 22:01:00.236125

    		0.1 ms

  





  

    		2026-04-17 23:01:01.624474

    		0.0 ms

  





  

    		2026-04-18 00:01:03.180087

    		-0.1 ms

  





  

    		2026-04-18 01:01:04.850636

    		0.0 ms

  





  

    		2026-04-18 02:01:05.90247

    		0.0 ms

  





  

    		2026-04-18 03:01:07.266472

    		0.0 ms

  





  

    		2026-04-18 04:01:07.412541

    		0.0 ms

  





  

    		2026-04-18 05:01:08.95285

    		0.0 ms

  





  

    		2026-04-18 06:01:10.887785

    		0.0 ms

  





  

    		2026-04-18 07:01:11.449423

    		0.0 ms

  





  

    		2026-04-18 08:01:11.469907

    		0.0 ms

  





  

    		2026-04-18 09:01:13.197826

    		0.0 ms

  





  

    		2026-04-18 10:01:13.366227

    		0.0 ms

  





  

    		2026-04-18 11:01:14.794222

    		0.1 ms

  





  

    		2026-04-18 12:01:15.603755

    		0.0 ms

  





  

    		2026-04-18 13:01:15.845034

    		0.0 ms

  





  

    		2026-04-18 14:01:15.972393

    		0.0 ms

  





  

    		2026-04-18 15:01:16.767237

    		0.0 ms

  





  

    		2026-04-18 16:01:17.091293

    		0.0 ms

  





  

    		2026-04-18 17:01:17.230286

    		0.0 ms

  





  

    		2026-04-18 18:01:18.775785

    		0.1 ms

  





  

    		2026-04-18 19:01:18.795892

    		0.0 ms

  





  

    		2026-04-18 20:01:20.457977

    		0.0 ms

  





  

    		2026-04-18 21:01:23.044975

    		0.0 ms

  





  

    		2026-04-18 22:01:24.558221

    		0.0 ms

  





  

    		2026-04-18 23:01:26.20304

    		-0.1 ms

  





  

    		2026-04-19 00:01:27.750252

    		0.0 ms

  





  

    		2026-04-19 01:01:29.187636

    		0.1 ms

  





  

    		2026-04-19 02:01:30.620394

    		-0.1 ms

  





  

    		2026-04-19 03:01:32.005246

    		0.0 ms

  





  

    		2026-04-19 04:01:33.399027

    		0.0 ms

  





  

    		2026-04-19 05:01:34.829942

    		0.0 ms

  





  

    		2026-04-19 06:01:36.140841

    		0.0 ms

  





  

    		2026-04-19 07:01:36.665656

    		0.0 ms

  





  

    		2026-04-19 08:01:37.253498

    		-0.1 ms

  





  

    		2026-04-19 09:01:37.772992

    		0.0 ms

  





  

    		2026-04-19 10:01:37.902225

    		0.0 ms

  





  

    		2026-04-19 11:01:40.149008

    		0.0 ms

  





  

    		2026-04-19 12:01:40.881289

    		-0.1 ms

  





  

    		2026-04-19 13:01:42.418652

    		0.0 ms

  





  

    		2026-04-19 14:01:42.535516

    		0.0 ms

  





  

    		2026-04-19 15:01:43.677711

    		0.0 ms

  





  

    		2026-04-19 16:01:44.516143

    		0.1 ms

  





  

    		2026-04-19 17:01:46.494196

    		-0.2 ms

  





  

    		2026-04-19 18:01:46.816448

    		0.0 ms

  





  

    		2026-04-19 19:01:49.519903

    		0.0 ms

  





  

    		2026-04-19 20:01:49.780874

    		0.0 ms

  





  

    		2026-04-19 21:01:51.411566

    		0.0 ms

  





  

    		2026-04-19 22:01:53.001512

    		0.0 ms

  





  

    		2026-04-19 23:01:54.725703

    		0.0 ms

  





  

    		2026-04-20 00:01:56.139955

    		0.0 ms

  





  

    		2026-04-20 01:01:57.475544

    		0.0 ms

  





  

    		2026-04-20 02:01:58.786583

    		0.1 ms

  





  

    		2026-04-20 03:02:00.152622

    		0.0 ms

  





  

    		2026-04-20 04:02:01.891281

    		0.0 ms

  





  

    		2026-04-20 05:02:03.100056

    		0.0 ms

  





  

    		2026-04-20 06:02:03.566063

    		0.0 ms

  





  

    		2026-04-20 07:02:03.848955

    		0.0 ms

  





  

    		2026-04-20 08:02:04.064048

    		0.0 ms

  





  

    		2026-04-20 09:02:04.500194

    		0.0 ms

  





  

    		2026-04-20 10:02:04.818644

    		0.0 ms

  





  

    		2026-04-20 11:02:04.899745

    		0.0 ms

  





  

    		2026-04-20 12:02:04.967216

    		0.0 ms

  





  

    		2026-04-20 13:02:06.189807

    		0.0 ms

  





  

    		2026-04-20 14:02:06.487153

    		0.2 ms

  





  

    		2026-04-20 15:02:06.748683

    		0.0 ms

  





  

    		2026-04-20 16:02:08.743109

    		0.0 ms

  





  

    		2026-04-20 17:02:08.807854

    		-0.1 ms

  





  

    		2026-04-20 18:02:09.580822

    		0.0 ms

  





  

    		2026-04-20 19:02:09.60738

    		0.1 ms

  





  

    		2026-04-20 20:02:09.987601

    		0.0 ms

  





  

    		2026-04-20 21:02:10.315764

    		0.1 ms

  





  

    		2026-04-20 22:02:12.153623

    		0.0 ms

  





  

    		2026-04-20 23:02:13.912597

    		0.0 ms

  





  

    		2026-04-21 00:02:15.539098

    		0.0 ms

  





  

    		2026-04-21 01:02:16.514801

    		0.0 ms

  





  

    		2026-04-21 02:02:17.579869

    		0.0 ms

  





  

    		2026-04-21 03:02:17.686263

    		0.0 ms

  





  

    		2026-04-21 04:02:19.671039

    		0.0 ms

  





  

    		2026-04-21 05:02:21.190353

    		0.1 ms

  





  

    		2026-04-21 06:02:23.642729

    		0.0 ms

  





  

    		2026-04-21 07:02:24.486976

    		0.0 ms

  





  

    		2026-04-21 08:02:25.172549

    		0.0 ms

  





  

    		2026-04-21 09:02:26.4271

    		0.0 ms

  





  

    		2026-04-21 10:02:27.749051

    		0.0 ms

  





  

    		2026-04-21 11:02:27.926646

    		0.0 ms

  





  

    		2026-04-21 12:02:28.14251

    		0.0 ms

  





  

    		2026-04-21 13:02:28.541241

    		0.0 ms

  





  

    		2026-04-21 14:02:29.735961

    		0.0 ms

  





  

    		2026-04-21 15:02:30.721006

    		0.1 ms

  





  

    		2026-04-21 16:02:30.856077

    		0.0 ms

  





  

    		2026-04-21 17:02:31.998949

    		0.0 ms

  





  

    		2026-04-21 18:02:32.037859

    		0.0 ms

  





  

    		2026-04-21 19:02:33.089845

    		0.0 ms

  





  

    		2026-04-21 20:02:33.657741

    		0.0 ms

  





  

    		2026-04-21 21:02:34.969867

    		0.0 ms

  





  

    		2026-04-21 22:02:36.597148

    		0.0 ms

  





  

    		2026-04-21 23:02:37.708708

    		0.0 ms

  





  

    		2026-04-22 00:02:38.710143

    		0.0 ms

  





  

    		2026-04-22 01:02:39.645938

    		0.0 ms

  





  

    		2026-04-22 02:02:40.605083

    		0.0 ms

  





  

    		2026-04-22 03:02:41.526397

    		0.0 ms

  





  

    		2026-04-22 04:02:42.546498

    		0.0 ms

  





  

    		2026-04-22 05:02:43.484135

    		0.0 ms

  





  

    		2026-04-22 06:02:44.760648

    		0.0 ms

  





  

    		2026-04-22 07:02:45.216554

    		0.0 ms

  





  

    		2026-04-22 08:02:45.668856

    		0.0 ms

  





  

    		2026-04-22 09:02:45.735582

    		0.1 ms

  





  

    		2026-04-22 10:02:46.049664

    		0.0 ms

  





  

    		2026-04-22 11:02:46.205042

    		0.0 ms

  





  

    		2026-04-22 12:02:46.409421

    		0.0 ms

  





  

    		2026-04-22 13:02:46.613033

    		0.0 ms

  





  

    		2026-04-22 14:02:47.065407

    		0.0 ms

  





  

    		2026-04-22 15:02:47.345058

    		0.1 ms

  





  

    		2026-04-22 16:02:48.138416

    		0.0 ms

  





  

    		2026-04-22 17:02:48.879714

    		0.0 ms

  





  

    		2026-04-22 18:02:51.462341

    		0.0 ms

  





  

    		2026-04-22 19:02:53.05594

    		0.0 ms

  





  

    		2026-04-22 20:02:53.96546

    		-0.1 ms

  





  

    		2026-04-22 21:02:54.764812

    		0.0 ms

  





  

    		2026-04-22 22:02:55.001938

    		0.0 ms

  





  

    		2026-04-22 23:02:56.183221

    		-0.1 ms

  





  

    		2026-04-23 00:02:57.415975

    		0.0 ms

  





  

    		2026-04-23 01:02:58.56505

    		0.1 ms

  





  

    		2026-04-23 02:02:59.671881

    		0.0 ms

  





  

    		2026-04-23 03:03:01.934798

    		-0.2 ms

  





  

    		2026-04-23 04:03:03.186299

    		0.0 ms

  





  

    		2026-04-23 05:03:04.070323

    		0.0 ms

  





  

    		2026-04-23 06:03:05.084242

    		0.0 ms

  





  

    		2026-04-23 07:03:06.653813

    		0.0 ms

  





  

    		2026-04-23 08:03:07.809056

    		0.0 ms

  





  

    		2026-04-23 09:03:08.226394

    		0.0 ms

  





  

    		2026-04-23 10:03:08.469037

    		0.1 ms

  





  

    		2026-04-23 11:03:08.475434

    		0.0 ms

  





  

    		2026-04-23 12:03:09.659241

    		-0.1 ms

  





  

    		2026-04-23 13:03:09.992475

    		0.0 ms

  





  

    		2026-04-23 14:03:10.055479

    		0.1 ms

  





  

    		2026-04-23 15:03:10.132073

    		0.0 ms

  





  

    		2026-04-23 16:03:10.305726

    		0.0 ms

  





  

    		2026-04-23 17:03:10.516101

    		0.0 ms

  





  

    		2026-04-23 18:03:11.034945

    		0.0 ms

  





  

    		2026-04-23 19:03:12.895215

    		0.2 ms

  





  

    		2026-04-23 20:03:13.188667

    		0.0 ms

  





  

    		2026-04-23 21:03:14.979179

    		-0.1 ms

  





  

    		2026-04-23 22:03:16.210455

    		0.0 ms

  





  

    		2026-04-23 23:03:17.457694

    		0.0 ms

  





  

    		2026-04-24 00:03:18.507865

    		0.0 ms

  





  

    		2026-04-24 01:03:19.456082

    		0.0 ms

  





  

    		2026-04-24 02:03:20.338015

    		0.0 ms

  





  

    		2026-04-24 03:03:21.274324

    		0.0 ms

  





  

    		2026-04-24 04:03:22.261161

    		0.1 ms

  





  

    		2026-04-24 05:03:23.284382

    		-0.1 ms

  





  

    		2026-04-24 06:03:24.964182

    		-0.1 ms

  





  

    		2026-04-24 07:03:25.065207

    		-0.1 ms

  





  

    		2026-04-24 08:03:25.176636

    		-0.4 ms

  





  

    		2026-04-24 09:03:25.984854

    		-0.1 ms

  





  

    		2026-04-24 10:03:26.023113

    		0.1 ms

  





  

    		2026-04-24 11:03:26.909516

    		-0.3 ms

  





  

    		2026-04-24 12:03:27.008751

    		0.2 ms

  





  

    		2026-04-24 13:03:27.643715

    		0.0 ms

  





  

    		2026-04-24 14:03:27.755999

    		0.0 ms

  





  

    		2026-04-24 15:03:28.263942

    		0.0 ms

  





  

    		2026-04-24 16:03:29.556295

    		-0.2 ms

  





  

    		2026-04-24 17:03:29.626186

    		0.0 ms

  





  

    		2026-04-24 18:03:31.158259

    		0.1 ms

  





  

    		2026-04-24 19:03:32.756396

    		0.0 ms

  





  

    		2026-04-24 20:03:33.525977

    		0.0 ms

  





  

    		2026-04-24 21:03:35.455773

    		0.0 ms

  





  

    		2026-04-24 22:03:36.95041

    		-0.1 ms

  





  

    		2026-04-24 23:03:38.031246

    		0.0 ms

  





  

    		2026-04-25 00:03:38.99495

    		0.0 ms

  





  

    		2026-04-25 01:03:39.930664

    		0.0 ms

  





  

    		2026-04-25 02:03:40.865262

    		0.0 ms

  





  

    		2026-04-25 03:03:41.746056

    		0.0 ms

  





  

    		2026-04-25 04:03:42.643963

    		0.0 ms

  





  

    		2026-04-25 05:03:43.62524

    		0.0 ms

  





  

    		2026-04-25 06:03:44.107754

    		-0.1 ms

  





  

    		2026-04-25 07:03:46.590135

    		0.0 ms

  





  

    		2026-04-25 08:03:48.856976

    		0.0 ms

  





  

    		2026-04-25 09:03:49.130517

    		0.0 ms

  





  

    		2026-04-25 10:03:49.791483

    		0.0 ms

  





  

    		2026-04-25 11:03:50.062603

    		0.0 ms

  





  

    		2026-04-25 12:03:50.419579

    		0.1 ms

  





  

    		2026-04-25 13:03:50.510175

    		0.0 ms

  





  

    		2026-04-25 14:03:50.60558

    		0.0 ms

  





  

    		2026-04-25 15:03:51.363223

    		0.0 ms

  





  

    		2026-04-25 16:03:51.796265

    		0.0 ms

  





  

    		2026-04-25 17:03:52.372937

    		0.0 ms

  





  

    		2026-04-25 18:03:52.453031

    		0.0 ms

  





  

    		2026-04-25 19:03:54.21076

    		0.0 ms

  





  

    		2026-04-25 20:03:55.099337

    		0.0 ms

  





  

    		2026-04-25 21:03:56.619135

    		0.0 ms

  





  

    		2026-04-25 22:03:59.108562

    		0.0 ms

  





  

    		2026-04-25 23:04:00.506798

    		0.0 ms

  





  

    		2026-04-26 00:04:01.917647

    		0.0 ms

  





  

    		2026-04-26 01:04:03.299053

    		0.0 ms

  





  

    		2026-04-26 02:04:04.656508

    		0.0 ms

  





  

    		2026-04-26 03:04:05.855289

    		0.0 ms

  





  

    		2026-04-26 04:04:07.049691

    		0.1 ms

  





  

    		2026-04-26 05:04:08.516553

    		0.0 ms

  





  

    		2026-04-26 06:04:10.42162

    		0.0 ms

  





  

    		2026-04-26 07:04:13.41255

    		0.0 ms

  





  

    		2026-04-26 08:04:13.965562

    		0.0 ms

  





  

    		2026-04-26 09:04:14.712194

    		-0.1 ms

  





  

    		2026-04-26 10:04:14.835085

    		0.0 ms

  





  

    		2026-04-26 11:04:14.946556

    		0.0 ms

  





  

    		2026-04-26 12:04:16.418316

    		0.0 ms

  





  

    		2026-04-26 13:04:16.495727

    		0.0 ms

  





  

    		2026-04-26 14:04:16.781268

    		0.0 ms

  





  

    		2026-04-26 15:04:17.349488

    		0.0 ms

  





  

    		2026-04-26 16:04:18.093737

    		0.0 ms

  





  

    		2026-04-26 17:04:18.326089

    		-0.2 ms

  





  

    		2026-04-26 18:04:20.224448

    		0.3 ms

  





  

    		2026-04-26 19:04:21.125515

    		0.0 ms

  





  

    		2026-04-26 20:04:22.505389

    		0.2 ms

  





  

    		2026-04-26 21:04:23.03258

    		-0.1 ms

  





  

    		2026-04-26 22:04:24.175391

    		0.0 ms

  





  

    		2026-04-26 23:04:24.284295

    		0.0 ms

  





  

    		2026-04-27 00:04:24.32493

    		0.0 ms

  





  

    		2026-04-27 01:04:24.626614

    		-0.1 ms

  





  

    		2026-04-27 02:04:24.679298

    		0.1 ms

  





  

    		2026-04-27 03:04:26.13579

    		0.0 ms

  





  

    		2026-04-27 04:04:26.164992

    		0.0 ms

  





  

    		2026-04-27 05:04:26.808194

    		0.0 ms

  





  

    		2026-04-27 06:04:28.24965

    		-0.1 ms

  





  

    		2026-04-27 07:04:28.916348

    		0.0 ms

  





  

    		2026-04-27 08:04:29.959496

    		0.0 ms

  





  

    		2026-04-27 09:04:30.761504

    		0.0 ms

  





  

    		2026-04-27 10:04:30.982242

    		0.0 ms

  





  

    		2026-04-27 11:04:31.369779

    		0.0 ms

  





  

    		2026-04-27 12:04:31.848639

    		0.0 ms

  





  

    		2026-04-27 13:04:32.113685

    		0.0 ms

  





  

    		2026-04-27 14:04:32.891338

    		0.0 ms

  





  

    		2026-04-27 15:04:33.151136

    		0.0 ms

  





  

    		2026-04-27 16:04:33.794002

    		0.0 ms

  





  

    		2026-04-27 17:04:34.918095

    		0.1 ms

  





  

    		2026-04-27 18:04:35.011229

    		0.1 ms

  





  

    		2026-04-27 19:04:35.844942

    		0.0 ms

  





  

    		2026-04-27 20:04:36.388892

    		-0.1 ms

  





  

    		2026-04-27 21:04:36.82354

    		0.0 ms

  





  

    		2026-04-27 22:04:39.124904

    		0.0 ms

  





  

    		2026-04-27 23:04:41.034177

    		0.0 ms

  





  

    		2026-04-28 00:04:42.441587

    		0.0 ms

  





  

    		2026-04-28 01:04:44.016848

    		0.1 ms

  





  

    		2026-04-28 02:04:44.192457

    		0.0 ms

  





  

    		2026-04-28 03:04:45.968481

    		0.0 ms

  





  

    		2026-04-28 04:04:47.668797

    		0.0 ms

  





  

    		2026-04-28 05:04:49.302163

    		0.0 ms

  





  

    		2026-04-28 06:04:49.753326

    		0.0 ms

  





  

    		2026-04-28 07:04:50.738026

    		0.0 ms

  





  

    		2026-04-28 08:04:51.506724

    		0.1 ms

  





  

    		2026-04-28 09:04:51.757991

    		0.0 ms

  





  

    		2026-04-28 10:04:52.095015

    		-0.1 ms

  





  

    		2026-04-28 11:04:52.451504

    		0.2 ms

  





  

    		2026-04-28 12:04:52.6986

    		0.0 ms

  





  

    		2026-04-28 13:04:53.259421

    		0.0 ms

  





  

    		2026-04-28 14:04:53.923832

    		-0.2 ms

  





  

    		2026-04-28 15:04:54.31816

    		0.0 ms

  





  

    		2026-04-28 16:04:54.788146

    		0.0 ms

  





  

    		2026-04-28 17:04:56.221622

    		0.1 ms

  





  

    		2026-04-28 18:04:56.926668

    		0.0 ms

  





  

    		2026-04-28 19:04:59.05711

    		0.0 ms

  





  

    		2026-04-28 20:04:59.313126

    		0.1 ms

  





  

    		2026-04-28 21:05:00.910234

    		0.0 ms

  





  

    		2026-04-28 22:05:01.199169

    		0.0 ms

  





  

    		2026-04-28 23:05:01.738778

    		0.0 ms

  





  

    		2026-04-29 00:05:02.413833

    		0.0 ms

  





  

    		2026-04-29 01:05:03.825982

    		0.0 ms

  





  

    		2026-04-29 02:05:05.335477

    		0.0 ms

  





  

    		2026-04-29 03:05:06.749213

    		0.0 ms

  





  

    		2026-04-29 04:05:07.95205

    		0.0 ms

  





  

    		2026-04-29 05:05:09.07935

    		0.0 ms

  





  

    		2026-04-29 06:05:10.17619

    		0.0 ms

  





  

    		2026-04-29 07:05:10.789845

    		0.0 ms

  





  

    		2026-04-29 08:05:11.332063

    		0.0 ms

  





  

    		2026-04-29 09:05:11.560469

    		0.0 ms

  





  

    		2026-04-29 10:05:11.651317

    		0.0 ms

  





  

    		2026-04-29 11:05:12.361232

    		0.0 ms

  





  

    		2026-04-29 12:05:12.498917

    		0.0 ms

  





  

    		2026-04-29 13:05:12.660451

    		-0.1 ms

  





  

    		2026-04-29 14:05:13.178934

    		0.0 ms

  





  

    		2026-04-29 15:05:13.92147

    		0.0 ms

  





  

    		2026-04-29 16:05:14.385285

    		0.0 ms

  





  

    		2026-04-29 17:05:15.010558

    		0.0 ms

  





  

    		2026-04-29 18:05:15.405423

    		0.0 ms

  





  

    		2026-04-29 19:05:16.666586

    		0.0 ms

  





  

    		2026-04-29 20:05:17.413601

    		0.1 ms

  





  

    		2026-04-29 21:05:18.530278

    		0.0 ms

  





  

    		2026-04-29 22:05:19.532718

    		0.0 ms

  





  

    		2026-04-29 23:05:21.463451

    		0.0 ms

  





  

    		2026-04-30 00:05:22.756256

    		-0.1 ms

  





  

    		2026-04-30 01:05:23.8436

    		0.0 ms

  





  

    		2026-04-30 02:05:24.410172

    		0.1 ms

  





  

    		2026-04-30 03:05:26.035192

    		0.0 ms

  





  

    		2026-04-30 04:05:27.132908

    		0.0 ms

  





  

    		2026-04-30 05:05:28.074848

    		0.0 ms

  





  

    		2026-04-30 06:05:28.61299

    		0.1 ms

  





  

    		2026-04-30 07:05:29.217453

    		-0.1 ms

  





  

    		2026-04-30 08:05:29.519716

    		0.0 ms

  





  

    		2026-04-30 09:05:31.355849

    		-0.1 ms

  





  

    		2026-04-30 10:05:31.834834

    		-0.1 ms

  





  

    		2026-04-30 11:05:32.027711

    		0.0 ms

  





  

    		2026-04-30 12:05:32.519487

    		-0.3 ms

  





  

    		2026-04-30 13:05:33.103213

    		0.0 ms

  





  

    		2026-04-30 14:05:33.613159

    		-0.1 ms

  





  

    		2026-04-30 15:05:34.544498

    		0.0 ms

  





  

    		2026-04-30 16:05:34.838638

    		-0.1 ms

  





  

    		2026-04-30 17:05:37.123363

    		0.0 ms

  





  

    		2026-04-30 18:05:37.216209

    		-0.1 ms

  





  

    		2026-04-30 19:05:38.42571

    		0.0 ms

  





  

    		2026-04-30 20:05:38.522881

    		0.0 ms

  





  

    		2026-04-30 21:05:39.325477

    		0.0 ms

  





  

    		2026-04-30 22:05:41.002853

    		0.1 ms

  





  

    		2026-04-30 23:05:42.104996

    		0.0 ms

  





  

    		2026-05-01 00:05:43.438738

    		0.0 ms

  





  

    		2026-05-01 01:05:44.908367

    		-0.3 ms

  





  

    		2026-05-01 02:05:46.737501

    		0.0 ms

  





  

    		2026-05-01 03:05:48.33308

    		-0.1 ms

  





  

    		2026-05-01 04:05:50.015409

    		0.0 ms

  





  

    		2026-05-01 05:05:51.293336

    		0.0 ms

  





  

    		2026-05-01 06:05:52.710036

    		0.0 ms

  





  

    		2026-05-01 07:05:54.085917

    		0.0 ms

  





  

    		2026-05-01 08:05:54.300052

    		0.0 ms

  





  

    		2026-05-01 09:05:55.486612

    		0.0 ms

  





  

    		2026-05-01 10:05:57.033163

    		0.0 ms

  





  

    		2026-05-01 11:05:57.314675

    		0.0 ms

  





  

    		2026-05-01 12:05:59.905679

    		0.0 ms

  





  

    		2026-05-01 13:06:00.051498

    		0.2 ms

  





  

    		2026-05-01 14:06:00.737396

    		0.0 ms

  





  

    		2026-05-01 15:06:01.312431

    		0.0 ms

  





  

    		2026-05-01 16:06:01.346625

    		-0.1 ms

  





  

    		2026-05-01 17:06:02.924695

    		-0.1 ms

  





  

    		2026-05-01 18:06:04.183531

    		0.1 ms

  





  

    		2026-05-01 19:06:04.598541

    		0.0 ms

  





  

    		2026-05-01 20:06:05.568569

    		0.1 ms

  





  

    		2026-05-01 21:06:07.625681

    		0.0 ms

  





  

    		2026-05-01 22:06:09.952805

    		-0.1 ms

  





  

    		2026-05-01 23:06:11.642523

    		0.0 ms

  





  

    		2026-05-02 00:06:13.208696

    		0.1 ms

  





  

    		2026-05-02 01:06:14.370572

    		0.0 ms

  





  

    		2026-05-02 02:06:16.124312

    		-0.1 ms

  





  

    		2026-05-02 03:06:17.603125

    		0.0 ms

  





  

    		2026-05-02 04:06:19.020821

    		0.0 ms

  





  

    		2026-05-02 05:06:20.520233

    		0.0 ms

  





  

    		2026-05-02 06:06:20.951878

    		-0.1 ms

  





  

    		2026-05-02 07:06:21.332964

    		-0.1 ms

  





  

    		2026-05-02 08:06:21.425427

    		-0.2 ms

  





  

    		2026-05-02 09:06:21.737995

    		-0.1 ms

  





  

    		2026-05-02 10:06:22.408947

    		0.0 ms

  





  

    		2026-05-02 11:06:22.670258

    		0.0 ms

  





  

    		2026-05-02 12:06:23.344779

    		-0.2 ms

  





  

    		2026-05-02 13:06:23.356353

    		0.0 ms

  





  

    		2026-05-02 14:06:23.940797

    		0.0 ms

  





  

    		2026-05-02 15:06:25.045577

    		0.0 ms

  





  

    		2026-05-02 16:06:26.116211

    		0.0 ms

  





  

    		2026-05-02 17:06:26.575735

    		0.1 ms

  





  

    		2026-05-02 18:06:27.69659

    		0.0 ms

  





  

    		2026-05-02 19:06:29.36539

    		0.0 ms

  





  

    		2026-05-02 20:06:29.616939

    		0.0 ms

  





  

    		2026-05-02 21:06:31.527317

    		0.1 ms

  





  

    		2026-05-02 22:06:33.284638

    		0.0 ms

  





  

    		2026-05-02 23:06:33.370601

    		0.1 ms

  





  

    		2026-05-03 00:06:34.942682

    		0.0 ms

  





  

    		2026-05-03 01:06:36.290357

    		0.0 ms

  





  

    		2026-05-03 02:06:37.749933

    		0.1 ms

  





  

    		2026-05-03 03:06:38.97754

    		0.0 ms

  





  

    		2026-05-03 04:06:40.270743

    		0.0 ms

  





  

    		2026-05-03 05:06:40.349311

    		0.0 ms

  





  

    		2026-05-03 06:06:40.750739

    		0.0 ms

  





  

    		2026-05-03 07:06:40.8474

    		0.0 ms

  





  

    		2026-05-03 08:06:41.420058

    		0.0 ms

  





  

    		2026-05-03 09:06:42.525349

    		0.0 ms

  





  

    		2026-05-03 10:06:42.737276

    		0.0 ms

  





  

    		2026-05-03 11:06:42.894754

    		0.0 ms

  





  

    		2026-05-03 12:06:43.274715

    		0.0 ms

  





  

    		2026-05-03 13:06:43.477342

    		0.0 ms

  





  

    		2026-05-03 14:06:44.076665

    		0.0 ms

  





  

    		2026-05-03 15:06:44.89179

    		0.0 ms

  





  

    		2026-05-03 16:06:45.265646

    		0.0 ms

  





  

    		2026-05-03 17:06:46.976314

    		0.0 ms

  





  

    		2026-05-03 18:06:47.34733

    		0.0 ms

  





  

    		2026-05-03 19:06:48.502367

    		0.0 ms

  





  

    		2026-05-03 20:06:49.487176

    		0.1 ms

  





  

    		2026-05-03 21:06:49.842252

    		-0.1 ms

  





  

    		2026-05-03 22:06:52.178702

    		0.0 ms

  





  

    		2026-05-03 23:06:53.689176

    		0.0 ms

  





  

    		2026-05-04 00:06:55.022845

    		0.0 ms

  





  

    		2026-05-04 01:06:55.068236

    		0.0 ms

  





  

    		2026-05-04 02:06:56.185168

    		0.0 ms

  





  

    		2026-05-04 03:06:57.405444

    		0.0 ms

  





  

    		2026-05-04 04:06:57.410228

    		0.0 ms

  





  

    		2026-05-04 05:06:57.885332

    		0.0 ms

  





  

    		2026-05-04 06:06:57.947814

    		0.0 ms

  





  

    		2026-05-04 07:06:59.142697

    		0.0 ms

  





  

    		2026-05-04 08:06:59.429099

    		0.0 ms

  





  

    		2026-05-04 09:06:59.531113

    		0.0 ms

  





  

    		2026-05-04 10:06:59.820669

    		0.0 ms

  





  

    		2026-05-04 11:06:59.94617

    		0.0 ms

  





  

    		2026-05-04 12:07:00.277025

    		0.0 ms

  





  

    		2026-05-04 13:07:00.755385

    		0.0 ms

  





  

    		2026-05-04 14:07:01.55

    		-0.1 ms

  





  

    		2026-05-04 15:07:01.68513

    		0.0 ms

  





  

    		2026-05-04 16:07:02.548045

    		0.0 ms

  





  

    		2026-05-04 17:07:03.046596

    		0.0 ms

  





  

    		2026-05-04 18:07:03.348329

    		0.1 ms

  





  

    		2026-05-04 19:07:05.173202

    		0.0 ms

  





  

    		2026-05-04 20:07:05.904606

    		0.0 ms

  





  

    		2026-05-04 21:07:05.921568

    		0.0 ms

  





  

    		2026-05-04 22:07:06.117342

    		0.0 ms

  





  

    		2026-05-04 23:07:06.630339

    		0.0 ms

  





  

    		2026-05-05 00:07:07.089678

    		0.0 ms

  





  

    		2026-05-05 01:07:08.457544

    		-0.1 ms

  





  

    		2026-05-05 02:07:09.96866

    		0.0 ms

  





  

    		2026-05-05 03:07:11.307625

    		0.0 ms

  





  

    		2026-05-05 04:07:13.010008

    		0.0 ms

  





  

    		2026-05-05 05:07:14.487031

    		0.0 ms

  





  

    		2026-05-05 06:07:16.506589

    		0.1 ms

  





  

    		2026-05-05 07:07:16.986934

    		-0.1 ms

  





  

    		2026-05-05 08:07:17.208389

    		0.0 ms

  





  

    		2026-05-05 09:07:17.293893

    		0.0 ms

  





  

    		2026-05-05 10:07:17.406448

    		0.0 ms

  





  

    		2026-05-05 11:07:17.650124

    		0.3 ms

  





  

    		2026-05-05 12:07:18.346982

    		0.0 ms

  





  

    		2026-05-05 13:07:19.024592

    		0.0 ms

  





  

    		2026-05-05 14:07:19.16407

    		0.0 ms

  





  

    		2026-05-05 15:07:19.449299

    		0.0 ms

  





  

    		2026-05-05 16:07:19.91005

    		-0.1 ms

  





  

    		2026-05-05 17:07:19.970699

    		0.0 ms

  





  

    		2026-05-05 18:07:20.673345

    		0.0 ms

  





  

    		2026-05-05 19:07:21.940182

    		0.0 ms

  





  

    		2026-05-05 20:07:22.326349

    		0.0 ms

  





  

    		2026-05-05 21:07:23.373941

    		-0.1 ms

  





  

    		2026-05-05 22:07:24.229774

    		0.4 ms

  





  

    		2026-05-05 23:07:26.105006

    		0.4 ms

  





  

    		2026-05-06 00:07:27.609708

    		0.0 ms

  





  

    		2026-05-06 01:07:28.930103

    		0.0 ms

  





  

    		2026-05-06 02:07:30.367036

    		0.0 ms

  





  

    		2026-05-06 03:07:31.660364

    		0.1 ms

  





  

    		2026-05-06 04:07:33.06202

    		0.0 ms

  





  

    		2026-05-06 05:07:34.355972

    		0.0 ms

  





  

    		2026-05-06 06:07:34.539432

    		0.1 ms

  





  

    		2026-05-06 07:07:34.721813

    		0.0 ms

  





  

    		2026-05-06 08:07:35.155035

    		0.0 ms

  





  

    		2026-05-06 09:07:36.239792

    		0.0 ms

  





  

    		2026-05-06 10:07:37.348976

    		0.0 ms

  





  

    		2026-05-06 11:07:37.947762

    		0.0 ms

  





  

    		2026-05-06 12:07:38.080615

    		0.0 ms

  





  

    		2026-05-06 13:07:38.120097

    		-0.1 ms

  





  

    		2026-05-06 14:07:38.301412

    		0.3 ms

  





  

    		2026-05-06 15:07:38.741838

    		0.0 ms

  





  

    		2026-05-06 16:07:39.251074

    		0.0 ms

  





  

    		2026-05-06 17:07:40.589769

    		0.1 ms

  





  

    		2026-05-06 18:07:40.771816

    		-0.2 ms

  





  

    		2026-05-06 19:07:42.665851

    		0.0 ms

  





  

    		2026-05-06 20:07:43.130151

    		0.0 ms

  





  

    		2026-05-06 21:07:43.276748

    		0.0 ms

  





  

    		2026-05-06 22:07:44.770735

    		-0.1 ms

  





  

    		2026-05-06 23:07:46.580223

    		0.0 ms

  





  

    		2026-05-07 00:07:47.984373

    		0.0 ms

  





  

    		2026-05-07 01:07:49.282445

    		0.0 ms

  





  

    		2026-05-07 02:07:50.582039

    		0.1 ms

  





  

    		2026-05-07 03:07:51.851509

    		0.0 ms

  





  

    		2026-05-07 04:07:53.181241

    		0.0 ms

  





  

    		2026-05-07 05:07:54.552498

    		0.0 ms

  





  

    		2026-05-07 06:07:54.811

    		0.0 ms

  





  

    		2026-05-07 07:07:55.30255

    		0.0 ms

  





  

    		2026-05-07 08:07:55.457745

    		0.0 ms

  





  

    		2026-05-07 09:07:56.338807

    		0.0 ms

  





  

    		2026-05-07 10:07:56.477338

    		0.0 ms

  





  

    		2026-05-07 11:07:57.776806

    		0.0 ms

  





  

    		2026-05-07 12:07:57.8801

    		0.0 ms

  





  

    		2026-05-07 13:07:58.132305

    		0.0 ms

  





  

    		2026-05-07 14:07:58.547651

    		0.1 ms

  





  

    		2026-05-07 15:07:58.928193

    		0.0 ms

  





  

    		2026-05-07 16:07:59.064242

    		0.0 ms

  





  

    		2026-05-07 17:07:59.090625

    		0.0 ms

  





  

    		2026-05-07 18:08:01.300397

    		0.1 ms

  





  

    		2026-05-07 19:08:03.671222

    		0.1 ms

  





  

    		2026-05-07 20:08:03.677307

    		-0.1 ms

  





  

    		2026-05-07 21:08:04.15424

    		0.0 ms

  





  

    		2026-05-07 22:08:05.750752

    		0.0 ms

  





  

    		2026-05-07 23:08:07.396116

    		0.1 ms

  





  

    		2026-05-08 00:08:08.898436

    		0.0 ms

  





  

    		2026-05-08 01:08:10.272834

    		-0.1 ms

  





  

    		2026-05-08 02:08:11.438348

    		-0.1 ms

  





  

    		2026-05-08 03:08:12.757518

    		-0.1 ms

  





  

    		2026-05-08 04:08:12.883321

    		0.0 ms

  





  

    		2026-05-08 05:08:14.170471

    		-0.1 ms

  





  

    		2026-05-08 06:08:16.393747

    		0.0 ms

  





  

    		2026-05-08 07:08:18.837529

    		0.0 ms

  





  

    		2026-05-08 08:08:19.118946

    		0.0 ms

  





  

    		2026-05-08 09:08:20.232288

    		-0.1 ms

  





  

    		2026-05-08 10:08:21.20343

    		0.0 ms

  





  

    		2026-05-08 11:08:21.324182

    		0.0 ms

  





  

    		2026-05-08 12:08:21.825685

    		0.0 ms

  





  

    		2026-05-08 13:08:22.461839

    		0.0 ms

  





  

    		2026-05-08 14:08:23.875275

    		0.0 ms

  





  

    		2026-05-08 15:08:24.992288

    		-0.1 ms

  





  

    		2026-05-08 16:08:25.030065

    		-0.1 ms

  





  

    		2026-05-08 17:08:25.223896

    		0.0 ms

  





  

    		2026-05-08 18:08:27.758162

    		0.0 ms

  





  

    		2026-05-08 19:08:29.588764

    		0.0 ms

  





  

    		2026-05-08 20:08:29.923776

    		0.0 ms

  





  

    		2026-05-08 21:08:30.013176

    		0.0 ms

  





  

    		2026-05-08 22:08:31.015121

    		0.0 ms

  





  

    		2026-05-08 23:08:32.521192

    		0.0 ms

  





  

    		2026-05-09 00:08:34.156149

    		0.0 ms

  





  

    		2026-05-09 01:08:35.298797

    		0.0 ms

  





  

    		2026-05-09 02:08:36.891199

    		0.0 ms

  





  

    		2026-05-09 03:08:38.133698

    		0.0 ms

  





  

    		2026-05-09 04:08:39.453945

    		0.0 ms

  





  

    		2026-05-09 05:08:40.842168

    		0.0 ms

  





  

    		2026-05-09 06:08:41.561257

    		0.0 ms

  





  

    		2026-05-09 07:08:42.77733

    		0.0 ms

  





  

    		2026-05-09 08:08:42.817796

    		0.0 ms

  





  

    		2026-05-09 09:08:43.068242

    		-0.1 ms

  





  

    		2026-05-09 10:08:43.522233

    		-0.1 ms

  





  

    		2026-05-09 11:08:43.552404

    		0.0 ms

  





  

    		2026-05-09 12:08:44.211156

    		0.0 ms

  





  

    		2026-05-09 13:08:44.491463

    		-0.1 ms

  





  

    		2026-05-09 14:08:44.730385

    		0.0 ms

  





  

    		2026-05-09 15:08:47.37743

    		0.0 ms

  





  

    		2026-05-09 16:08:47.402271

    		0.1 ms

  





  

    		2026-05-09 17:08:48.357397

    		0.0 ms

  





  

    		2026-05-09 18:08:49.427221

    		0.0 ms

  





  

    		2026-05-09 19:08:49.758559

    		0.0 ms

  





  

    		2026-05-09 20:08:50.955451

    		0.0 ms

  





  

    		2026-05-09 21:08:51.799071

    		0.0 ms

  





  

    		2026-05-09 22:08:53.578476

    		0.0 ms

  





  

    		2026-05-09 23:08:55.346779

    		0.0 ms

  





  

    		2026-05-10 00:08:56.932108

    		0.2 ms

  





  

    		2026-05-10 01:08:58.443776

    		0.0 ms

  





  

    		2026-05-10 02:08:59.685227

    		0.0 ms

  





  

    		2026-05-10 03:09:01.068253

    		0.0 ms

  





  

    		2026-05-10 04:09:02.810217

    		0.0 ms

  





  

    		2026-05-10 05:09:04.493041

    		0.0 ms

  





  

    		2026-05-10 06:09:04.962125

    		0.0 ms

  





  

    		2026-05-10 07:09:06.134878

    		0.0 ms

  





  

    		2026-05-10 08:09:06.43081

    		0.0 ms

  





  

    		2026-05-10 09:09:06.490668

    		-0.1 ms

  





  

    		2026-05-10 10:09:07.202024

    		0.1 ms

  





  

    		2026-05-10 11:09:07.744434

    		0.1 ms

  





  

    		2026-05-10 12:09:08.535899

    		0.0 ms

  





  

    		2026-05-10 13:09:09.697014

    		0.0 ms

  





  

    		2026-05-10 14:09:09.953662

    		0.0 ms

  





  

    		2026-05-10 15:09:10.478713

    		0.0 ms

  





  

    		2026-05-10 16:09:10.537127

    		0.0 ms

  





  

    		2026-05-10 17:09:11.077765

    		-0.1 ms

  





  

    		2026-05-10 18:09:11.970908

    		0.0 ms

  





  

    		2026-05-10 19:09:13.227874

    		0.0 ms

  





  

    		2026-05-10 20:09:14.057227

    		-0.1 ms

  





  

    		2026-05-10 21:09:15.864687

    		-0.1 ms

  





  

    		2026-05-10 22:09:17.570174

    		0.0 ms

  





  

    		2026-05-10 23:09:19.062117

    		0.0 ms

  





  

    		2026-05-11 00:09:20.7948

    		0.0 ms

  





  

    		2026-05-11 01:09:22.800712

    		0.0 ms

  





  

    		2026-05-11 02:09:24.555044

    		0.0 ms

  





  

    		2026-05-11 03:09:25.912036

    		0.0 ms

  





  

    		2026-05-11 04:09:27.630756

    		0.0 ms

  





  

    		2026-05-11 05:09:29.469468

    		0.1 ms

  





  

    		2026-05-11 06:09:30.019077

    		0.0 ms

  





  

    		2026-05-11 07:09:30.901631

    		-0.1 ms

  





  

    		2026-05-11 08:09:31.99215

    		-0.1 ms

  





  

    		2026-05-11 09:09:32.619863

    		0.0 ms

  





  

    		2026-05-11 10:09:33.350205

    		0.0 ms

  





  

    		2026-05-11 11:09:33.367377

    		-0.1 ms

  





  

    		2026-05-11 12:09:34.080124

    		0.0 ms

  





  

    		2026-05-11 13:09:34.4433

    		0.0 ms

  





  

    		2026-05-11 14:09:34.852496

    		0.0 ms

  





  

    		2026-05-11 15:09:35.239966

    		0.0 ms

  





  

    		2026-05-11 16:09:36.201769

    		0.0 ms

  





  

    		2026-05-11 17:09:37.207122

    		0.1 ms

  





  

    		2026-05-11 18:09:37.737682

    		0.0 ms

  





  

    		2026-05-11 19:09:39.61665

    		0.0 ms

  





  

    		2026-05-11 20:09:39.735137

    		0.2 ms

  





  

    		2026-05-11 21:09:41.942942

    		0.2 ms

  





  

    		2026-05-11 22:09:43.473992

    		0.3 ms

  





  

    		2026-05-11 23:09:44.877741

    		0.0 ms

  





  

    		2026-05-12 00:09:46.061149

    		0.0 ms

  





  

    		2026-05-12 01:09:47.421215

    		0.0 ms

  





  

    		2026-05-12 02:09:48.594141

    		0.0 ms

  





  

    		2026-05-12 03:09:50.036554

    		0.0 ms

  





  

    		2026-05-12 04:09:51.321936

    		0.0 ms

  





  

    		2026-05-12 05:09:51.339626

    		0.0 ms

  





  

    		2026-05-12 06:09:52.153473

    		0.0 ms

  





  

    		2026-05-12 07:09:52.359291

    		0.0 ms

  





  

    		2026-05-12 08:09:52.58599

    		0.0 ms

  





  

    		2026-05-12 09:09:52.622806

    		0.0 ms

  





  

    		2026-05-12 10:09:54.341142

    		0.0 ms

  





  

    		2026-05-12 11:09:54.697617

    		0.0 ms

  





  

    		2026-05-12 12:09:55.707752

    		0.0 ms

  





  

    		2026-05-12 13:09:56.407371

    		0.2 ms

  





  

    		2026-05-12 14:09:56.881178

    		0.0 ms

  





  

    		2026-05-12 15:09:57.229262

    		0.0 ms

  





  

    		2026-05-12 16:09:59.188302

    		-0.1 ms

  





  

    		2026-05-12 17:09:59.225685

    		0.0 ms

  





  

    		2026-05-12 18:10:00.649906

    		0.0 ms

  





  

    		2026-05-12 19:10:01.706205

    		0.0 ms

  





  

    		2026-05-12 20:10:02.407607

    		0.0 ms

  





  

    		2026-05-12 21:10:03.317592

    		0.0 ms

  





  

    		2026-05-12 22:10:04.857594

    		0.0 ms

  





  

    		2026-05-12 23:10:06.291684

    		0.0 ms

  





  

    		2026-05-13 00:10:07.677923

    		0.0 ms

  





  

    		2026-05-13 01:10:09.106003

    		0.0 ms

  





  

    		2026-05-13 02:10:09.185927

    		0.3 ms

  





  

    		2026-05-13 03:10:10.775782

    		0.1 ms

  





  

    		2026-05-13 04:10:12.562369

    		0.0 ms

  





  

    		2026-05-13 05:10:14.245642

    		0.0 ms

  





  

    		2026-05-13 06:10:16.202788

    		0.1 ms

  





  

    		2026-05-13 07:10:16.744713

    		0.0 ms

  





  

    		2026-05-13 08:10:17.615904

    		0.0 ms

  





  

    		2026-05-13 09:10:18.740926

    		0.0 ms

  





  

    		2026-05-13 10:10:19.074128

    		0.0 ms

  





  

    		2026-05-13 11:10:20.157834

    		0.0 ms

  





  

    		2026-05-13 12:10:20.974376

    		0.0 ms

  





  

    		2026-05-13 13:10:22.113981

    		0.0 ms

  










Evidence of Intent

Last updated: Fri 06 Mar 2020 14:08:40 UTC

1. Purpose

The purpose of this document Evidence of Intent is to secure a) evidence of intent to sign and b) evidence of what Sign Material there was intent to sign, to avoid claims that different Sign Material was viewed than what was the output in the final Evidence Package.

2. Screen captures

When a person signs a document using Scrive eSign a screen capture is executed on the person's screen and saved by Scrive eSign. When sealing the signed document Scrive eSign includes the screen captures from all signing parties into this document. 

The screen capture technology used sometimes fails to execute the screen capture. Therefore, in case the screen capture technology would fail, a screen capture with a reference signing view is prepared in Scrive eSign at each production upgrade and upon sealing the document, Scrive eSign includes the latest reference screen captures in this Evidence of Intent as a reference. Important to note is also that, in the event log below each time stamp reflects the clock of the client, which may be different from the clock of Scrive eSign.





  

    		Time

    		IP

    		Event

  



    

    		2026-05-06 11:31:59.967 UTC

    		185.78.208.53

    		Leif Gunnar Belsvik Styreleder (LGBS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-06 11:32:22.96 UTC

    		185.78.208.53

    		Leif Gunnar Belsvik Styreleder (LGBS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-05-06 11:51:53.924 UTC

    		77.18.37.100

    		Anne Kristine Mittet Ansattrepresentant (AKMA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-06 11:52:17.386 UTC

    		77.18.37.100

    		Anne Kristine Mittet Ansattrepresentant (AKMA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-22 12:30:17 UTC.

  

  

    		2026-05-06 15:08:15.279 UTC

    		77.16.38.53

    		Ove Egil Belsvik Styremedlem (OEBS) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-06 15:08:45.909 UTC

    		77.16.38.53

    		Ove Egil Belsvik Styremedlem (OEBS) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-29 10:47:09 UTC.

  

  

    		2026-05-13 13:50:09.936 UTC

    		185.78.208.53

    		Finn Olav Ås Ansattrepresentant (FOÅA) opened the document in the signing view. Click here to see an attached screen capture of the top of their signing view.

  



  

 

  

    		2026-05-13 13:50:23.28 UTC

    		185.78.208.53

    		Finn Olav Ås Ansattrepresentant (FOÅA) signed the document. Click here to see attached screen capture of their signing view. Click here to see attached screen capture of the reference signing view created at 2026-04-29 10:47:09 UTC.

  









